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Corporation’s valuable intelligent asset is being threatened from the skills of threatening subject that has been evolved along
with the growth of the information system and the amount of the information asset. Domestically, attempts of various private
information attacks, important information extortion, and information damage have been detected, and some of them have abused
the vulnerability of security of information system, and have become a severe social problem that generates security incident.
When accessing to the security, most of companies used to establish a strategy with a consistent manner and a solution plan.
However, this is not a proper way. The order of priorities vary depending on the types of business. Also, the scale of damage
varies significantly depending on the types of security incidents. And method of reaction and critical control point vary depending
on the types of business and security incidents. In this study, I will define the security incidents by their types and preponderantly
examine how one should react to those security incidents. In this study, analyzed many types of security accidents that can
occur within a corporation and an organization considering various factors. Through this analysis, thought about factors that has
to be considered by corporations and organizations when they intend to access to the information security. This study focuses
on the response methodology based on the analysis of the case analysis of the leakage of industrial secret and private secret
other than the conceptual response methodology that examines the way to prevent the leakage of the industry security systems
and the industry information activities. And based on these factors, want to be of help for corporations to apply a reasonable
approach when they establish a strategy to information security.
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Case analysis of information

security accident
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<Figure 1> Categorization of Accident Pattern
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<Table 1> Analysis Result by Main Asset

Accident Pattern Number Ratio

Personal data 78 59%

Trade secret 53 41%

Total 131 100%
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<Table 3> Analysis Result by Main agent of Security Accident

Industry Fields Number Ratio
Industry Fields Number Ratio Insider Incumbent 34 26%
Manufacturing 50 38% Former 30 23%
Information Service 22 17% Hacker 47 36%
Financial and Insurance 19 15% Subcontractor 20 15%
Wholesale and Retail 15 12% Total 131 100%
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<Table 4> Analysis Result by Information Leakage Method

Leakage Method Number Ratio
Physical 84 64%
Technical 47 36%
Total 131 100%
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<Table 5> The Manufacturing Industry
Type of Information Ratio Main Agent Ratio Leakage Method Ratio
Personal Data 4% Insider 86% Technical 2%
Trade Secret 96% Hacker 2% Physical 98%
Subcontractor 12%
<Table 6> The Information Services Industry
Type of Information Ratio Main Agent Ratio Leakage Method Ratio
Personal Data 95% Insider 18% Technical 82%
Trade Secret 5% Hacker 7% Physical 18%
Subcontractor 5%
<Table 7> The Finance and Insurance Industry
Type of Information Ratio Main Agent Ratio Leakage Method Ratio
Personal Data 100% Insider 32% Technical 47%
Trade Secret 0% Hacker 32% Physical 53%
Subcontractor 36%
<Table 8> The Wholesale and Retail Industry
Type of Information Ratio Main Agent Ratio Leakage Method Ratio
Personal Data 100% Insider 13% Technical 80%
Trade Secret 0% Hacker % Physical 20%
Subcontractor 80%
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