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ABSTRACT

As the popularization of smartphone increases the number of various applications, the number of malicious applications also
grows rapidly through the third party App Market or black market. This paper suggests an investigation filter, Androfilter, that
detects the fabrication of APK file effectively. Whereas the most of antivirus software uses a separate server to collect, analyze,
and update malicious applications, Androfilter assumes Google Play as the trusted party and verifies integrity of an application
through a simple query to Google Play. Experiment results show that Androfilter blocks brand new malicious applications that
have not been reported yet as well as known malicious applications.
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package: name='com.aijiaoyou.android.sipphone’
versionCode="1005
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Fig. 7. Meta-Data Extract from Droid Kung-fu
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Table 2. Statistics of the Filtered Malware Sample
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Table 3. Statistics of the Filtered Malware
Sample with Live-Data
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107 28 wAl5e] &#8e] 99.8% ~ 97.4% < item count percentage
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= Aebsil 33 AS sbedt AlRES Mol SDK version matching 583 3915 %
Table 1. Statistics of the Androfilter file size matching within 3 216 1452 %
percent of errors
Malware NormalAPK App version matching 155 1.040 %
. 14905 4 user-permissions matching 67 0452 %
Malicious e 1 -
(sensitivity) (FalseNegative) matching of all Meta-Data
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AH R s3] =7A (2015, 12) 1349
Table 4. Statistics of the Filtered NormalAPK References
Sample
count percentage (1) eMarketer, “Worldwide Smartphone
Retrieval Failure o 0 Usage to Grow 25% in 2014." (2014).
from Live-Data http://www.emarketer.com/Article/Wo
SDK Version 0 0% rldwide-Smartphone-Usage-Grow-25-2
VersionName 0 0% 014/1010920
VersionCode 0 0% [2) FireEye, “Ghost-Hunting With
Permissions 1 1% Anti-Virus.” 2014.05, ‘FireEye Blog’,
FileSize 4 4% https://www.fireeye.com/blog/execu-
AnySuspicion 4 4% tive-perspective/2014/05/ghost-hunt-

2utETVIA]), e sjd=rick(dpi), 0S9] ¥
A AAe] BA 7|7]ad wid M2 ok APK I}
A& Wz 5 gl 7lse] e o] AgY Ay
APKE cfgub2d] A48k ~mpEES Ao A
3k android_id9] 71717} A& o& mdo)|r] ufi-
olc}.

olel A=

Googlee] 7|79,

Live-Data® Al33}=

v.d 2

B =i antEES) 22 waldd 7)7)e4
A FEE WAE &-8517]9]7 Au) ulolz A I
| glo] 2R njgo2 aHH o A} st HAE
Wz = 9l ZEE Algkslgn A3E B As

TkeF GooglePlayZellA 717", w4
1 & APK9 Live-Datag %3
APISY Qo] ~E Algdichd bt
AF&d 4 A =] False-Negatived &Y
Qe Ao, B2} &£ r JRAE F 9l AoR
gt
Android ¥%F olzl MAC, Windows,
Linux#led oAz  Z=pe]  ESD(Electronic
Software Delivery)g %43t g 3 vrlx
971 well  Androfiltere] 312}5}o]
Desktop A% AR 52 F47F e
Az §, EE A & ole WHeE A

& 3lE Aol

oty
o
B

B

Ny o

[e)
mdls

(3]

ing-with-anti-virus.html

Sahs, Justin, and Latifur Khan. "A ma-
chine learning approach to android mal-
ware detection.” In Intelligence and
Security Informatics Conference
(EISIC), 2012 European, pp. 141-147.
IEEE, Aug. 2012.

Burguera, Iker, Urko Zurutuza, and
Simin Nadjm-Tehrani. "Crowdroid: be-
havior-based malware detection system
for android.” In Proceedings of the 1st
ACM workshop on Security and privacy
in smartphones and mobile devices, pp.
15-26. ACM, Oct. 2011.

Zhou,
"Dissecting

Yajin, and Xuxian Jiang.

android malware:
Characterization and evolution.” In
Security and Privacy (SP), 2012 IEEE
Symposium on, pp. 95-109. IEEE, May.
2012.

Wu, Dong-Jie, Ching-Hao Mao, Te-En
Wei, Hahn-Ming Lee, and Kuo-Ping Wu.
"Droidmat: Android malware detection
through manifest and api calls tracing.”
In Information Security (Asia JCIS), 2012
Seventh Asia Joint Conference on, pp.
62-69. IEEE, Aug. 2012.

Yan, Lok-Kwong, and Heng Yin.
"DroidScope: Seamlessly Reconstructing
the OS and Dalvik Semantic Views for
Dynamic Android Malware Analysis.” In
USENIX security
569-584. Aug. 2012.

symposium, pp.



1350 Androfilter: fravbldlelel & o] £3t k=Role AT e
(8) Isohara, Takamasa, Keisuke Takemori, (14) www.android.com, "Platform Versions”
and Ayumu Kubota. "Kernel-based be- 2015.08.03. , https://developer.android.
havior analysis for android malware com/about/dashboards/index.html?ut
detection.” In Computational m_source =suzunone#Platform
Intelligence and Security (CIS), 2011 (15) Sato, Ryo, Daiki Chiba, and Shigeki Goto.
Seventh International Conference on, pp. "Detecting android malware by analyzing
1011-1015. IEEE, Dec. 2011. manifest files.” Proceedings of the
(9] Grace, Michael, Yajin Zhou, Qiang Asia-Pacific Advanced Network 36
Zhang, Shihong Zou, and Xuxian Jiang. (2013): 23-31. Dec. 2013.
"Riskranker: scalable and accurate (16) Morrissey, Michael Gerard, Richard
zero-day android malware detection.” In Cannings, Joseph Benjamin Gruver,
Proceedings of the 10th international Angana Ghosh, Jonathan Bruce Larimer,
conference on Mobile systems, applica- Andrew Devron Stadler, Panayiotis
tions, and services, pp. 281-294. ACM, Mavrommatis, Niels Holger Gerhard
June 2012. Konstantin Provos, and Adrian Ludwig.
(10) Zhou, Yajin, Zhi Wang, Wu Zhou, and "Protecting users from undesirable
Xuxian Jiang. "Hey, You, Get Off of My content.” U.S. Patent Application
Market: Detecting Malicious Apps in 13/633,093, filed October 1, 2012.
Official and Alternative  Android (17) Anti-Virus Comparative File Detection
Markets.” In NDSS. Feb. 2012. Test of Malicious Software including false
(11) Pack Seoungsoo, Hwansoo Han alarm test 2015.10.15. http://www.av-—co
“Similarity Detection for Large Scale mparatives.org/wp-content/uploads/20
Software Using Abstracted Source Code.” 15/10/avc_fdt_201509_en.pdf
Journal Korea Information Science
Society, 39(1A), 39-41. 2012
(12) Soongchunhang University Industry
Academy  Cooperation  Foundation
“Method for Detecting Malicious Code by
Permission Management” Korea Patent
1013866050000, 2014.04.11
(13) Jang, Jae-wook, Jaesung Yun, Jiyoung

Woo, and Huy Kang Kim. "Andro-pro-
filer: anti-malware system based on be-
havior profiling of mobile malware.” In
Proceedings of the companion pub-
lication of the 23rd international confer-
ence on World wide web companion, pp.
737-738. International World Wide Web
Conferences Steering Committee, Apr.
2014.



AR R 583 =A] (2015, 12) 1351

(M X274

ok 9 % (Wonwoo Yang) 34134

24 aldigta Axpgsht £4

39 ~AA: st Bok-Ar e AL sl ska Ak
ob) VES=Z, 7[AS:, HRHES 3

Mo el

A

7 A & (Jihye Kim) A3

19994 29 Mgt AHAFeldey =9

20034 29 MEdga A FE T AL

200841 8¥: UC Irvine Dept. of Information & Computer Science ¥4}
20084 94 ~20084 11¥: UC Irvine Post Doc.

20084 11€9~2011d 8¢ Algfstal ted+4 Post Doc.

20119 9¥ ~&Al: Faldietn Axpge 24

(Aol ARS 37|, $44s, BAA2E




