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ABSTRACT

Traditionally, data hiding has been done mainly in such a way that insert the data into the large-capacity multimedia
files. However, the document files of the previous versions of Microsoft Office 2003 have been used as cover files as their
structure are so similar to a File System that it is easy to hide data in them. If you open a compound-document file which
has a secret message hidden in it with MS Office application, it is hard for users who don’t know whether a secret
message is hidden in the compound-document file to detect the secret message. This paper presents an analysis of
Compound-File Binary Format features exploited in order to hide data and algorithms to detect the data hidden with these
exploits. Studying methods used to hide data in unused area, unallocated area, reserved area and inserted streams led us to
develop an algorithm to aid in the detection and examination of hidden data.

Keywords: Steganography, Data hiding, Compound File Binary Format, Microsoft Office

.M B 23F Aol M e ARsle] 22 A el W o717
= ‘}}E}. *Eﬂﬂﬂaﬂﬂﬂ 22

e7bead e Atz s dolHE o 73
sl aklele] el Aol Aekslo) S8l A 2 |
5 7o)t} o] FAb AP 2 71 FAle] |F7kA1 8] zEl7beesleld Arade o
L1} o]mlx], wit] e 9t} 3 " rr]o] 3}

N

Received(09. 25. 2015), Modified(10. 27. 2015), dlo] 1% Aslshs Ao R o] FoH) AR &

Accepted(lO 28. 2015) o= Eajgted Fxe} FARY 4 ma a7
* o] =Ro 20159E AR (Rl ARo - = -
Al A -3 A AL el )0 ot +3% < 5% o183 dlele] At S giek. HEAe.
T-91(2012M3A2A1051106) 2 Microsoft Office AFT-2 A AAHSE

T FA2}, ekkimb236@korea.ac.kr g ko] 9l FAFA ZE ¥ = R FAd)
¥ WAIA2} sangjin@korea.ac.kr(Corresponding author)



1486 BYEA shelol 24

5 dlole] 9] 7ol A A7

AdFxe A AF dlole] &de] Lolslri(1).
Microsoft Office 2003 o] WAL E3hEA
39l (Compound-Document File) #A]& A&
s, 2007 °]¥%  ®zL  Open Office
XML(OOXML)® x5 ARggcl (2)o] mad
A AA 40008E2] MS Office AFSAMES thokst
MS Office MAE ARkl vid 4009 7] o]
MS #A43d-Ss A= AR eyl dze
29 FMHY QA Bt g HAS AREs)
7] witel] B3hEA sl Algeke Ax] o)
Microsoft Office 2003 o]3} AlEFToNA A&
e gdFze) s A= B3R
e & Fx2E Uil AR gdg A

S 845l WA 7 Sio] AREE gl
e e

=

Z Herro] gpele] F2 dlo]
Bl &do] o] Foixirh. ARE FHTell= Aol
o] o]F

o737 g, ol mje} %

1
g
]
s
2
k)

Jolel = &d3)r] $la e} g
delElE PAS] S Alee A% A7t

MS Office AETE 2003 o]3} WA B3t
A A FAS ARSRIHS). 20089 1974 MS
Office ¥l Z2gle] B3hEA wal a0z x4s}
£ AL olgs, BIHEA mlele] FRE o]4s)
o] dolels 24sh= HhEe] AXNHT itk $4
2003018ke] MS Office TJZQE 3§ g Talo)A

B 12 4G o) WA AT g A
Fahed) o] J15oE AR 4 3lE delnE o83}
of Yol £4% 4 Slgel AAssIEHeE). W
A o] Aol glod sale AR o,
AL 7] o] SelolEg sk Aol
ol e} sl 2Evle] Qmynl WAlske Aow sl
A, el SHIESLE S8 ZRagew el
% gl ogodo] shal ol A,

e ey whome, B selo] el 4]
o] sk A THIE 548 olgsel sl
AZRIA% BREA 39 94 £ (Slack) 3L 7}
Al ofelt £a) oJol olgale] HolEE L4 4

<)
ol el AAEACHT). w8 MS Office 68 =

1ot o

1

AR B3EA] wdo] obd Open XML &A1& o]
43}o] dlolelE ARt MS Office 58 Z=79)
oMe A el gt 3344E fAIFkaL 9IA
oh, A FAe] SHAs] Hebal] witel BiheA =kl
of dlo]elE 2dsh= WHES Open XML A& A}
L3l gelole AR 4 glrth

AR A== ~EY U 2d% doleE
exsta AT =% 28R Payne Gro-
up(2005)(9), Soft Experience (2005)(10],
Workshare(2005)(11) 5) =7llM H4x Wi
22 2 defelwt A 4 glod A= 71
22 2dH deojele ¥ 5 ik
AT ghel] F1E dloJelE FA R 23]
L1k 2 71A At A=) HaE s]hke] dloly
o S 2A olelirlkE o] 83k whid A W ¥
7 o] 47 W oR vHTH12). oloerHEER
X5, semagram)# o AR FHE = A}
2 oo EALE o83t whEe A Wl o] T g
Hs F7Iete] 24 W ElaEL] 9XE WA
AAE ZAREL B4 W] ks o4t
W EAlske & 7Y £ 3 3 w4 7
Fzpsle] olzd® o doJeE Alglske wbo
(13). AT §1 2714 WS A1 e el 29
T S dlofe] 2717 Arhs el Sl

Abdul Monem S. Rahma+t B34 m}de] |
AR o3 o]l dlolelE 2dshke uhS AAEIT
dlelel7F 29E B3] gl #4188 TR
A Adege o Eld 5 gl dlelelrh e4d B3N

e

Z re
ol U

g

_
x
2

oL
i
flo

ol
o 2 M &N



AR R 583 =A] (2015, 12) 1487

A Fls BalsAd Aab R AdelE 2 dl @i AE EAE HAE 4 oAl slEe oleet
oel7} o3A3] EAgICH 14). E£4<& OLE(Object Linking Embedding)ti
Wesam Bhayae fl=iAstedels  Agsh= st B8 & OLE HgiAeta +27]%
TE T 5o BE w frabs Hels = 15% gho}, BHEA gele g AAl A AREslhe vk
S KA, fARE FEol A AAl EAE A A z=el (o :FAT 5)3 frabsict.
S o S 28] Eo] AE o]8at dolH & B3 e ~EeA(storage) et ~EH
9 WS AABR 5] (stream)®] AF T2 FAHA, o5 I3}
7] 918k wetdle]el7} EAlgic} o] AL o] &
. S&=M ot =0 Sx 2o AR dolelE g A T4

AT o BAS AT deblolelt e

- IS _ _ .
A gl sl S A4 AL ol F A7k sl dlelHE AwsAd Aelskr] $i7 dl
£ AEelas] A5 e dan oHE $4 Zeadid AEdes A
20, A = AR thE dloly AS 33 235 slalo] Ak xAsE ZEo|n REL
Qe el HeEA Y 9AS 4SS AR mE ArAE M 4 ol AEGE o)
sfelge) F2F Asiuml Table 1.3 2t DA\ zAeAe]) sl sfgeh], sEelE Tl
MS PowerPointtt MS Excel& T%A]7]A ]# ol xe] Erje} fAlsl)l = AEEAE F1Y
Table 1. Stream and Storage of Compound-Document files (L] : Stream, : Storage)
MS Word MS Excel MS PowerPoint Hancom Office
Ij WordDocument |j 0x005Summarylnformation
Ij 1Table/0Table |j 0x005DocumentSummarylnformation
Ij Dot LNK + 8 Hex |j
Picture
[EI MBD + 8 Hex
|j \0x005SummaryInformation Ij Current User
|j 005D S " |_h| 0x0001Compobj
A nt. ti
Ij e VBA |j 0x005Summarylnformation
\0x001CompObj
[EI [EI VBA Storage |j PowerPoint Document |j FileHeader
Macros Storage
_VBA PROJECT 0x005DocumentSummarylnformation PrvText
VBA
_VBA PROJECT de‘, [EI VBA J Prvimage
dir JMOduIe(N) VBA Storage DocOptions
Module (Name) Ij e J,VBA PROJECT Ij LinkDoc
_SRP_ (Number) - Ij [El
d Script
PROJECTIk |j PROJECTIk Ij " Ij
DefaultJS
PROJECTwm Ij PROJECTWM Module{N) efaultJScript
PROJECT Ij CROJECT J,SRP7<N> Ij JScriptVersion
ObjectPool Ij Ij PROJECTIK |j 0x0005HWpSummarylnformation
\ Workbook
0x0080biinto =1 sx pe cur |j PROJECTwm Ij Docinfo
\0x003Pri T
* e Ij BodyText
\OX003EPRINT |j 000(N) PROJECT
[E' Ij . J Section0
MsoDataStore Ij XML Encrypted Summary Information
~Eneryption (N> [E| xmisignatures Digital Signature
ftem Ij 5 Decimal Custom XMLData
Properties ecima Ij
Signatures
xmisignatures |j Revision Log
signatures Ij User Names
|j encryption Ij Ctls
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Hwp Prc:peE-ﬁf e ‘uerspn Hwp Signature Password setor Distribute setor
lcompress) 5.03.4) 'y no (0x00 :no) | no (0x04 -yes)
+ F Y FY
00001400 B8 57 50 20 44 6F &3 75 6D &5 6E 74 20 46 &9 &C|| HWP Document [Fil
00001410 5 00 Q00 00 00 QOO0 Q0 00 OO0 QO 00 00 00 Q0 00 OO0|le....cvvuuuns]an-
oooo01420404 03 00 05T 00 00 o000 00 00 00|02 00 00 00]) v vevivnnnnnnd]on

L 00002430 oo oo oo go go aoldog oo o0 oofoo oo oo oolac gl ...l
00001440 00 00 00 00 00 00 00 00 00 00 LSSttt . . .
00001450 00 00 Q0 00 00 OO0 00 00 OO QO OO0 OO0 00 Q0 00 OO ... .....uuucenn-
00001460 00 00 Q0 00 00 OO0 00 00 OO QO OO0 OO0 00 Q0 00 OO ... ....uuuuannn-
00001470 00 00 00 00 00 00 00 00 OO0 QO 00 00 00 QO 00 00 . ... ... .uuuaann.
00001420 00 00 00 00 00 00 00 00 OO0 QO 00 00 00 QO 00 00 ... .. .. .euucann.
000014590 00 00 QO 00 00 OO QO OO OO OO QO OO0 OO QO QO 00 ... Unused area
00001440 00 00 QO 00 00 OO QO 0O OO QO QO OO0 OO QO 00 DU_._..-': of the allocated
000014B0 00 00 00 00 00 00 00 00 OO0 00 Q00 00 00 00 00 00 ............:...
000014C0 00 Q00 Q00 00 00 00 00 00 OO0 QO 00 00 00 Q0 00 00 . .......uuuaann.
000014Ty—J68 5 &C 6C 6F |00 00 00 00 00 00 00 00 00 00 00 hello...........
0000140 00 00 Q0 00 00 OO0 00 00 OO0 QO 00 OO0 00 Q0 00 00 ... ....euuucnnn-
000014F0 00 00 Q0 00 00 OO0 00 00 OO0 QO 00 OO0 00 Q00 00 OO ... .....uuuaenn-

Fig. 4. FileHeader Streams Structure
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Fig. 6. Recognition of streams and storage
added randomly in the application
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Table 2. Experiment results of the hidden data detection tool (P:PPT, W:WORD, E:EXCEL, H:HWP)

Workshare Metadata
Tool Catalogue . .

hod Professional Assistant 5
Met P|W|E|H|P|W|E|H|P|W|E|H
small size font X[ X X[ X | X[ X[|X|X|X|X|X]|X
same font color and background color X | X[ X[ X|X|X[|X|X|X|X|X|X
application control | hididen text behind a image file X | X[ X[ X|X|X[|X|X|X|X|X|X
insert a data in property information area O(0O|lO0O|X|O|O|]O|X|O|O|O]|X
other hyperlink X[X|X|X]|]O|]O|]O|X|O|O]|O|X
unallocated area XXX X|X|X|X|X|X|X|X|X
unused area slack area X[ X | X[ X | X[ X|X|X|X|X|X|X
reserved area X[ XX | X[ X[|X[|X[X|X|X|X]|X
compound file 114 ream X[ X[ X|X|[X|[X|X|X|X|x|x]|X

control

ete. insert a data-hidden file X | X[ X[ X|X|X|X|X|X|X|X|X
present space or dot to encoded data X[ XX X[ X[|X[|X[X|X|X|X]|X
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Input a Compound File

.

Access and Read reserved, unallocated
and slack area

Is that padding data exists

No In the read data?

Read Name of Stream

xist in Name set of Stream
recognized by M5 Office?

Check the stream’s property count and
last property's data position

A

Read the data stream's last position from

Check and Notify Unknown Stream last propertys data pasition

5 that a non-zero value exists
In the read data?

Yy ¥
Extract of hiding data

I

Analysis Completed

Fig. 7. Hidden data in Compound-file detection algorithm

£ ddel 0x000] obd v dHlolE7} 7|55 3l g el Az dole s 7= § 45 sEt
=4 Felahd g} wkef 0x000] obd ke dlol¥ pR|Rte g ~Ed W vIARE- S ERIste] 0x000]

<
7b EAEe 295 dlelEr) glvha A 5 ohd thE Fho] TART = F M-S I

[}
A
t}. Hwpsummaryinformation 2~2E& ¢]e|& t}
O~

2 9gEA s W AYHE e 2EY 4 VIl B7 23E|E =}

E3 W elabg 3o stetslel £ Holge] £

oskelo] Fhsaiet. Fig. 7.8 ¥gHeA skl ol AR HGEA st edE dele

of euE deleE YA AT BuelES b WA GBS BB A8 2R RdTaE

it AHgata Sl 471 A B e AlAE
S A SseE B el viAg delr o4 117 wEe Aesiel g olns

3d& Ak A9 dolet obd ke delelsk  Halshirh. A9 Ashe Table 3.3 2t

ZAT Bole] 3% F $AS SR} vlAbg geag 2 ol HYEA f Fom A

odedofl 4 vlole] A A BFEA A | 2 sl I3 delEF 29T A B4 W Y

= shef 2} of 3.

(

B}
s



1492 S salel 9 dele wA 7Hel dhe 2

Table 4. Check Stream / Storage List

extension stream / storage
PPT PowerPointDocument
EXCEL WorkBook
WORD WordDocument
HWP BodyText
vil. 2 2
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Table 3. Experiment results of the hidden data detection algorithm

result
method

a”)
"
—

WORD | EXCEL

S
=
lav}

small size font

same font color and background color

application control hididen text behind a image file

insert a data in property information area

other hyperlink

unallocated area

unused area slack area

reserved area

compound file control | add stream

insert a data-hidden file

etc.

XX O|O|QC|O|O|QO | X |X|X
XX | O|O|O|O|O|O | x|
X | X[ O|O|O|O|O|O | X |
XX [JO|O|QC|O|O|QO | X |X|X

present space or dot to encoded data




AR 535 =74 (2015, 12)

1493

(7)

S o7 ellAdolrt,

References

Byers, S., ‘Information leakage caused
by hidden data in published documents,”
IEEE Security Privacy vol. 2, no. 2, pp.
23-27, Mar. 2004.

T. Ngo, “Office Open XML Overview,” EC
MA TC45 white paper, online at http://w
ww.ecma-international.org/news/TC45

_current_work/OpenXML%20White%20

Paper.pdf, last accessed April. 2011.
Rentz,
Document- File Format', http://www.o-

Daniel “Microsoft Compound
penoffice.org/sc/compdocfileformat.pdf
http://www.hancom.com/forMatQna.bo
ardIntro.do
http://www.yonhapnews.co.kr/bulle-
tin/2015/03/02/0200000000AKR2015030
2142100009.HTML

Jung Heum Park, Bora Park, Sangjin Lee,
Seokhie Hong, and Jong Hyuk Park,
“Extraction of Residual Information in
the Microsoft PowerPoint file from the
Viewpoint of Digital Forensics consider-
ing PerCom Environment,” The 2nd
International Workshop on Web and
Pervasive Security, IEEE, pp.584-589,
Mar. 2008.

A. Castiglione, De Santis, and C.
Soriente, "Taking advantages of a dis-
advantage : Digital forensics and steg-
anography using document metadata,”
The Journal of Systems and software, vol
80, Issue 5, pp.750-764, May. 2007.

(8]

(14)

(15)

Hyukdon Kwon, Yeog Kim, Sangin Lee,
and Jongin Lim, "A Tool for the Detection
of Hidden Data in Microsoft Compound
Document File Format.” International
Conference on Information Science and
Security ICISS, p.141-146, Jan. 2008.
http://www.payneconsulting.com/prod
ucts.

http://peccatte. karefil.com/software/C
atalogue.

http://www.workshare.com

W. Bender, D. Gruhl, N. Morimoto, and
A. Lu, "Techniques for datahiding?.” IBM
Syst. J., vol. 35, no. 3.4, pp. 313-336, Apr.
1996.

G. Sui and H. Luo, "A new steganography
method based on hypertext?,” in Proc.
Radio Science Conf. pp. 181-184. Aug.
2004.

A. M. S. Rahma, B. AbdulWahab, and A.
Y. Al-Noori, Proposed steganographic
method for data hiding in Microsoft word
documents  structure,” Al-Mansour
Journal, no. 15, pp. 1-29, 2011.

W. Bhaya, A. Rahma, and D. Al-Nasrawi,
“Text steganography based on font type
in ms-word documents,” Journal of
Computer Science, vol. 9, no. 7, pp.
898-904, 2013.
http://www.mitec.cz/ssv.html
http://compound-file-explorer.softwar
e.informer.com/1.8/



1494

B M e A i B I s B L

(M X274

71 £ 3% (Eun-kwang Kim) 3]

20134 2% 7HAgg e fE st 24

20154 294 Ae3sE3dsgd MBA &4

20143 34 ~3AA): ey AR H Skl A ¥ w53 AAlaA
(FA o}y tAE TdlA] | A B2

A A & (Sang-jun Jeon) A3 Y
20109 2¥: wevisty AHu gt Feat

20109 24 ~&A: zeidig e 244 QA AutalEgab]
(T HEeop) tAE Za4]

g A 8 (Jae-hyeok Han) A3

20114 29 MEAHNStn 789 &4

20149 34 ~&A: weidsta AR R IOy AR H T8y Al
(FAEop tAd FaAllA] g A]H

o] Bl % (Min-wook Lee) 3]sl

20149 29 A7 etn AA2eT 29

20149 99 ~&A): e dsta AR B ahstd AR R 5 ska Al
(AP "Ad 224, o33}

o] A 2l (Sang-jin Lee) 413

19894 104 ~19999 29: ETRI A% A7

19999 39 ~2001d 8Y: meltstn zpedssist 2w
20014 99 ~&A: weidisty Jru sk W
20084 39 ~&A: weidsta Az A dFAE A R
(AR tAY ZalA] A ¢35, @4 &4



