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ABSTRACT

Non-face-to-face real name verification policy that financial authorities announced, in order to secure a face-to-face or more
of accuracy, are in principle of multi check. The business model and legal entities of Internet banks is different from existing
Internet banking. Relpacing real name verification from face-to-facd to non-face-to-face while maintaining the structure of
identification can not only cause inconvenience to a first time member, but also can be more vulnerable to verious security risks.
In this study, to evaluate a service level of a bank of the Internet, and provide an improved identification of the structure such
that the registration and use of differentiated services is performed in accordance with the evaluation. In addition, the security
that may occur with respect to Bank of the Internet to establish a vulnerability and attack model, the results of the analysis of
the safety of the step-by-step security attributes and services of the authentication medium of each attack model, existing the
safer than Internet banking, confirmed the usefulness in user registration guide
Keywords: real name verification, mandatory authentication, internet bank, internet primary bank, attack model
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Table 3. Preceding research on mandatory
authentication technology
researcher contents
Reliable  identification = method
Geol-Won presented a  combination  of
Bang(2002) character recognition and
fingerprint recognition
Standardization of face-to-face and
non-face-to-face real name
Burr verification ~ and  authentication
(2004) guidelines for access to
information  resources of  the
United States federal government
In identity verification method at
Chan-Ju the time of membership
Jeong registration of the web site, it
(2008) presents the authentication method
using the financial security OTP
Peotta Presenting a t%/PiFal attack models
and vulnerabilities of Internet
(2011) .
banking
Proposal of Tow-Channel
Han-Na You authentication method for the
(2011) identification in  the  Internet
banking confirm
The proposed technology structure
Jae-Sik Lee to .enter through  the  smart
equipment OTP password to the
(2013) A
identification of secure Internet
banking
Han-Wook The proposed secure user
Lee authentication means from memory
(2013) hacking of Internet banking
Analyzes the advanced technology
Byeong-Cheol | and patent trends plurality of
Cho biological-based authentication
(2015) technology, domestic technology
development challenges presented
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Table 4. Service levels (levels of real name
verification and mandatory authentication)

Registration Issuing token
Level Service (real name (mandatory
verification) authentication)
Openning Copy of
! accounts ID cards ID/password
2 Account Mobile phone Mac of
Inquiry auth. terminals
a Security cards
+SMS
b Utilization OTP +
3 Transfer existing SMS
account Security cards
c +SMS +
Certificate
. Transaction linked
4 Loans Video call OTP +SMS
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Table 7. Behavior of the attacker(20)
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Table 10. Safety of real name verification

R Attack success rate2)
Service -
level CrseiiEl Memory Device control
theft hacking
Zi:ﬁlnntg 100% 100% 100%
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Table 12. Safety of internet banking
mandatory authentication(23)
Attack success rate
Classification Guessing Memory
attack hacking
Cert}flcate 10% 100%
+Security cards
Certificate &
+ OTP 10 100%
HSM 27N 100%
+Security cards
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