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ABSTRACT

Risk analysis is utilized in devising measures to manage information security risk to an acceptable level. In this risk
management decision-making, the visualization of risk is important. However, the pre-existing risk visualization method is limited
in visualizing risk factors three-dimensionally. In this paper, we propose an improved risk visualization method which can
facilitate the identification of risk from the perspective of confidentiality, integrity, and availability respectively or synthetically.
The proposed method is applied to an enterprise’s risk analysis in order to verify how effective it is. We argue that through the
proposed method risk levels can be expressed three-dimensionally, which can be used effectively for information security
decision-making process for internal controls.

Keywords: Risk Analysis, Information Security Decision Making, 3-dimensional Visualization
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Table 1. Asset Valuation Criteria

Rating Description

Breach could result in high-dollar
losses, or in exceptionally grave injury
to an individual’s or the organization’s:
well-being;  reputation; privacy; or
competitive position, and the business
process will fail

Breach could result in very serious
4 loss or injury, and the business process
could fail

Breach could result in serious loss or
3 injury, and the business process could
be negatively affected

Breach could result in minor loss or
injury

Breach could result in little or no loss
or injury
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Table 2. Threat Agent Capability and Motivation

—

Or, lacking some
knowledge but has
sufficient resources to
mount an attack

Ratings
Capability Rating Motivation
Highl
Highly capable. Has 1g. y
. motivated.
knowledge, skills and .
3 Almost certain
resources to mount an
to attempt an
attack
attack
Moderate capability.
Has knowledge, skills
to mount attack, Moderate level
lacking in some of motivation.
resources 2 Would act if

prompted, or
provoked

Little or no capability
to mount an attack

Little or no
motivation.
Not inclined to
act

Table 3. Threat Agent Rating Combinations

Capability Motivation Rating
Rating 1 2 3
1 1 2 3
2 2 3 4
3 3 4 5

Table 4. Overall Threat Agent Ratings

Rating Description

5 Highly capable and motivated.
Highly capable, moderate level of

4 motivation
Or, moderate capability, highly motivated
Highly capable, little or no motivation.

3 Or, little or no capability, highly
motivated, Or, moderate capability,
moderate level of motivation
Little or no capability, moderate level of

2 motivation. Or, moderate capability, little
or no motivation

1 Little or no capability or motivation
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Table 5. Vulnerability Rating
Severity Rating Exposure
High severity. High exposure.
Few resources to Affects a majority
exploit with 3 of system
significant components.
potential for loss
Moderate severity. Moderate Exposure.
Significant Can be expected to
resources to affect more than
exploit with one system element
significant ) or component.
potential for loss. Exploitation
Little resources to increases the
exploit with probability of
moderate potential additional
for loss vulnerabilities
Minor severity. Minor exposure.
Significant Effects tightly
resources to 1 contained. Does not
exploit with little increase the
potential for loss probability

Table 6. Vulnerability Rating Combinations

Severity Exposure Rating

Rating 1 2 3
1 1 2 3
2 2 3 4
3 3 4 5
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Table 7. Overall Vulnerability Ratings

Rating Description
5 Highly exposed, high severity.
4 Highly exposed, moderate severity; Or,

moderate exposure, high severity.

Highly exposed, minor severity; Or
3 minor exposure, high severity; Or
moderate exposure, moderate severity.

Minor exposure, moderate severity; Or
moderate exposure, minor severity.

—_

Minor exposure, minor severity.
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Risk Identification Through 3-Dimensional Vector
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Table 8. Degree Classification of Risk

Degree R C ‘ I ‘ A
Very High 174~216 101~125

High 131~173 76~100
Medium 88~130 51~75

Low 45~87 26~50
Very Low 1.7~44 1~25
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Table 9. Risk Assessment Result
Asset Actor Threat Type Event Time Scenarl i T Vulnerabil =
P o |c| 1lalc| 1Al iy cl1]a
Internal Deliberate Leakage | Off-Hour 1 5(04|3|5| 4|3 5 125| 80 | 45
Internal Mistake | Leakage W}‘::)l;‘rng 2 | 5]4]3[5]4]3 3 75 | 48 | 27
Internal Mistake Modify Ongoing 3 4151345 4 3 48 | 75 | 36
Internal | Deliberate | PO e pour | 4 | 4| 4| 5| 4] 4|3 4 |e4|64|100
d Access
DB Leakage,
Data External Deliberate | Unauthorize| Ongoing 5 5(4]5|5|4]|3 5 125| 80 | 125
d Access
Internal Mistake Leakage Ongoing 6 514|3]5] 4|3 4 100 | 64 | 36
Modify,
External Deliberate | Unauthorize| Ongoing 7 41 5|51 4|5]|3 5 80 | 125 100
d Access
External Mistake Leakage Ongoing 8 514|3]5| 4|3 3 75 | 48 | 27
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Fig. 2. Risk Calculation Result

Fig. 3. Risk Identification Using Vector
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Table 10. Comparison with DoA

No | DoA | C I A | Rp Degree
[s]  [es] | s fus] me ]
S2 75 48 27 93 Medium
S3 48 75 36 96 Medium
64

80

S8 Medium
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