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The wisdom contents consists of an ordinary person’s ideas and experience. The Wisdom
Market [1] is an online business model where wisdom contents are traded. Thus, the general public could
do business activities in the Wisdom Market at ease. As the wisdom contents are themselves the thought
of persons, there exists many similar or duplicated contents. Existing copyright protection schemes mainly
focus on the primary author’s right. Thus, it's not appropriate for protecting the contents of Collective
Intelligence that requires to protect the rights of collaborators. There should exist a new method to be
dynamic capable of combining and deleting rights of select collaborators. In this study, we propose
collective copyright authentication scheme suitable for the contents of Collective Intelligence. The proposed
scheme consists of collective copyright registration, addition and verification protocols. It could be applied
to various business models that require to combine multiple rights of similar contents or to represent
multiple authorships on the same contents.
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(Table 1) Terms and Definitions

PA Primary Author
CA Collaborator
RC Registration Center
certp, PA’s PKI Certificate
certe CA’s PKI Certificate
certp RC’s PKI Certificate
Pkpa PA’s Public Key
Pkoa CA’s Public Key
Pkp o RC’s Public Key
skpy PA’s Private Key
skoy CA’s Private Key
skpe RCs Private Key
cInfoygpp Copyright Information of USER
reqMsgp . PA’s Request for Copyright
reqMsgg 4 CA’s Request for Collective Copyright
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EN,,, () RSA Encryption with the key
DE,,, () RSA Decryption with the key
sigysgr () USER’s Digital Signature
msg Digital Contents
msg, « Watermarked Digital Contents, *=[0---]
H() MD5 or SHA-1 Hash Function
sc() Scramble with RC’s master key
DESC() Descramble with RC’s master key
EB(w*—msg) | Embed Watermark w* to the msg
ET(W*emsgw*) Extract Watermark w* from the msg, «
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sigpy(msg) =EN, (H(msg))
reqgMsgp, = {msg, cert pys c]hfoPA}
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H(reqAdd,,) =DE, (sigps(reqAdd,,)) (3.2)
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