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Study on the Implementation of a Virtual Switch using Intel DPDK
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ABSTRACT

This paper describes the implementation of the accelerated virtual switch using Intel DPDK(Data Plane Development Kit), and
evaluates the virtual network functions of the virtual switch which is one of the most important components to build a virtual
network for cloud computing. Nowadays, new information service platforms are appeared from the interconnection of intelligent IT
systems like IoT(Internet of Things). And many companies want to use the new service platform for their new application service.
The companies can apply there new service early which needs small investment and responses adaptively to the fast change of
consumer environment. Using cloud computing technology, the new business service can be introduced as a commercial IT service
for the time to market. In this study, an implementation and investigation were performed for the accelerated virtual switch, called
Intel DPDK virtual switch, which is using multi processors in network interface card for virtual network functions. It can be useful
for Internet-oriented companies to leverage the new cloud service and businesses for its creativeness.
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Fig. 1 Linux system operation structure
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Fig. 4 Virtual network structure using intel DPDK
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Table 1. Used linux development envirionment

Relez}se ubuntu server 12.04.2

version

Kernel linux 3.5.7.25

Kernel UIO support, HUGETLBFS,

reconfi PROC_PAGE_MONITOR support,

- HPET/HPET_MMAP enabled

Packages to | build-essential, fakeroot, kernel-package,

rebuild gt3-dev-tools, libqt3-mt-dev, dpkg—dev

& AellM TF=ekaat k= Intel DPDK 71l
EQIA 3745 $siAE Intel DPDK open sourced
4] A Y35l Intel§ NIC(Network Interface Card) RF
S ARgsokitl. X NIC FF=EZE 1300, 1354,
11210, 11211 o] &d & AFd&E XEH 1G
YELT £55 AYsle 2-XE XYUE [3B0-T2E
A3 TE Intel DPDKS] F&8& Al%kslr] A A
Mol AH8E g AYS AT B8t ok

52 Ad A2E reconfiguration, recompile 2
A2E3 F AR"EE 7] del M/B BIOS/olA
Intel-VT(Virtual Technology) 24 T3 enable® A
At AFESFe]ok ). T3 Intel DPDK open
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sources APty YAAE FE Ad AANA
A% Hugepages A3t whEEZA] nhdl $of
Intel DPDKE $8t WEHA =gtolHE ALEE
Atk 3 2] Intel DPDKE UES A =hon] ALg
A4S Aeskaith

¥ 2. Intel DPDK U EQIZ E=2jo|df 7HetstA
Table 2. Envirionment for Intel DPDK development

Release num. 152

Kernel ver. linux 3.5.7.25

Intle-VT,
High precision timer for HPET,
Enhanced Intel Speedstep Tech

HPET/HPET_MMAP enabled,
config_rte_libeal_use_hpet = yes,
IOMMU_SUPPORT = yes,
IOMMU_API = yes,

BIOS setting

Kernel config.

set INTEL_IOMMU - yes,
HUGETLBEFS = yes,

UIO, proc_page_monitor support

Core utils make, cmp, sed, grep, arch, gcc

Needed libc headers, Python 2.6 or 2.7, libcap
packages headers and libraries
Created . . .

modules rte_kni.ko, igh_uio.ko

Intel DPDK-& 713} 7|4k NIC 71= =gto|n = 9
3t open source:= https//0l.dpdk.orgol A th&2= Wk
ofA] ARgith B AT FEE A9 release
version< 152 H3-& AH8-319itE DPDK-1528 A4
g Ao wel rebuilddt * A3l AREE 1350-T2
YE A tlulo]lA~Z igb uio binding 7] A
binding 3t F9] statusE ¥ 50 HERAATE

%3 Intel DPDK Kernel NIC interfaceE 753}
7] 9l F7F Ad 2E rte_knikoS insmod W#H o
2 3T 25 load 3to] AHE 7hed AHE HF
sk}, https://01.org/packet-processing > 258 downl
oad$t DPDK$} 55 7H453t 72914 ovs_d
pdket KVME 43 HHY dpdkd gemuEs 59
A build W e recompiledttl, B Ao A=
dpdk¥ openvswitch 1.0.80-41& AH&&}It}. openvs
witchdpdk #1714 Woll:= openvswitch, gemu 2 gue

Before igb_uio binding
>/~/DPDK-1.5.2/tools/pci_unbind.py --status

Network devices using IGB_UIO driver

<none>

Network devices using kernel driver

0000:01:00.0 ‘1350 Gigabit Network Connection' if=eth1 drv=igb unused=igb_uio
0000:01:00.1 'I350 Gigabit Network Connection' if=eth2 drv=igb unused=igb_uio
0000:03:00.0 'RTL8111/8168/8411 PCl Express Gigabit Ethernet Controller' if=ethO drv=r8169 unused= *Active*

Other network devices

After Intel DPDK igb_uio binding
>/~/DPDK-15.2/tools/pci_unbind.py --bind=igb_uio ethl
>/~/DPDK-1.5.2/tools/pci_unbind.py --bind=igb_uio eth2
>/~/DPDK-15.2/tools/pci_unbind.py --status

Network devices using IGB_UIO driver

0000:01:00.0 ‘1350 Gigabit Network Connection’ drv=igb_uio unused=igb
0000:01:00.1 'I350 Gigabit Network Connection' drv=igb_uio unused=igh

Network devices using kernel driver

0000:03:00.0 'RTL8111/8168/8411 PCI Express Gigabit Ethernet Controller' if=eth0 drv=r8169 unused= *Active*

Other network devices

% 5. igb_uio HiQIE M1l Fof MEf H|W
Fig. 5 igb_uio comparison before and after binding

st & ZEIaWE0] A AFETE & 3o £ Aol
4 A8-3F openvswitchdpdk 702278 S YeERSITH
a9 6ol UERH vke} Zo] ovs_dpdkE AHE7LS S
L5 bridge 3 ports: A4S 19 73 o] W
ol dpdk_gemuE ©]-&3&Fe] VM(Virtual Machine)S A
Agtth o7l WEEels o]gste] AAE VM
vneviewers E8ke] SEMSEHE 91 ok ¥
8 vneviewerg o]&dte] T&F] VMES T4
golatgl 3 VM-dpdk vswitch-VM  7+¢]  ping

E 3. Intel DPDK openvswitch 7l &zt
Table 3. Envirionment for intel DPDK openvswitch

development
Release num. 1.0.8.0-41
Kernel ver. linux 3.5.7.25
autoconf, automate, automdte, automake,
Core utils make, nasm, kernel-devel, kernel-dev,
gcc
glibc—devel.ib6g6, libc6-dev-1386,
Needed glibc—devel.x64_86, glibc-devel,
packages kernel-devel-(matching), zlib-devel,
glib2-devel.x86_64, libtool
Created ovs_dpdk, gemu-system-x86_64,
execution file utilities(ovs-vsctl, ovs-ofctl, etc)
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Setting bridge br0
1.0.8.0-41

Adding port16, 17 at br(
1080-41 ctl --no-wait add-port br0 ovs_dpdk_16 —

ovs_dpdk_16 type=dpdk
1.0.8.0-41

1l ~-no-wait add-br br0 -- set Bridge br0 datapath_type=dpdk

set Interface

set Interface.

1l ~-no-wait add-port br0 ovs_dpdk 17 —
ovs_dpdk_17 type=dpdk

Show configuration after set
ctl show

i 10.8.0-41
8605504-70cd-4345-9507-8af05519a218
Bridge "br0"
Port "ovs_dpdk 17"
Interface "ovs_dpdk_17"
type: dpdk
Port "br0"
Interface "br0"
type: internal
Port "ovs_dpdk_16"
Interface "ovs_dpdk_16"
type: dpdk

1% 6. ovs_dpdk2| bridge % port MH
Fig. 6 Bridge and port setting example of

2ot of
ovs_dpdk

Running command line QEMU for Client2

10.8.0-41/qemu/x86_
snapshm ~cpu host -boot ¢ -hda
dpdk,port=2,id=me2 -device virtio-net-pci,

64 - 0x30 -n 4 --proc-type=secondary -- -
-AftSHMDPDK-clone16 -m 3072 -netdev
-smp 2 -name "Client 2"

Running command line QEMU for Clientl

10.8.0-41/qemu/x86_64 v
snapshot ~cpu host -boot ¢ -hda
dpdk,port=1id=mel -device virtio-net-pci,

86_64 -c 0x30 -n 4 --proc-type=secondary -- -
- AftSHMDPDK-clone15 -m 3072 -netdev
-smp 2 -name "Client 1"

22l 7. dpdk_gemuE ol 23t VM Ald of
Fig. 7 VM running example using dpdk_gemu

Hzztel dpdk_gemuz
Alsf = VM =l screenshot

Fig. 8 Verification screenshot of running VMs

generated by commandline dpdk_gemu using
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