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The security requirements suggestion based on cloud computing security
threats for server virtualization system*
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ABSTRACT

In this paper, we propose the security requirements for developing the security functions of server virtualization system. The
security requirements are based on the security threats of server virtualization system, and we verified the validity by defending
the security threats of server virtualization system. For inducting the security threats damaging server virtualization system from
cloud computing security threats, we analyze and suggest the relations between security threats and security issue of server
virtualization system.
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Fig. 1. Server virtualization system
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Fig. 2. The interface among hypervisor and VMs
in a virtualized server
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2.3 Resource Management
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2.4 Server Consolidation
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3.1 ITU-T X.1601(Security framework for
cloud computing)
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Table 1. Security framework for cloud computing

NO. o= threats' ot Security issue
cloud computing
1. Data loss and Data Protection
leakage
Insecure service | Authentication and
2. L.
access Authorization
Una.u"uhorlz.ed Authentication and
3. administration L
Authorization
access
4. Loss of privacy Data Protection
5 Service Server
' unavailability Consolidation
6. .M1sappropr1at10n of Data Protection
intellectual property
7. LOSS. of so.ftware Data Protection
integrity
. Server
8. [Shared environment Consolidation
Inconsistency and
. . Resource
9. |conflict of protection
K management
mechanisms
10. Evolutionary risks Resource
management
1 Bad migration and Resource
' integration management
12 Business Server
' discontinuity Consolidation
Software Resource
13. .
dependencies management
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3.2 CSA(The Notorious Nine Cloud Computing
Top Threats in 2013)
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Table 2. The Notorious Nine Cloud Computing
Top Threats in 2013

Table 3. Threat Landscape 2013

ENISA threats of o
NO. . Security issue
CSA threats o cloud computing
No. . Security issue
of cloud computing Information .
- 1. Data Protection
1. Data Breaches Data Protection Leakage
9 Data Loss Data Protection 2. Code Injection Data Protection
Account or Service 3. Identity Theft Data Protection
3. . .. . Data Protection -
Traffic Hijacking 4. Data Breaches Data Protection
4 Insecure Interfaces |Authentication and 5. Worms/Trojans Data Protection
' and APIs Authorization 6 Phishin Authentication and
5 Denial of Servi Server ) & Authorization
' ental of wervice Consolidation 7. Denial of Service |Server Consolidation
6 Shared Technology Server 8 Exploit Kits Resource .
' Vulnerabilities Consolidation managemen
9 Botnets Resource
’ management
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3.3 ENISA(Threat Landscape 2013)
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Table 4. Identified the security threats for server virtualization system

s Security threats Identified security threats for
Institution . . No. . .
for server virtualization system server virtualization
Data loss and leakage
ITU-T - — -
Misappropriation of intellectual property
Data breaches
CSA Data loss 1. Data loss and leakage
Account or service traffic hijacking
Information leakage
ENISA
Data breaches
ITU-T Loss of privacy .
- 2. Identity theft
ENISA Identity theft
ENISA Phishing 3. Phishing
Insecure service access
ITU-T - — - )
Unauthorized administration access 4. Insecure service access
CSA Insecure interface and APIs
CSA Denial of service . .
- - 5. Denial of service
ENISA Denial of service
ITU-T Loss of software integrity
Code injection
- 6. Loss of software integrity
ENISA Worms/Trojans
Botnets
Service unavailability . o
ITU-T - - — 7. Service unavailability
Business discontinuity
Inconsistency and conflict of protection
mechanisms
~ Evolutionary risks . . . .
ITU-T 8. Bad migration and integration
Bad migration and integration
Software dependencies
ITU-T Shared environment
9. Shared environment
CSA Shared technology vulnerabilities
ENISA Exploit kits 10. Exploit kits
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Table 5. Relationship among Security requirements and Security threats

Security requirements

Security threats

1 2 3 4 5 6 7 8 9 10
Data Loss and o o o o o o o o o
Leakage
Identity Theft o]
Phishing O
Insecure service access 0 0 0 0 o
Denial of Service ¢) 0 0 0
Loss qf software o o
integrity
Service Unavailability @) O O O
Bad migration and o o o o
integration
Shared environment 0
Exploit kits 0 @) 0 0 0
The name of security requirements
1 Encryption algorithm 6 Integrity management
2 Key management 7 Intrusion detection
3 Authentication 8 Accident correspondence
4 Access authorization management 9 Virtual resource monitoring
B Authentication code generation 10 Virtual resource management
A7 o]g 4 o7le] miEECE it An|e] FF AT HAZ BF 8T ASFS wheddk Bot 3
44, A3HAQ] A 2" AL sbssie, Bl 2] ghfo] EEEojol & Zlo|u, o]of tigh Al 7]
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& 5 e dlelel7) 75& 7ol slol AR~
olgel §19 o] WET. ey mek ggoEr V||| B 2
E] AW 73 AlElS whelly] SlsiA] Hal g
7h Bastel ol Slad L7 Aol oje 4ol B RZel A 2ol AN AE 7HEs A
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Table 6. Comment of Security framework for cloud computing

ITU-T threats of

Solution or Architecture

O, cloud computing SeEey (EET Related to server virtualization
1. Data loss and Data Protection VMware vSphere 5.5, Xen on ARM
leakage
9 Insecure service Authentlcgtlop VMware vSphere 5.5. Xen on ARM
access and Authorization
Unauthorized Authentication
3. administration L. VMware vSphere 5.5, Xen on ARM
and Authorization
access
4. Loss of privacy Data Protection VMware vSphere 5.5, Xen on ARM
5 Service Server Petemkin system, RHEV 3.3,
' unavailability Consolidation HyperV 2012R2
Misappropriation of
6. intellectual Data Protection SPiKE, RHEV 3.3, HyperV 2012R2
property
7. | lLossofsoftware |y i potection | SPIKE, RHEV 3.3, HyperV 2012R2
integrity
8. Shared Ser.ver. VMware vSphere 5.5, Xen on ARM
environment Consolidation
Inconsistency and
conflict of Resource
9. . RHEV 3.3, HyperV 2012R2
protection management
mechanisms
10. Evolutionary risks Resource RHEV 3.3, HyperV 2012R2
management
1. Bad.mlgratl.on and Resource RHEV 3.3, HyperV 2012R2
integration management
12. Business Server Petemkin system, RHEV 3.3, HyperV 2012R2
discontinuity Consolidation
13 Software Resource VMware vSphere 5.5, RHEV 3.3,
’ dependencies management HyperV 2012R2

Table 7. Comment of The Notorious Nine Cloud Computing Top Threats in 2013

CSA threats

Solution or Architecture

No. of cloud computing Security issue Related to server virtualization
1. Data Breaches Data Protection VMware vSphere 5.5, Xen on ARM
2. Data Loss Data Protection VMware vSphere 5.5, Xen on ARM
3. Accoul.qt 01.r. Serylce Data Protection VMware vSphere 5.5, Xen on ARM

Traffic Hijacking
Insecure Interfaces Authentication
4. and VMware vSphere 5.5, Xen on ARM
and APIs .
Authorization
5 Denial of Service Server Petemkin system, RHEV 3.3,
' Consolidation HyperV 2012R2
6. Shared Technology Server VMware vSphere 5.5, Xen on ARM

Vulnerabilities

Consolidation
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Table 8. Comment of Threat Landscape 2013

ENISA threats of

Solution or Architecture

B0k cloud computing SRRy RS Related to server virtualization
1. Inlioel;n}zztglsn Data Protection VMware vSphere 5.5, Xen on ARM
2. Code Injection Data Protection VMware vSphere 5.5, Xen on ARM
3. [dentity Theft Data Protection VMware vSphere 5.5, Xen on ARM
4. Data Breaches Data Protection VMware vSphere 5.5, Xen on ARM
5. Worms/Trojans Data Protection SPIiKE, RHEV 3.3, HyperV 2012R2
6 Phishing Authenticgtiop and | Petemkin system, VMware vSphere 5.5,
Authorization Xen on ARM
7. Denial of Service | Server Consolidation | Petemkin system, RHEV 3.3, HyperV 2012R2
8. Exploit Kits mfg;‘;zgeem SPiKE, RHEV 3.3, HyperV 2012R2
9. Botnets mfg;;g{fﬂt SPiKE, RHEV 3.3, HyperV 2012R2
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