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ABSTRACT

Many defensive mechanisms have been evolved as new attack methods are developed. However, APT attacks using e-mail
are still hard to detect and prevent. Recently, many organizations in the government sector or private sector have been hacked
by malicious e-mail based APT attacks.

In this paper, first, we built hacking e-mail database based on the real e-mail data which were used in attacks on the Korean
government organizations in recent years. Then, we extracted features from the hacking e-mails for profiling them. We design
a case vector that can describe the specific characteristics of hacking e-mails well. Finally, based on case based reasoning, we
made an algorithm for retrieving the most similar case from the hacking e-mail database when a new hacking e-mail is found.

As a result, hacking e-mails have common characteristics in several features such as geo-location information, and these
features can be used for classifying benign e-mails and malicious e-mails. Furthermore, this proposed case based reasoning
algorithm can be useful for making a decision to analyze suspicious e-mails.

Keywords: Hacking Mail, CBR, Profiling
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Table 1. Hacking mail

Sender Subject

Please save the

UnO i
(theac0@daum.net) North Korean
defectors
KimOO National Crisis
(jammy0O0@yahoo.com) Management
JOO
(000_reader@daum.net) hello JOO
HongOO
g 00
(tongil2000@daum.net) Dear Hong
GoenOO Subject research
(daum.server@aol.com) report (No 00O)
GoenOO Invitation (Annual
(naver.server @aol.com) General Meeting)
KimOO Happy New Year
(kimjung000@yahoo.co.kr) seniors

Naver Server Please change your
(naver.server@aol.com) |password right time

Daum member-Note
stability
Security issues
analysis

Daum Server
(daum.server@aol.com)

researcher
(leeyo000@hanmail.net)
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Table 2. E-mail Header Keyword

for (000@00O0.re.kr); Wed, 17 Jul 2013

10:31:06 +0900

Errors-To: (OO O@daum.net)

Date: 17 Jul 2013 10:31:06 +0900

Message-1d:

(20130717103106.HM.00000000000001w@ O O O
_reader.wwl1753.hanmail.net)

From: "JHN” {000 _reader@daum.net)

Sender: OO0 O_reader@daum.net

To: ”=2utf-8?B?TKCE6rK966eMIOuwley CrOuLmA

==9="{000@000.re.kr)

X-Original-SENDERIP: 211.43.197.216

X-Original-MAILFROM: OO O_reader@daum.net

X-Originating-IP: (175.167.128.9]

Organization:

Subject: =2utf~8?B?7TKCc7TKO87Y +J7ZmU7Je
wbrWs7JuQIOynhO2WieuCqOyeheuLiOuLpA==
9=

X-Mailer: Daum Web Mailer 1.2

X-HM-UT:qnlqdClQyCewqZ30kLQmBC3tq
HSIvMfn2+5XReld7hc=

X-HM-FIGURE:qnlqdClQyCeL8ku99jccCBhms
x FTTpCl

MIME-Version: 1.0

X-Hanmail-Attr: fc=1

Content-Type:multipart/mixed:

Keyword Mean boundary="1374024666. DaumWebMailer.”
From Sender Address X-SCRAP: Proceed 20130717132338
To Recipient Address ) ) )

Fig.4. Hacking Mail Header
Date Date the message was sent
Subject Message Subject by’ A BAE("with WY Z2EZ") 1q" A4}
Reply-To Reply-to address Alfor A1 WAFA)"T bt L A% AR 0
X-Charset Character Set 2 Jodxlo] gltk w3 Date AR A9 “+0900"=
X-Mailer Message SW €191 (Time Zone)S olvlaks] FujolA] o]wolo]
X-Originating-IP  |Real IP Address B elglEE “+9A7F, o]n] “+8A7FoR
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Table 3. Hacking Mail Vector

IP address, Date, Id, Sender Name,
Domain Name, Characterset,
Receive 1D

EML
Header

Body Subject, Filename or URL
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Table 4. Hacking Mail Vector
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File
1P Sender . Domain |[Character| Receive
Ve address name Dt 1D Name Slbress Name set 1D
URL
Weight 9 8 7 6 6 5 3 2 1
1 1 1 1
0 0 0 0 0
0.75 0.75 0.75 0.75
Score 0.5 0.5 0.5 OR OR 0.5 OR OR OR
0.25 0.25 0.25 0.25
1 1 1 1 1
0 0 0 0
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Table 5. IP Address Similarity Measure

Case Score
All 1
A=a B=b C=c 0.75
A=a B=b 0.5
A=a 0.25
not All 0

Table 6. Attchfile Name or
Measure

URL Similarity
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Table 8.9ll4 A A& Test Case #1-> AA 7]
3o FAE AgE SA] g 2~ d A
Aol

Table 9.2 AA| vl AlEl &S 4 2Fo=2
T8 vl R 712 S Ak} A
gr s ZA] g8l AA =233 Pz AR
Ay F /AR sl AEs A8k

Ao F /A Ad 2718 B3 Adhs Eal AA

Table 8. Test Case #1

- Test Case #1 : Spam Mail and Mail

Table 7. Mail Date’s Similarity Measure

Case Score
7 day Under 1
1 Month Under 0.75
3 Month Under 0.5
6 Month Under 0.25
6 Month Over 0

Case Score
All 1 @ Spam Mail : Yahoo Spam mail (2014)
3 word Over 0.75 . .
2 word Over 05 @ Mail : Naver mail (2013)
1 word Over 0.25
Miss Match 0

Table 9. Test Case #2

- Test Case #2 : 4 Groups Hacking Mail
@ AA Group Hacking Mail (2014)
@ BB Group Hacking Mail (2013)

@ CC Group Hacking Mail (2013)

@ DD Group Hacking Mail (2014)
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IP 1D Date Filenane S:nder Subject Domain Hame Character Receive 1D
ane set
URL
175, xx,xx,155 kmdj12xx 2013-04-23 Panel configuration of Spring Panel configuration... daum, net utf-8 | wodfhannail.net
175,x%, 2%, 155 hrpak55xx 2014-03-07 hitp://hanmaibey-secre Supination local IP... daum, net UtT-8 | wodhenaeil ot
175, %%, %%, 184 ypf jtrdgxx 2014-07-01 Issues data.hwp Defense... FW: Request data daun, net utf-8 | xxx@daum,net
175, xx.xx.183  |noreply-account | 2014-03-02 (140302) Attached document Military . Division commande... daun, net utf-8 xxxfdaun, net
175,xx.xx,155 hrpak55xx 2014-07-01 http://hanmailey-secreaty-manage Park00 Educator Resources... daun, net utf-8 xxxidaun, net
175, xx.xx, 184 ypf jirdgxx 2014-03-01 Defense Policy Fact Sheet.hwp Defence.. FW: Defence Policy... daun, net utf-8 | xxx@daun,net
175,00, xx,171  |noreply-account | 2014-03-03 Chinese President Hu... Foreign... Chinese President Hu... daun, net uti-8 xxx@daum, net
175,xx,xx,188 kacesxx 2014-03-19 Conference Schedule.hwp Conference Notification daun, net utf-8 | wxxdhannail.net
175, x¢,xx,54 njnglxx 2013-12-16 jonal Action Plan (after interagency cong ~ Lee00 National Action... kndimail,rekr | utf-§ | xxx@daum,net
175, %%, X%, 249 gdstuxx 2014-07-05 Security Strategy.hwp Hwang00 Northeast Asian... hannai |, net utf-8 | xxx@daum,net
175,xx.%x.198 webnai |-helper | 2014-06-08 http://daummail.dothome.co.kr Daum Us Suspicious activity... hannai | . net utf-8 wonbhonani |.not
175, x¢.xx, 118 pSCHNYXX 2014-08-27 http//daummailex.dothome.co.kr Song00... Defense Reform Institut... daun, net utf-8 | xxx@daum.net
42,00, M spannai | _manaxx| 2014-06-05 | hitp//hanmailex-auth-system.bug Daum [Urgent!] Is your [P ... daum, net Utf-8 | wodhonaei ot
42, xx,xx,135 handaurntexx | 2013-09-10 http://hanmailadmin.my3gh. Daum mail security... daum, net Utf-8 | oohenmeil et
[P Filename | Sender . Domain |Character|Receive|,. ., .
1D D b Similarity| A
address ate URL Name Subject Name set D imilarity| Accuracy
0 0 0 0 0 0 0 0 0 0 0.00
0 0 0.5 0 0 0 0 0 0 3.5 7.45
0 0 0 0 0 0 0 0 0 0 0.00
0 0 0 0 0 0 0 0 0 0 0.00
0 0 0.5 0 0 0 0 0 0 3.5 7.45
0 0 0.25 0 0 0 0 0 0 1.75 3.72
0 0 0.25 0 0 0 0 0 0 1.75 3.72
0 0 0.5 0 0 0 0 0 0 3.5 7.45
0 0 0.25 0 0 0 0 0 0 1.75 3.72
0 0 0.5 0 0 0 0 0 0 3.5 7.45
0 0 0 0 0 0 0 0 0 0 0.00
0 0 0.25 0 0 0 0 0 0 15 3.72
0 0 0.25 0 0 0 0 0 0 75 3.12
0 0 0.25 0 0 0 0 0 0 15 3.72
0 0 0.25 0 0 0 0 0 0 75 3.72

Fig.7. Similarity and accuracy of Spam Mail
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Table 10. Spam Mail and Normal Mail Vector
Spam Mail Normal Mail
IP address 194.126.2.51 211.239.153.201
1D formerlyu73 bir
Date 2014. 3. 28 2013. 8. 12
Sender Name dear research team
Domain Name gmail.com birbook.com
Characterset en-US euc-kr
Receive ID 000@00.00 kr OO O@naver.com
Filename or URL Fraud alert document 778-1.zip data list.pdf
Subject Attention! Your credit card is being used loT data list
P D Date Filename Sender Subject Domain | Character Recaive ID
URL Name Name set
1750000207 | masterl 2013-07-04 http://mail-... [Korea com Contact Us - Request a Mai...| koreacom | utf-8 woc@korea.com
420000144 | schyongl2l3 | 2014-02-26 Diplomatic ... Program end daum.net utf-3 ooo@kndu.ackr
123000180 twomir 2013-07-10 Car air-c. Hwanggyusik | Vehide air conditioning - very important! | hanmail.net | utf-8 | xooc®hanmail.net
175.167.128.65 | mailhelper | 2014-08-27 http://daummaile... $eong... Confidential daum.net utf-§ | istenheaven@daumnet
3aocooe9l | helper team | 2014-02-10 http://mail... Manager | [Naver Urgent!] Account confirmation... | naver.com utf-8 xooc@naver.com
103:000c02 | ccth2012 | 2013-11-15 http://han.a... Yimye.. | Forum progression of time planning... | aol.com utf-8 oc@naver.com
4230000138 | notice-mastar | 2014-07-22 http://home... Daum [Daum] Intemational IP Login blocked. | daum.net utt-8 | ox@hanmail.net
420000138 | Gddmkim | 2014-06-04 US Marine... Sim deokbo Append the US Marine Corp... daum.net utf-8 xo@naver.com
20072 | schyongl2l3 | 2014-02-26 2014 Diplo... Park Young... Program end hanmail.net | utf-8 wo@kidare.kr
4200000151 | post_mail_save|  2014-05-06 http://hanmai... [Urgent!] Is your IP is theft .. daum.net uti-8 ooo@hanmail.net
420000118 | chinapoli W013-11-19 Members... [000] Member contacts send (Final) daum.net utf-g ooc@hanmail.net
1750000110 | sunlightS678 | 2014-01-07 2014 Asso... The [North Korean Studies Association... | daum.net utf-8 woc@knduackr
175xcec22l | ehdengud | 2014-02-25 Department ... Kyengho Son| 2014 East Strategic Assessment (resend) | navercom | utt-8 | xooc®hanmail.net
175000073 | trsaekd? 2004-07-28 http://hanmaili...  |Foreign policy Strategic Resources (North... daum.net utf-8 oox@daum.net
4230000117 kaceshz 2013-11-24  pociation list of participants.jern Chinese Sq Conference Notification daum.net utt-8 | ooc@hanmail.net
P Filename | Sender . Domain |Character|Receive|,. .. . X
- ddress ID Date URL Name Subject Name set D Similarity|Accuracy]
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0.75 0 0 0 0 1 0 7.25 15.43
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0 0 0 0 1 1 0 5 10.64
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0.25 0 0 0 0 1 0 3.75 7.98
0 0 0.5 0 0 0 0 1 0 5.5 11.70
0 0 0.5 0 0 0 0 1 0 5.5 11.70
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0.25 0 0 0 0 1 0 3.75 7.98
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0 0 0 0 0 1 0 2 4.26
0 0 0.75 0 0 0 0 1 0 7.25 15.43

Fig.8. Similarity and accuracy of Normal Mail
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Table 11. Hacking Mail Vector

AA Group Hacking Mail

IP address 175.167.144.0
ID 000
Date 2014. 7. 5
Sender Name 000
Domain Name | daum.net
Characterset utf-8
Receive 1D 000@hanmail.net
Filename http://hanmailxy-secreaty-
or URL manager.yupage.com/daum.
htm
Subject W : 0000
BB Group Hacking Mail
IP address 42.97.89.0
ID 000
Date 2013. 11. 26
Sender Name 000
Domain Name | daum.net
Characterset utf-8
Receive 1D 000@hanmail.net
Sil%ngfe 000list.cell
Subject 000 list
CC Group Hacking Mail
IP address
1D daum.server
Date 2013. 9. 2.
Sender Name | Daum Server
Domain Name | aol.com
Characterset utf-8
Receive ID 000@hanmail.net
Filename http://daum.dns1.us/hanm
or URL ail/modifypw.daum.htm
Subject Daum member
DD Group Hacking Mail
IP address 36.97.16.0
1D songw2020
Date 2014. 5. 23.
Sender Name 000
Domain Name | daum.net
Characterset utf-8
Receive 1D 000@daum.net
(Ij;l%nRaIrJne time table.hwp
Subject hello 000
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Table 12. Similarity of Range Result

14.1 14.9 ~ 28 9 ~ ‘2*]’34171‘:&%1_ %5’— = 1o = ° H
Under | 28.1 32.8 | 329 Over ko] B4% x2ely & 5 9es nefFrt. A
N | Similar to| Doubt to Hacki A A FAAN B A B4 A9 3
orma . acking s L
Casel hail | Normal | Hacking | g 379 AFHREL HAT F glof xEAAYe] F
mail | Mail A @Ael 3l o 4 slsle
neh gakek Zes s sla) el ek o
£ A AR mE TAYLOR AR £33 34 S s T e ;
o Aemon syl 2A FYs s 4 RIS DEIE AT e o
= A2 Y3l F = i Sl 3 o= = 3 .
= IEASE TREh A R 2T DBl 25k 7ol ashe] FF A7alde »
112 o ehebalAl sl Sl B AR 4
o = At #4 7Fedt £ o 23AQl 2RIl A
v.a = £ Aok Aol LT Aolth we Zestlye
7]tl‘l—0 2 ?‘ﬂ— 3 71uﬂcg 12574 g} iﬁzl:]_}& AWy EA]
Kk DR S SRR e S S A N ¢
off ofel W oehA7tA] AAE 4 gl= AA=A}
oS- wheke g a7 ZaaldeS Aetatsict. 3l S0 . .
: A Ae] WA AR gk
7wl FAE AR TP F4, WAl A, Al o
A, WAL 0%, el o), qle] T FANE A
IP ] Date Filenane Sender Subject Domain Hame Character Receive ID
Hame set
AL
175, xx,xx, 155 kndjs12xx 2013-04-23 Panel configuration of Spring Panel configuration... daun, net utf-B | xcddhannail.net
175,xx,xx,155 hrpak55xx | 2014-03-07 http://hanmailxy-secre Supination local IP... daun, net Utf-B | wodhenseil.net
175, xx,xx,184 ypf jtrdgxx 2014-07-01 Issues data.wp Defense... FW: Request data daun, net utf-8 | xxx@daum,net
175, xx,xx,183  |noreply-account | 2014-03-02 (140302) Attached document Military . Division commande... daum, net utf-8 | xxx@daum,net
175, 0%, xx,155 hrpak55xx 2014-07-01 |  hitp//hanmailxy-secreaty-manage Parkio Educator Resources... daum, net utf-8 | xxx@daum,net
175, xx,xx, 184 ypfjirdgex | 2014-03-D1 Defense Palicy Fact Sheethwp Defence... FW: Defence Policy... daun, net utf-8 | xxxdaun,net
175, xx,xx, 11 |noreply-account | 2014-03-03 Chinese President Hu... Foreign... Chinese President Hu... daum, net utf-8 | xxx@daum,net
175, xx, xx, 188 kaceaxx 2014-03-19 Canference Schedule.wp Conference Notification daum, net utf-8 | wcodhannail.nat
175, xx,xx,54 njnglxx 2013-12-16 fjonal Action Plan (after interagency cong ~ Lee00 National Action... kndimail.re.kr | utf-8 | xoideun,net
175,xx,xx, 249 gdstuxx 2014-07-05 Security Strateqy.hwp Hwang00 Northeast Asian... hanmai I, net uti-8 | xxxddaun,net
175,xx.xx,198 | webnail-helper | 2014-06-08 http://daummail.dothome.co.kr Daum Us Suspicious activity... hanmai | .net Utf-B | wodhanseil.nat
175.xx,xx,118 psCamyxx 2014-08-27 |  http://dsummailex.dothome.cokr | Song00.. Defense Reform Insfitut... daun, net uti-8 | xxxfdaun,net
42 0,0, M spannai |_nanaxx| 2014-06-05 | http:/hanmailex-auth-system.bug Daum [Urgent!] Is your IP .. daum, net Utf-8 | wodhermail et
42,00,xx,135 hendaurmtexx | 2013-09-10 httpy//hanmailadmin.my3gh. Daum mail securiy.. daum, net Utf-B | wodfhansail nak
Filename Sender . Domain | Character | Receive .
[P address| ID Date URL Name Subject Name set D Similarity | Accuracy
0.5 0 0 0 0 0 1 1 0 9.5 20.21
1 1 0.75 1 0 0 1 1 0 33.25 70.74
0.5 0 1 0 0 0.5 1 1 0 19 40.43
0.75 0 0.75 0 0 0 1 1 0 17 36.17
1 0 1 1 1 0 1 1 0 35 74.47
0.75 0 0.75 0 0 0.5 1 1 0 19.5 41.49
0.5 0 0.75 0 0 0 1 1 0 14.75 31.38
0.5 0 0.75 0 0 0 1 1 0 14.75 31.38
0.5 0 0 0 0 0 0 1 0 6.5 13.83
0.5 0 1 0 0 1 0 1 0 18.5 39.36
0.75 0 0.75 0 0 0 0 1 0 14 29.79
0.5 0 0.5 0 0 0 1 1 0 13 27.66
0 0 0.75 0 0 0 1 1 0 10.25 21.81
0 0 0 0 0 0 1 1 0 5 10.64

Fig.9. Similarity and accuracy of AA Group Hacking Mail
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Filename

Sender

Character

(1 (1) Date Subject Domain Hame Receive 1D
URL Hane N set
210.xx.xx. 166 | nkj im_xxxx 2012-04-17 Defence Planning Forum.hwp Detense Forum Request daum.net ut1-8 oeos@xx, xx . Kr
175.0c.xx. 188 kacesxx 201a-03-19 |Ptp://www.kchina.or . kr/Nol ice/po Conference Notification kchina.or.kr uti-8 xxxx@hanmail .net
DuD. 8SD? i dxX=50 « . i
42,00, xx, 64 1§ w251 xxxx 2015-07-16 VYehicle air conditioning - a daum.net ut1-8 XXXXEXX, XX, KT
very major_points!
106.xx.xx.197 [mai Isign_system| 2014-01-29 | PEp://hanmail ix-aul h- [Daun] was being blocked TP daum .net uti-8 xxxx@hanmail .net
interface.buas3.con/Doun_userprof Loain abroad
adviser_team | 2014-02-11 hitp://uail-naver-fogin— Speaker [Naver] is an emergency naver . con ut1-8 xxxx@naver . com
account , tk/naver/naver _login,htm not if ical ion request mail
216.xx . xx.123 black_podo 2011-10-17 | E"Ployment Success Stories pagan 1ec0D The Tae—hyong Yi. hanmail .net uti-8 xxxx@lycos.co.kr
T i 1xy—authe T =
175.xx.xx,221 | post_mail_sec | 2013-12-18 hitp://hanmailxy-auth- [Urgent !1 Hacked up has been daum.net ut1-8 xx@hanmai I . net
sec,bugs3,com/Daun_userprof ile, ht blocked
youngeickmo | 20131101 Joon Tnvitation (Annual General — utiog |Pooco@hmnmail e
daum,server | 2013-10-z4 |P1tp://daun.dnst.us/hannail/wodit aol.com ut1-8 xx@hanmai I . net
ypw, deum, him
175.xx .xx. 180 ydhrbgxx 2014-07-13 Daum Server daum.net uti-8 xxxxxx@daun .net
deyangxx 2013-03-13 Focus . paf hanmail.net ut1-8 oeos@xx, xx . Kr
—— . Defence Tndustry Exhi Defence Industry Ex .
59.xx.xx.169 | park-min-xx | 2014-08-29 st (hor e B Son00 o e in ' daum.net uti-8 xxxx@naver . com
! - 9 a
175.xx.xx,195 | not ice-manager | 2014-07-30 ht1p://clean . [Urgent!] Your usernsmc is daum.net ut1-8 xxxx@hanmail .net
daum, yupage , com/i 1o temporarily blocked
137 0 7% 170 | deumservicer | 2o14—0a_ze |P1EP /7 10gin. daun.net .accoun F— TOaunl Ploase reconfirm your | p i1s |Pococ@hanna T ne
inform nacrab. con/hannai /1 password? t
doum. sorver | 2013-07-za |MIR-/70aun.dnsT. us/hannatl/mod 1T | o~ T Baum members —— stabilizalion ol .com w18 | socoBhenma il ot
ipm doun hin Sarc
1P Iilename | Sender . Domain |Character| Receive |,. .. .
ID Date URL Subject Similarity|Accuracy
address Name Name set 1D
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Fig.10. Similarity and accuracy of BB Group Hacking Mail

P D Date Filename Sender Subject Domain | Character Receive ID
URL Name Name set
17500000207 masterl 2013-07-04 http.//mail-... [Korea com Contact Us - Request a Mai... | korea.com utf-g ox@korea.com
42aoc0c144 schyongl213 | 2014-02-26 Diplomatic ... Program end daum.net utf-8 sooc@kndu.ackr
12300006180 twomir 2013-07-10 Car air-c... Hwanggyusik | Vehidle air conditioning - very important! | hanmail.net utf-8 sooc@hanmail.net
175.167.128.68 | mail.helper 2014-08-27 http://daummaile... Seong... Confidential daum.net utf-g listenheaven@daum.net
3loocxoa 9l helper_team 2014-02-10 http://mail... Manager [Maver Urgent!] Account confirmation... | nawver.com utf-g ox@naver.com
103000692 ccth2012 2013-11-15 http://han.a... Yimye... Forum progression of time planning... aol.com utf-8 sooc@naver.com
4230138 | notice-mastar 2014-07-22 http://home... Daum [Daum] International IP Login blocked. daum.net utf-8 xooc@hanmail.net
42ooc0a138 64dmkim 2014-06-04 Us Marine... Sim deokbo Append the US Marine Corp... daum.net utf-8 oo@naver.com
42000072 schyong1213 2014-02-26 2014 Diplo... Park Young... Program end hanmail.net utf-8 wooc@kida.re.kr
42ioc0c151 | post_mail_save| 2014-05-06 http://hanmai... [Urgent!] Is your IP is theft _.. daum.net utf-8 xooc@hanmail.net
A2 oo 218 chinapoli 2013-11-29 Members... [000] Member contacts send (Final) daum.net utf-8 wooc@hanmail.net
17500000110 | sunlight5678 2014-01-07 2014 Asso... The [North Korean Studies Association... daum.net utf-8 sooc@kndu.ac.kr
175000000221 ehdcngud 2014-02-25 Department ... Kyengho Son | 2014 East Strategic Assessment (resend) naver.com utf-8 ooc@hanmail.net
1750000073 trsaekl? 2014-07-28 http://hanmaili... Foreign policy Strategic Resources (North... daum.net utf-8 yooc@daum.net
4200000217 kaccsbz 2013-11-24 ociation list of participants.lern Chinese Sq Conference Notification daum.net utf-8 sooc@hanmail.net
Ip Filename | Sender . Domain [Character| Receive | . .. .
1D Date Subject Similarity | Accuracy
address URL | Name Name set 1D
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Fig.11. Similarity and accuracy of CC Group Hacking Mail
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1P Filename | Sender . Domain | Character | Receive |. ., .
address 1D Date URL Name Subject Name set D Similarity| Accuracy
0 0 0 0 0 0 1 0 5 10.64
0 0 0 0 0 0 0 0 2 4.26
0 0 0 0 0 0 0 0 2 4.26
0 0 0.25 0 0 0 0 0 3.75 7.98
0 0 0 0 0 0 0 5 10.64
0 0 0.25 0 0 0 0 6.75 14.36
0.5 1 1 0 1 1 0 33.5 71.28
0 0 0.5 0 0 0 0 5.5 11.70
0.75 0 0.75 0 1 0.75 1 0 26.75 56.91
0 0 0.25 0 0 0 0 0 3.75 7.98
0 0 0 0 0 0 0 2 4.26
0 0 0.5 0 0 0 0 8.5 18.09
0 0 0.75 0 0 0 0 10.25 21.81
0 0 0.5 0 0 0 0 5.5 11.70
0 0 0.75 0 0 0 1 0 10.25 21.81
Fig.12. Similarity and accuracy of DD Group Hacking Mail
Fishing Server
Hacker
(Chjna) 'xdaumngt) == 4 Fishina SiteE
Hacking Mail |
' | ------b
Date IP address Sender Name Subject Server IP address ID Owner | Similarity
14-7-5 175.000.000.155 000 FW:000 112.000.000.53
14-7-2 175.000.000.155 IP 000 hqd**** 33.25
112.000.000.90
14-7-2 175.000.000.155 000 data 000 35
Fig.13. Similarity and accuracy of Mail
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