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ABSTRACT

Financial industries have operated internal and external network with an unified system for continual business process of
customers and other organizations in the past. The financial supervising authority requires more technical and managerial
protecting policy to financial industries related to the exposure as danger of external attacks or information leakage. Financial
industries performed network separation into internal business and external internet networks for protecting IT assets from
malware infection accessing internet or hacking attacks and prohibiting leakage of customers’ personal and financial information
following financial supervising authority and redefine security policy to fit on network separated-condition. In this study,
effectiveness for network separation policy was examined on malware inflow and verified that malware inflow in all routes can
be blocked by the policy with analyzing operration data of a financial company, estimating network separation. Result of this
study proves that malware infection route by portable storages was not completely blocked even on adapting network-separated
condition. As a solution for this, efficient security policy would be suggested in this paper as controlling portable storages for
maximizing effectiveness of network separation.
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Table 1. Comparing standards of network separation policy

divisions

information and communication
network law

electronic finance supervision
regulations

network seperation
relavant business

. 3 months in last year
operation

province

more than a million users per a day
in average whose personal
informations were stored and
manged in companies’ data systems
for 3 monthes comparing to the last

the total sales value is over 10 billion
in the previous year in the
information and communication

* financial companies and electronic
financial business operators
performing electronic financial
transactions

subject of application

personal information managers

system for business

sphere of application

supervisors

personal information downloaders
personal information processors
personal information provisionning

internal business systems,
connected internal network
information system in personal
computing terminal units,
connected directly for managing,
developing, protecting as purpose.

application method logically

network isolation in physically or

the computation centers’ networks
are obligatory isolated physically
the head quarters and branches are
optionally serviced in isolated
networks physically
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Table 2. Comparing pros and cons in physical and logical network separation(6)

division system

pros

cons

using 2 different

physical network PCs

highly secure

high cost(networks, PCs)
Increase the space and energy
consumption

security management is
required for additional

separation based
on terminalserver

possible for setting
security level of terminal
servers

separation .
equipment
o * highly secure * high cost(networks, PCs)
network switching . L. . . .
. * suitable for limited office | * declining work effiency(user
devices used .
space hostile as reboot)
* user control and * high cost
Internet network . . -
. management policy to be | * internet traffic in crease as
separation based C o .
applied in batches mass transactions
on server SV e .
. .. * mininization malware * compatibility of security
virtualization . . .
infections programs should be reviewed
¢ centralized management
. of business data course * high cost
biz. network . . . .
. preventing internal ¢ biz. network traffic increase
separation based . . .
information leakage as mass transactions
on server - .
. . * user control and * compatibility of security
. virtualization . .
logical network management policy to be programs should be reviewed
separation applied in batch
. . * high cost
* integrate security . g ..
. . * internet traffic increase as
internetnetwork managing would be

mass transactions
countermeasures to
vulnerabilities and malware
infections are required

Internet network
separation based
on PC
virtualization

user control and
management policy to be
applied in batches

low cost

compatibility of security
programs should be reviewed
other network equipment are
needed
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Table 3. current status of threats for banki
information system

securit ey
i vulnerabilities
threats
. ossibly access to internal
leaking b y .
. . network from external internet
information
network
. possibly outflowing or accessing
IT service . .
. internet of server managing
paralyzing
laptops
. roupware server or patch
IT service 8roupw P .
managing system as accessible
obstacles .
from external internet area.

Table 4. Subject to protect and flow of
information(7)

division details
* confidential information
. (computing source,documents)
subject to PCs, terminals, ATMs
protect . . .
applications, web, security
device, network, server, DB
* accessing to Internal network
flow of from external internet
information | * accessing to external internet
network to internal network

Table 5. bmajor security threats on electronic
finance supervision regulations (7)

security

details
threats
unauthorized connection of unauthorized
access user without permission

general users acquired Root
authority

elevation of
authority

leaking of valuable

outflowing of information such as personal

information information or confidential
information
deformation of valuable
forgery information such as personal
information information or confidential
information
damaged delete or destroy and make
information information in disuse
YEHN= HZA(NAC: Network Access

Control) Al2=#l, PCHsl 2 PMS(Patch Man-
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Table 6. Basic principles of banking network
system seperation (1)

division basic principles
. devide PCs into internal and
pc security .
internet network and
management .
managing
private mail accounts should
using be possibly accessed only in
internet mail | separate external internet
network
controlling patch managing system should
patch be operated in separate
managing division from external internet
system area.
unauthorized devices as PCs,
network
laptops etc should be
Access .
controlled preventing from
control . .
accessing to internal network
managing limied portable storages as
auxiliary USB, CD, portable disks can
storages be permitted to use
transfering data from business
data .
. PCs to internet
transmission . . .
or real-time business-linked
between . .
open sever to biz server is
networks . .
possible for operating
managin . .
sing external devices as printer
external . . .
. should operate in devided into
devices as .
. internal and external network
printers
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=Physical network
separation

=Logical network
separation

Bank Card&Capital Security Insurance Finance public
C

Fig.1. financial companies decision on physical/

logical network separation
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Table 7. Internet security policy of network separated PCs.

division external internet : internal network

1 open a company online bangking site
permitted access to internet sites with ¢ limited websites could be accessable

exception(limitation:obscene, gamble, ! after accreditation of security

using internet securities, arcade games, web hard) ¢ department
* using webmail, preventing private : (ex. Cretop, korea financial
mails i telecommunications & clearing
¢ institute governmental site etc.)

. . ¢ blocking to access internal business : » authorized to access internal business
internal business :

system ¢ system

editing files

file viewer only 1 o creating and editing files

copy and paste of text in documents to : ¢ interdiction copy and paste of text in
internal area ¢ documents to external internet area
setting a limit on transferring files between two network sections: under 10 files,
under 100MB

searching personal information in transferred files from internal to external
network

copy/ paste

file delivery

outsourcing staff could access to only internal network in need. (accessible
internet with accreditation of security department)

IT professionals are prohibited accessing usual web sites, except internal
mailings, online banking service important terminals, treat sensitive
informations(DB account or system administrator) are blocked internet access
approval is required before transferring files between networks

limit users
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Table 8. standard of exception PCs in network

separation
division details
exclusive PC as a connector to
standards o .
for specific agencies

. PC needs editing during

exception X .

connecting web sites
cases of . o

PCs using specific programs
network . L.

. accessing relevant organization

separation .

sites

exceptional PC as a connector

. could ristrictly accessible to
managing . . .

. permitted websites and internal
exception . .
cases network (internet access is

allowed at network linkage
system)

FgAe] wae] wed A sl g A6 wel 2
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9.9} 2t}

Table 9. current status of client PCs' network
separation

division subject internet use

. * available
* PCs in only at
PCs network headquater . Y
. . virtual
separation deputies and .
internet
branches
network
* PCs for
PCs, outsourcing ¢ blocking
unseperated staff internet
in network * Important use
terminals
¢ exceptional ¢ specific
. PCs in web sites
exception R
. business for
PCs in
(bloomburg, relevant
network .
separation Reuters, business
P particular (network
organizations) linkaged)
exclusive ¢ ATMs, coin ¢ blocking
machine for exchange internet
internal use machines, etc access
* PCs for * allowance
customers in based on
ranch whitelist
PCs only for branches t‘e 18
internet use ¢« PCs for ¢ peoridical
internet use PC
in initializa-
headquaters tion
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Table 10. standard of network linkage service
policy(check list)

division object
* organizing the sysem
newly . .
excluding connection to
adapted .
external network and internet
system

section

previously ¢ changing previous system

adapted after verifying of disconnect to
system external internet network
* necessity of network linkage
service
common . .
terms * business services
* point exact destination IP,
port
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Table 11. status of transferring data between
separated networks

transferring infection

year/ .

counts between counts in
month .

networks internet area

2014.04 91,000 13
2014.05 75,179 11
2014.06 77,576 13
2014.07 82,657 11
2014.08 71,751 15
2014.09 73,922 4
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devices, unseparated in network
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Table 12. state of countermeasures to unknown
malwere

year / .total suspicious new
month 1n.ﬂ0w file analysis type of
files malware
2014. 2 871,184 1,098 40
2014. 3 950,586 857 10
2014. 4 725,135 524 15
2014. 5 567,356 427 26
2014. 6 612,760 228 9
2014. 7 654,489 534 9
2014. 8 571,305 228 2
2014. 9 595,282 280 5
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Table 13. permission counts of authority on
using USB
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Table 15. exporting data on USB correlation

year/ month permission counts analysis
2013.10 13 vear/ total malware exporting
2013.11 53 month dfiﬁ;ttzd Co%nstlsg ol
2013.12 202
2013.10 611 11
2014. 1 2,504 2013.11 953 8
2014. 2 5,288 2013.12 620 15
2014. 3 3.480 2014. 1 850 161
2014 4 3 369 2014. 2 640 211
2014. 3 428 283
2014. 5 2,780 2014. 4 252 269
2014. 6 2,058 2014. 5 237 241
2014. 6 140 206
correlation
422 JEH coefficient 0.653

thE Table 14.+= 2AA=F skl USBe| &

Table 14. detected malware counts on USB

Fig.7.9 428 94 2= 94 A3 doinw
W] o) FolE b e WA H2E wolw ol
Ae wAAAAYE & 5 gk

malware malware construction period operating period after
yeal;;{l detetcte.d detetcted raltE 200 networlg separation network separation
mon counts 1n | counts on i :
total USB
2013.10 | 611 317 51%
2013.11 | 953 626 65%
2013 12 620 344 55% ; infection status of portable
network Seperation - disk after network separation
2014. 1 | 850 310 36%
2014. 2 | 640 270 42% P —
2014. 3 428 134 31% 13.08 713.0&’.10 13.1; ;3.12\14-.;)17 14.02 1403 14.04 1405 14.06 714.07 14.08 14.09
2014. 4 | 252 125 50% Sharing folder Network separated area —portabie disk
[

igii 2 ?ig is 232 Fig.7. chages of malware infection on path by

type, company A
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Table 16. countermeasures by remaining threats after network separation

122&? subject threats weak points countermeasures
inflow of malware in
headquarters, . .
branches internal area, transffering
data between networks
PCs and devices in threats of download (basic actions)
branches malware from polluted IPS,vaccine,

WEB (minwon24, other 53 | network linkage sites to detecting system for
websites, 21 IPs) internal area zombiePC, APT response
excgptlonal users . Unknown system

(partial headquarter malware inflow by malware
department, overseas accessing websites (additional actions]
branches) import malware total
malware inflow by inspection system to the
headquarters, branches . . .
accessing websites connected points to
. exceptional users internal network
WEB 1 . .
mat (partial headquarter malware inflow from
department, overseas attachments to emails
branches)
[basic action]
Data loss prevention,
vaccine
USB all users malware inflow from Unknown (additional actions]
CD-ROM authorized users malware import malware total
inspection system to the
connected points to
internal network
wireless connecting up internal to using wireless (basic actions)
& up . LAN devices, W-IPS,NAC
LAN headquarters, branches| external networks with . . .l .
. . uninstalling (additional actions)
(WI-FI) wireless devices .
NAC managerial control
oA mhpelel FEAE vaE B3 Pael A
5.2 7ol 8 U % ol wat BAske A7 A9 = Desk 31 Aelwh
wele] TaAesh BAE S 2 dslel 4
7} o}#] EibsbR] Jsle] gk ) FEsle] AL References
g vlaste] EAEIA| = X3kt
5 uhelo] FEadlel] gk vlekdlk A B (1) Financial services commission,
A3t A2 e 43 AalEr) dEEe] 2 “guidelines for separating financial net-
=8 AFAF ] dig vjad ot o] Feix) 7|5 7] work system,” Sep.2013
2= (2) Korea communication commission,
wEk FF AP FHorw Eex i ‘regulations for promoting information
wAlo g 2w Fg-e] 4l o] oAkl o communication network and information
gt BAS Eate] =uld e whalow A4y B security,” pp.5-6, Aug.2014
d she] Ll (3) Korea communication commission,

A g el s} jaekelel] gk At o) el A S
QL Aoleh. okge] 200795 el S A4
713 4 )R FAe Bu wiee) =
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tective action for personal information,”
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