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Abstract The purpose of this study was to develop and examine a validity and reliability of an instrument to assess
hospital workers' perception for protection of personal health information. The process included construction of a
conceptual framework, generation of initial items, verification of content validity, preliminary study, and extraction
of final items. Content validity was verified by 3 experts from nursing and health information management areas, and
the construct validity was evaluated by item analysis, exploratory factor analysis and confirmatory factor analysis. The
reliability was examined by Cronbach's alpha. The participants were 279 hospital workers including nurses,
administrative officers, and other medical health professionals. Using a confirmatory factor analysis, a four-factor
structure was validated with construct validity. The Cronbach's alpha coefficient of a total of 13 items categorized
into 4 factors was .83. Finally, the instrument is a valid and reliable to assess hospital workers' perception for
protection of personal health information.
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[Table 1] General Characteristics of Participants

(N=279)
Characteristics Categories n (%)
Sex Male 46 (165)
Female 233 (835)
Age (yrs) 40 < 80 (287)
30~39 106 (38.0)
20~29 93 (333)
Educational level Less than college 100 (35.8)
Over University 179 (64.2)
Marital status Unmarried 116 (41.6)
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[Table 2] Factor Loading of Each Item by Exploratory Factor Analysis

Factor loading

Items
Factor 1 Factor 2 Factor 3 Factor 4

16. You talk with colleagues about patient’s personal health information in a private meeting. 38

15. You talk about patient’s personal information in hospital hallways and elevators 36

12. When someone ask the status of patients’ hospitalization or the patient’s health

information(diagnosis, patient condition, hospitalization period etc) on the phone, you give 34

information to them.

14. When you are requested from other physicians to check the medical records or to send patients’

medical progress, you give those information to them without the consent of the patient or 3

guardian.

11. When acquaintances of patients visit and ask the patient’s health information(diagnosis, patient %

condition, hospitalization period etc), you give information to them '

5. You explore colleagues’ or acquaintances’ health information by curiosity besides business 61

objectives ’

21. Health professionals modify the patient’s medical record(included EMR), when there are %

additional details during keeping in court custody period :

22. When you are requested to delete individual information created for using hospital website, P

personal information is deleted except medical information '

19. You manage the computer to protect patient’s personal information from not seeing by ®

laypersons(visitors, insurers, medical supplier) ’

18. You manage the patient’s records to protect patient’s personal information from not seeing by ®

laypersons(visitors, insurers, medical supplier) '

17. When you talk to your colleagues or doctor about the patient care, such conversation does not 51

reach to others ’

20. When issuing the certificate and documents of personal records, you check identification or 5

family relationships ’

9. The ID and password for using EMR should not be exposed to others 81

8. After completing to use EMR, you make sure to log out the computer 61

10. Password for using EMR is changed regularly (at least 6 month a year) 53

2. The collection of patient’s personal health information for other purposes besides medical 3l
treatment should be received by the patient consent :

3. When the patient’s personal health information collected for medical purpose is used for other ™
purposes, you should receive the patients’ consent :

4. When patients transfer to the other medical center, medical records are shared among medical 5
centers after obtaining the patients’ consent .
Explained variance (%) 46.0 35.1 108 79
Accumulative variance (%) 46.0 81.1 91.9 99.8

KMO (Kaiser-Meyer-Olkin) = .82
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