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Virtual Keyboard against Social Engineering
Attacks in Smartphones”

Dongmin Chof,CheoMeon Baek”,

ABSTRACT

llyong Chung”*

Nowaday, financial institutions provide secure mobile keyboard solutions to keep their mobile banking
services safe. However, these are still vulnerable to attacks, such as shoulder surfing attack. Especially,
in the case of handicapped person such as visual impairment and blindness, they are more vulnerable

than ordinary person because of inconvenience of secure information input. Among them, we focused

on the color blind. For the color blind, 4-color based secure keyboard method causes more inconvenience

to notify exact color. Thus, we propose a secure mobile keyboard solution to provide advanced functionality
for the color blind users. Our method is based on 4-color theorem to support color blind users. In addition,
our scheme is robust against shoulder surfing attack. According to the evaluation result, our method
offers increased security against shoulder surfing attack compare with existing methods.
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Fig. 2. Secure keyboard solution of basic method [16].
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Fig. 3. Secure keyboard solution of H, Kim's method [3]
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Initialize : /keyboard & key-color generating process
1. generate( qwerty_keyboard )
2. generate( random_color masking ) / by 4-color theorem
color definition with 4-colors
neighbor key colors are not duplicated each other.
Main Processing: /color masking process by 4-color theorem after each key stroke
1. input( user key stroke ) / by users
2. regenerate( qwerty keyboard )
3. reassignment( random_color masking with {Key color, Key position} ) / by 4-color theorem
color definition with 4-colors
neighbor key colors are not duplicated each other.

Fig. 4. Pseudo code of secure keyboard generation & color assignment,
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Initialize
1.  generate( qwerty keyboard )

color definition with 4-colors

Main Processing: /color blind mode process

color definition with 4-colors

: /keyboard & key-color generating process
2. generate( random_color masking ) / by 4-color theorem
neighbor key colors are not duplicated each other.

1.  push( color blind mode button ) / by users
2. choose( color blind mode option ) / by users
3. regenerate( qwerty keyboard color masking )
generate( substitution_color masking ) / green-to-black, yellow-to-gray
4.  reassignment( random_color masking with {Key color(including_substitution_color),
Key position} ) / by 4-color theorem

neighbor key colors are not duplicated each other.

Fig. 6. Pseudo code of color blind mode & color assignment,
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Fig. 7. Example of color blind mode (a) color blind mode button (b) yellow_blue weakness (c) red_green weakness,
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Fig. 8. Comparison of indicating method for user keystroke, (a)basic secure keyboard, (b) H. Kim's secure keyboard,
and (c) proposed secure keyboard,

Table 1. Device specifications
Specification Samsung galaxy S2 Samsung galaxy S3 Samsung galaxy S4
Resolution (px) 480 x 800 720 x 1280 1920 x 1080
Screen size (inches) 4.3 4.8 5
Key size (cm) 0.5%0.8 0.6%0.75 0.6%0.85
Screen brightness 50% 50% 50%
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Table 2. comparison result of typographical errors about color blind users

User Convenience Secure Virtual Modified Basic Virtual 4-Color Based Proposed
Keyboard Keyboard Keyboard Keyboard
Typographical Errors Low Lowest High Lowest
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