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Abstract

Of recent interests on high capacity DNA storage, DNA watermarking for DNA copyright protection, and DNA
steganography for DNA secret communication are augmented, the reversible DNA watermarking is much needed both to embed
the watermark without changing the functionality of organism and to perfectly recover the host DNA sequence. In this paper,
we address two ways of DE based reversible DNA watermarking using noncoding DNA sequence. The reversible DNA
watermarking should consider the string structure of a DNA sequence, the organism functionality, the perfect recovery, and
the high embedding capacity. We convert the string sequence of four characters in noncoding region to the decimal coded values
and embed the watermark bit into coded values by two ways; DE based multiple bits embedding (DE-MBE) using pairs of
neighbor coded values and consecutive DE-MBE (C-DE-MBE). Two ways process the comparison searching to prevent the
false start codon that produces false coding region. Experimental results verified that our ways have more high embedding
capacity than conventional methods and produce no false start codon and recover perfectly the host sequence without the
reference sequence. Especially C-DE-MBE can embed more high two times than DE-MBE.
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Table 1. Test DNA sequences in NCBI.
S
Total a7]
Type Access No. Bases ;% ;‘7; e
Archaea AE017199 490,885 289 38,932
Bacterium | CP000108 2,572,079 1,770 | 301,761
Bacterium | CP000247 4,938,920 3,350 | 570,214
Bacterium | CP000672.1 1,887,192 1,444 | 466,266
Bacterium | AF012886.2 6,756 7 2,068
Bacterium | AE014075.1 5,231,428 3,767 | 631,026
Bacterium | CP000473.1 9,965,640 6,224 | 962527
Eukaryota | nm_000520 2,437 2 847
Eukaryota | NC_001709.1 19,517 11 8,347
Eukaryota | NC_006033 1,195,132 533 | 393,739
Eukaryota | AL161582.2 198,669 302 | 137622
Eukaryota | AL161595.2 198,151 215 | 126917
Eukaryote | NC_006047 2,007,515 1,099 | 516,557
Moss AP00672.1 122,890 9 51,916
Plant NC_025652.1 141,255 63 91,971
Virus AY653733.1 1,181,404 833 | 155,805
o Wﬂ\&\ﬂ\o\ﬂ\ﬂ
90r .
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Fig. 6. Ratio Ry, of target noncoding DNA region

numbers and ratio R, oOf base numbers for
numerical order n.
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Table 2. Watermark data bpn and base change ratio of test DNA seqguence.
Erk dlo]E bpn 7] Wskg
Aot = Chen Aot B
Type | Access No- ISE A [ DB MBE | (wl=2 | 0% IDEVBE | ¢ DEMBE | (o, | Huane
(n=3) (n=3) ) (n=3) (n=3)
Archaea AE017199 0.118 0.237 0.098 0.034 0.185 0.351 0.154 0.060
Bacterium | CP000108 0.115 0.227 0.114 0.015 0.181 0.360 0.203 0.021
Bacterium | CP000247 0.118 0.231 0.096 0.021 0.179 0.364 0.126 0.032
Bacterium | CP000672.1 0.114 0.232 0.098 0.044 0.181 0.368 0.176 0.079
Bacterium | AF012836.2 0.118 0.226 0.111 0.022 0.186 0.342 0.175 0.035
Bacterium | AE014075.1 0.118 0.230 0.115 0.044 0.178 0.363 0.151 0.067
Bacterium | CP000473.1 0.115 0.229 0.115 0.037 0.181 0.362 0.181 0.066
Eukaryota | nm_000520 0.125 0.238 0.099 0.028 0.205 0412 0.142 0.061
Eukaryota | NC_001709.1 0.136 0.262 0.127 0.022 0.201 0.381 0.188 0.037
Eukaryota | NC_006033 0.119 0.235 0.117 0.025 0.190 0.373 0.163 0.045
Eukaryota | AL161582.2 0.120 0.234 0.115 0.046 0.191 0.369 0.183 0.032
Eukaryota | AL161595.2 0.120 0.234 0.097 0.003 0.192 0.375 0.155 0.004
Eukaryote | NC_006047 0.116 0.233 0.115 0.016 0.189 0.370 0.210 0.023
Moss AP005672.1 0.123 0.242 0.109 0.012 0.192 0.368 0.192 0.019
Plant NC_025652.1 0.114 0.234 0.116 0.037 0.187 0.364 0.191 0.061
Virus AY653733.1 0.120 0.243 0.101 0.015 0.195 0.372 0.144 0.021
Bt 0.119 0.235 0.109 0.026 0.189 0.370 0.171 0.044
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