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U-Healthcare is a convergence service with medical care and IT which enables to examine,
manage and maintain the patient’s health any time and any place. For communication conducted in
U-Healthcare service, the transmission methods are used that patient’s medical checkup analysis results
or emergency data are transmitted to hospital server using wireless communication method. At this
moment when the attacker who executes the malicious access makes DRDoS(Distributed Reflection DoS)
attack to U-Healthcare devices or BS(Base Station), various damages occur that contextual information of
urgent patients are not transmitted to hospital server. In order to deal with this problem, this study
suggests DRDoS attack scenario and countermeasures against DRDoS and converges with Big Data which
could process large amount of packets. When the attacker attacks U-Healthcare devices or BS(Base
Station), DB is interconnected and the attack is prevented if it is coincident. This study analyzes the attack
method that could occur in U-Healthcare devices or BS which are remote medical service and suggests
countermeasures against the security threat using Big Data.
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