Journal of The Korea Institute of Information Security & Cryptology

VOL.25, NO.4, Aug. 2015

719
ISSN 1598-3986(Print)
ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.4.719

GPU9| &¥|=9} FwwlRe|E o] 83
LEA 2133} Wil

* ¥

s 27" 8
DaCiEtm HE 2 Sriste

Optimization of Lightweight Encryption Algorithm (LEA) using Threads
and Shared Memory of GPU*

Moo Kyu F’ark,T Ji Won Yoon'
Center for Information Security Technologies, Korea University

(@] oF
e =

2 ddloleje} Fel Halel wigk Aol FUIete] et o]F &M oR gt slsly] 44
3ol gt QA7) A=) Yrb 2 A, IrpRey|sd i e A ud £2 k39l LEA .
7Aeksl ok3el LEAS 840" ohBE3S 95 CPU7 ofd GPUE o]-83 w3l AdFEo] HTed 2N
et 2ol = Bsta, GPUAME- 9lelA ] rlel=gfqlel] gt A= oJA43] vlFsic}. £ =+
TE)Eo] U HeE 8 AHE uwl, ZEHe GPUE 43 LEA FAspkatel disf Alskaie}.

ABSTRACT

As big-data and cloud security technologies become popular, many researchers have recently been conducted on faster and
lighter encryption. As a result, National Security Research Institute developed LEA which is lightweight and fast block cipher.
To date, there have been various studies on lightweight encryption algorithm (LEA) for speeding up using GPU rather than
conventional CPU. However, it is rather difficult to explore any guideline how to manipulate the GPU for the efficient usage
of the LEA. Therefore, we introduce a guideline which explains how to implement and design the optimal LEA using GPU.
Keywords: GPU, CUDA, Parallel Programming, LEA
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Table 1. Optimization of LEA Using Thread

Number of Computing Occupancy rate
Threads Time(ys) of GPU
1 148.256 25%
16 110.752 25%
32 146.112 25%
64 108.544 50%
128 145.568 100%
256 112.032 100%
512 135.104 100%
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