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(A Method of Detecting Pointer Access Error based on
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Abstract This thesis proposes a method for effectively detecting memory errors with low occurrence
frequency that may occur depending on runtime situation by analyzing assembly codes obtained by
disassembling an executable file. When applying the proposed method to various programs having no
compilation error, a total of about 750 potential errors taken about 90 seconds are detected among 1
million lines of assembly codes corresponding to a total of about 10 thousand functions.
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A Method of Detecting Pointer Access Error based on Disassembled Codes

Table 1 Classification of error detection tools

Static program analysis

dynamic program analysis
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Fig. 1 Structure of memory access error detection
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Fig. 2 Direct null pointer access error in C
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S Null#} v gt} Fig. 32 oAl &g o2 W3t
shH Fig. 47} €tk

call 80489ca <Count_Line_Num>
mov %eax, -0x14(%ebp)
mowv -0x14(%=bp) , Beax
shl $0x2, ¥eax
mov %eax, (%esp)
(a)Jcall B0486ed <malloc@lt>]

mov %&axl-@xct%&bpr (b)
(C) cmpl XW, -UXC 2Dp

e BUqcoDD <L0au_vUlct+0x61>

08 movl  $0x804a3bc, (%esp)
call 8048704 <puts@lt>
00 movl  $Ox1, (%2sp)

Fig. 4 Checking null after dynamic memory
allocation in assembly
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Fig. 5 The first type of “TEST’ command in C
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(a) [mov -Ox1c(%ebp) , Beax
shl $0x2, ¥eax
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add -0XC (%ebp), %ebx
30 00 movl  $0x44, (%esp)
(b)[call  80486e4 <malloc@lt> |
(c) [mov %eax, (%ebx) |
(d) [mov -0x1c (%ebp), Beax
shl $0x2, %seax
add -0xc (%2bp) , ¥eax
mov (%eax)  %eax
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]ne B80488c4 <lLoad_Dict+Oxce>

Fig. 6 The first type of ‘TEST’ command in
assembly
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Fig. 7 State transition diagram for detecting null pointer access error

Zb Rl A o] el wet v AdEE Aol

7)
st A end Ao 5%3}‘5 g el 18X
% o™ null pointer access error’} %A 7153k
Aow g

3.2 Invalid Function Pointer Access Error
s dF W
Invalid function pointer access errorv 2%
H EZAHE 3F @ 4F 2Asta, Zrage
A5g FEF Fig 8 AiAQ ¥4 3%
s E=o]il, Fig. 89 (a), (b), (¢) &=+7}
AA ekthd AT WA A e
of ofs] HAzZo] Hrh. ey Fig. 99 Zo] &=
o] ARARl ZFo] ofyet Heol o) T4 £
[e)

o] x

H (Fig. 99 (a)& AM&3te] 3F+E SEof
player* user = NULL; /
LAY Fa//

(a) |check Factor(argc); | /14

dict = Load Dict(argv[l], &loaded word);
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(c) 1Sort_Record(rec_head); /1M

Fig. 8 Direct function call in C
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# fdef DEBUG
printf("%5d:%5d:%s\n", EIP, CODE[EIP].offse
#endif
int ret = analizeASM(command);
(a) [asmFunction (CODE[EIP].codeLenath, CODE[EIP]
LT[ ASM_NO == ret ){
EIP = EIP + CODE[EIP].offset:

.
'

}

Fig. 9 Function call using function pointer in C
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8b 1d 40 ee 04 08 (a)Lmov BxB04eed0 Jeebx](b)
8b 0d 34 ee 04 68 mov 0x804ee34, %=Cx
8b 15 94 ee 04 08 mov 0xB04ee94, %edx

89 do mov %zdx, eax

cl ed 02 shl $0x2, eax

01 de add %edx, eax

cl ed 02 shl $0x2, B2ax

8d 04 01 lea (%ecx, %eax, 1), %ea
8b 70 Oc mov oxc (%eax), %esl

8b 0d 34 ee 04 08 mov 0x804ee34, %X
8b 15 94 ee 04 08 mov 0x804ee94, sedx
89 do mov %edx, eax

cl ed 02 shl $0x2, %2ax

01 do add %edx, Beax

cl e0 02 shl $0x2, %eax

8d 04 01 lea (%2cx, %2ax, 1), %ea
8b 50 08 mov 0x8(%eax), %sedx
8b 45 fo mov -0x10(%=bp) , %seax
89 44 24 08 mov %eax,0x8(%esp)

89 74 24 04 mov %es1,0x4(%esp)

89 14 24 mov %edx, (%esp)

ff d3 (cfcall  *%ebx |

83 7d f4 ff cmpl  $OxXFFFFFFFF, -0Oxc(

Fig. 10 Function call using function pointer in
assembly

signal_server = APR_RETRIEVE_OPTIONAL_FN(ap_sign:
(afiT (signal server) {|
int exit_status;

L f(bfsTanal server(&exit status, pconf)] != 0)
destroy_and_exit_process(process, exit_st
}

}

Fig. 11 Checking null before function call via
function pointer in C
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Fig. 13 State transition diagram of existing null check

_19_



A Method of Detecting Pointer Access Error based on Disassembled Codes

8077510 <ap_{froce}d)config_trees
%eax, ax
%eax, sedi

806ad5d <main+0xbcd>
$0x80e20b1, (%esp)
8066748 <apr dynamic Tn r
%’*-I‘ %" X

@ [C
(b) [F==]

e B06aYel <main+0x851>
mov -0x70 (%=hp) , %eax

mov %eax, 0x4(%esp)

lea -0x30(%:bp) , Beax

(d) [call_ %
test %eax,%eax

etrieve@lt>]

jne 806afll <maln+0xdses>
test %edi, %edl

Fig. 12 Checking null before function call
via function pointer in assembly

o = 6), &&
A ZRAEQ ofmtx] ) AH[8]e Ad I
= httpd(thA 7)3} htpasswd(thA 8), PHP 2=
HE a4 7][9]e] A& 3d F php(dld 9&
Ab-&-3F o

}E} ggg_n o Co]o]g xLA%E]OJouq <86
719k 52 A 2Fo A gee WA 42 A9 st
Agads wEAL, 7Y A2F objdump
zrafor Aol &ttt Ao AMEE A
2elo] AA|gE AFFS Table 29} 2t}

Table 2 Specification of system for experiments

Type Specification

Processor Intel Centrino Duo T2300 @ 1.66GHz
Cache: 2048 KB

Memory  System: 2048 MB
Swap: 1012 MB
HDD SATA 80 GB 5400 RPM
(ON] Fedora 10 (Kernel: 2.6.27.38-170)

4.1 Null Pointer Access Error 7lsd AZE

41

Null pointer access errore = thitol A ¥t

Hog we okol AL} Null pointer access

error 5 malloc <ol 9|3 Q4= Table 33
23, A kel A vs = oAk 5wel A
S 4833% = 71 =A @&e F3 Aio|r},

483.3%<] Hl&o] AT ¥AL malloc 59
3F v 6WolX Y Null AAM}E o] Fo] XA &
< AHA el | oY A" HEskA

wolth o 6Wo] 2071 S 2707F EAYSho
100% = 7H =& 3 Ayto|t},

Table 3 Result of detecting candidates of null
pointer access error (malloc)

a: number of calling “malloc”
b: number of accessing without Null check

¢ occurrence rate(b / a * 100)

Type Target a b ¢
1 29 18 62.07%
2 10 3 30.00%
3 11 220.00%
Student
4 4 200.00%
5 29 483.33%
6 20 2 10.00%
7 12 2 16.67%
ggjﬁce 8 0 0 000%
9 177 161 90.96%
Total 261 230
QFE Azl AS U4 9¥e] 1773 9] malloc
g+ & 5 161707F EASke] 90.96% = 7Y
FA &2 7d AAE JHA = v A 89 A
$ 0%<9] WA H]go] X Wk malloc S T &3}
Al ekl wEol A 791 A vl & 16.67%7F

Null pointer access error % fopen =
Table 49 #a1, st i Zz2a9 & i 5
7} 53] ¢] fopen =& % Null AAF §lo] s

olelel A@ 34 6312 12009 WA W&
N A ke 7 Aveln, diab 1, tA 2,
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Table 4 Result of detecting candidates of null

pointer access error (fopen)

a: number of calling “fopen”

bt number of accessing without Null check

¢ occurrence rate(b / a * 100)

Type Target a b c
1 3 0 0.00%
2 1 0 0.00%
3 6 0 0.00%
Student
4 6 2 33.33%
5 5 6 120.00%
6 3 0 0.00%
7 0 0 0.00%
Open 8 0 0 0.00%
Source
9 15 9  60.00%
Total 39 17

Table 5 Result of detecting candidates of
invalid function pointer access error

a: number of using pointer

b: number of accessing without Null check

¢ occurrence rate(b / a * 100)

Fe FE ANE AT AAW o T oy
gwlel A5 fopen 4 5F 57} 03]0]7] o
Bl 9 mzdAE WY 9 MY Fe T
AstolwA 4 e TA At & 5 Ak

4.2 Invalid Function Pointer Access Error
sd Hd&s 21

Invalid function pointer access error 7} 4

HE Ade Table 59 2, A i Z=21
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g T3 A%E JHKE wd, g 9dAE
9873]¢] st ECIE & F 44537} null AA
& 3HA] @o} 45.09%9 A= UM £ T4
ANE 7FAa gtk did 8 A A ot
9o mpRsPAR g EQIE 9 EFo] §lY]

_?__
w 2ol W e el A Aol skl

Table 6 Execution time for detecting memory

Type Target a b c
1 0 0 0.00%
2 0 0 0.00%
3 0 0 0.00%
Student
4 0 0 0.00%
5 0 0 0.00%
6 0 0 0.00%
7 124 59 47.58%
ggjrnce 8 0 0 0.00%
9 987 445 45.09%
Total 1,111 504
o 3, o 69 A5 A vEo] 0%cltt.
T /M F2 7d 2948 & e AL o
3He H$-=2 fopen TTE 63 TE3IAAN
= S=o ] null AAE A7) Wl 7t
AN T Aol
QZ A~ AS dA 971 153)¢] fopen &=

€ITrors

a: number of functions

b: number of assembly command

c: spending time for detecting null pointer access error

d: spending time for detecting invalid function pointer access error

e total time Unit: ms

Target a b c d e
1 53 4381 99 0.7 10.6
2 45 2,003 2.8 0.3 31
3 80 4802 7.0 0.7 77
4 18 978 24 0.2 2.6
5 14 1111 0.3 0.3 0.6
6 36 4079 10.1 038 10.9
7 1,405 132,851 485.6 289.3 774.9
8 4 892 6.9 0.1 7
9 8,101 896,108 61552 825861 837413

Total 9756 1,047,205 89,658.7
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pointer access errorel] thall Rz A& o] AA
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=
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