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This study was conducted to analyze the effect of
information security activities on organizational
performance. With this in mind and with the aim of
resolving transaction stability in the securities industry,
using an organization’s security activities as a tool for
carrying out information security activities, the effect of
security activities on organizational performance was
analyzed. Under the assumption that the effectiveness of
information security activities can be bolstered to enhance
organizational performance, such effects were analyzed
based on Herzberg’s motivation theory, which is one of the
motivation theories that may influence information
protection activities. To measure the actual attributes of
the theoretical model, an empirical survey of the securities
industry was conducted. In this explorative study, the
proposed model was verified using partial least squares as
a structural equation model consisting of IT service,
information security, information sharing, transaction
stability, and organizational performance.
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1. Introduction

In recent years, the financial industry, including securities
businesses, has seen a rapid rise in the number of electronic
finance crimes that use pharming and smishing involving
Internet browsers and mobile devices to steal personal financial
information [1]. As such, with the recent increase in the
number of new types of serious electronic financial fraud, the
importance of information security activities has grown
significantly [2]. It should be noted, however, that information
security activities are regarded by corporations and
organizations as passive additional work procedures that
unnecessarily increase the workload of their employees; thus,
the necessity of information security activities has been
accorded insufficient importance. Despite the spread of
awareness of the importance of information protection, little
investment in information security is made even now, thereby
making it difficult to execute effective information protection
activities. Moreover, in a corporation or organization, security
activities are regarded as a factor that leads employees to
complain about their jobs, thereby hampering the derivation of
a direction for improving information security activities [3]. To
address these problems, using Herzberg’s two-factor theory, a
comparative study was conducted on information security
activities and organizational performance, with a view to
analyzing the motivational effect of information security
investment on information security activities. To that end, this
study, which targets the securities business, used information
security technologies and security activities; ensured business
management  stability; promoted service transaction
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management; and analyzed the consequent enhancement of

management performance; thus, it verified the aforementioned

effect. The following are the objectives of this study:

= Recognize the importance of information protection activities
in the financial industries, such as securities business, and to
indicate information security activities as a motivational
factor for an organization.

= Use the structural equation model and verify an
organization’s security activities as a motivational factor
through an analysis of the effect of such activities on
organizational performance.

II. Theoretical Background

1. Previous Researches Related to Information Security
Investment

With the development of networks and the ever-increasing
use of the Internet, the securities industry is increasing the
ratio of its network-based services. With such an increase,
corporations are also grasping the importance of information
security activities. Moreover, organizations — including public
agencies and corporations — are adopting diverse information
protection solutions and devising systematic measures aimed at
protecting their information assets against threats and dangers
in an effort to invest in their information security activities [4].
This suggests that investment in information security by
corporations and other organizations is now well established as
a key to the success of their activities. This is because, as the
biggest barrier to the efficiency of information security, an
organization regards information security activities not as an
investment but as a cost. The members of an organization have
neither the proper awareness nor share the necessity of
information security activities, instead regarding information
security activities as little more than troublesome, inconvenient
procedures, thereby failing to be motivated to conduct
information protection activities [5]. Regarding the goal and
necessity of the adoption and management of information
technologies, the members of an organization have a high
awareness of such necessity and performance, but a low
awareness of the necessity of the corresponding investment,
thereby they fail to facilitate such activities. Thus, information
security activities are perceived as an obstacle. In the financial
industry, including securities and banks, information security
activities are becoming increasingly important [4]. In financial
businesses, which operate based on information systems,
information security activities are essential for managing
transactions and perpetuating business [6]. In particular, in the
field of service transaction management, the confidentiality,
integrity, and availability of information security must be
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ensured [6].

Security refers to the process by which all assets are
protected against dangers or losses [4]. Specifically,
information security pertains to the process by which
information is protected against internal or external threats or
dangers; thus, information security continues to be deployed
[4]. Targets of information security include not only the
information itself but also the technologies involved in the
processing and storing of information; organizational structures
and procedures for processing information; human resources
engaged in the processing of information; and the activities of
processing, maintaining, and managing information [4]. In
particular, financial businesses experience many intrusions and
security accidents due to the mismanagement of personal
information and information relative to transaction processing
and work. Given the particularity of financial businesses,
which is closely related to personal assets, the degree of
awareness and management of such information security has a
huge effect on customer trust [7].

2. Herzberg’s Two-Factor Theory Overview and
Considerations for Analysis on Information Security
Investment

According to Herzberg’s two-factor theory, job satisfaction is
referred to as a motivational factor, and a complaint-causing
factor is referred to as a hygiene factor; indeed, the theory was
developed based on these assumptions. Other motivational
factors include sense of achievement, sense of stability, the job
itself, and sense of responsibility; whereas, other hygiene
factors include management of policy, supervision,
interpersonal relations, work conditions, and salaries [8]-[9].
Motivational factors are related to a person’s desire for growth
and to the processes that people use within their jobs and to the
actual jobs themselves. On the other hand, hygiene factors are
related to a person’s desire to avoid inconvenience and to the
methods people use to handle their work. They are made up of
the external factors of peoples’ jobs. Thus, hygiene factors are
the main factors of job dissatisfaction, whereas motivational
factors are the main factors of job satisfaction [8]-{9]. These
two categories of factors are not mutually opposing concepts
but rather two different perspectives. Thus, they should be
appropriately met. If the validity of this theory is accepted, then
a manager should give due attention to improving and
enhancing job contents to manage the organization. The
elimination of dissatisfaction factors reduces dissatisfaction,
thereby producing only passive effects, which are deemed to be
only for the short term. On the other hand, the expansion of
satisfaction factors stimulates a person’s desire for self-
realization and brings about positive satisfaction.
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Information security activities for
ensuring organizational performance

A 4
Motivation factors

« Sense of achievement

« Sense of responsibility

« Sense of stability
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-

Enhancement of
organizational performance

Fig. 1. Relationship between information security activities,
motivation factors, and enhancement of an
organization’s performance.

However, other studies have pointed out the limitations of
Herzberg’s two-factor theory by presenting various cases that
show that motivational and hygiene factors are not
permanently fixed and that they can change according to the
person, job, time, or surrounding environment [10]. This study
intends to test whether information security can act as a
motivational factor, through an empirical analysis of
investment in information security and organizational
performance. Generally, this is in contrast with the ambiguous
argument that information security is a hygiene factor. It is
expected that this paper can provide objective evidence for a
new perspective, which is that information security—related
activities and investment can be a means of improving
organizational performance. Figure 1 shows a conceptualized
diagram of information technology and information sharing,
including information security activities aimed at enhancing
organizational performance, based on Herzberg’s motivation
factors.

To facilitate motivation for information security activities,
transaction management, transaction stability, and transaction
convenience on stock exchange should be ensured for each
organizational member of a security company, and the
capability of utilizing them should be fostered as well [11].
Thus, the proposed research model can lead the way in helping
to secure service transaction stability in information security
and information sharing activities relating to the use of
information technology, and can analyze the corresponding
effects on financial performance.

III. Research Model

1. Research Design

IT infrastructure, which provides a foundation for IT services,
refers to the composite hardware, software, network resources,
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and services required for the existence, operation, and
management of an enterprise IT environment [12]. Bowersox
and Daugherty argued that information technology would
motivate enterprises to develop a wide range of external
relations in the future [13]. In their study of more than 2,000
manufacturers, Derocher and Kilpatrick suggested that the
capability to implement an integrated information system was
the key success factor of supply chain management [14]. Son
and others argued that active support of IT service
implementation by a CEO would enable the overall planning
and control of the system [15]. Patnayakuni and others studied
the impact of IT services on the strategic, tactical, and
operational level of the management system [16].

Information sharing, which helps build trust among enterprises,
can be defined as how to communicate clear and valuable
information with one’s partners in the chain [17]. Sengputa and
others studied the service industry to verify the correlation
between information sharing and operational and financial
performance according to strategies found in the service and
manufacturing industries [18]. Spekman and others mentioned
information and transaction stability as factors that positively
affect customer satisfaction and performance improvement [19].

Buyers and sellers of financial products conduct their trade
over information technology media such as the Internet [6].
The reasons why security company employees are reluctant to
trade online include the insufficiency of information, the
timeliness of product delivery, and the possibility of return in
addition to information security [6]. The information needed
for trade — product specifications; price; inventory; delivery
time and reliability; review; customer recommendation;
guarantee of return; and so on — must be complete and
accurate [6]. Urban, Sultan, and Qualls argued that the
implementation of measures designed to ensure trade safety is
very important for Internet shopping malls [6].

Security is the condition of being protected from risk or loss.
In information systems, security ensures the reliability of the
information system. It is also one of the most important factors
in creating a successful environment for the enterprise utilizing
the information. Information security means the protection of
information from internal or external risks or threats to
continuously operate the information. The targets of
information security include not only the information itself but
also the technologies related to information processing and
security; the organizational structures and procedures for
processing information; the personnel involved in personal
information processing; and the activities of information
processing and maintenance [4].

In [4], Wood stated that information security performance
greatly affected customer trust. In his study of the security and
control activities of financial institutions, Lee argued that
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Table 1. Operational definition and measurement of variables.

Construct Measurement question Reference
Patnayakuni and
- Information system and information| others (2006),
resource  infrastructure needed for| Derocher &
i securities transaction. Kilpatrick (2000),
Iseryice Application service construction Bowersox and
Platform service construction Daugherty (1995),
Data service construction Son and others
(2005)
- Information security is the condition of]
being protected from risk or loss. In
information systems, security ensures the
Information [reliability of the information syster. Wezel(C2);
security Personal information protection Lee (2010),
Information security management system Seaiin)
Security maintenance activities
Enterprise security management
- Information sharing is the
communication of reliable and valuable
information between the transaction ST
Infomation partners. others (20006),
SEnig Sales information sharing Monzkaand
Demand information sharing others (1998)
Business information sharing
- Transaction stability is the degree of]
stability and error rate reduction during
the business process including the
Transaction |financial and securities transaction. Urban, Sultan,
stability ~|Stability of parties on transaction anc;g)lz)alls
Error rate reduction of business process ( )
Error rate reduction of operation program
Error rate reduction of communications
- Financial/non-financial performance of]
an enterprise.
Increased rate of transaction fee
Organizational| Increased rate of operating profit fiecc G0
performance (Increased rate of turnover of capital ilt;felfsn&;lg)i

Increased rate of sales
Increased rate of market share
Increased rate of customer maintenance

ETRI Journal,

http://dx.doi.o

Hl1-2
Information
security activities
H1-3
Information
sharing

Service transaction
stability

Fig. 2. Research model.
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H2 .
Organizational
performance

internal security activities (including enterprise-wide security
activities) significantly influenced enterprise resource planning
performance [4], [20]. Scott presented productivity decline,
profit decline, corporate image deterioration, and monetary loss
as the main losses that can occur when security maintenance
activities are insufficient [21]. As shown, the construct of each
measurement question and reference within it is presented in
Table 1.

2. Hypotheses

The preceding studies emphasized that IT
information security, and information sharing were important to
ensure the success of enterprises. However, there have been few
studies that empirically analyzed the relationship between
information security and organizational performance compared
to that between IT service infrastructure/information sharing and
organizational performance. There have been almost no studies
offering an analysis from an integrated perspective. As such,
this study intends to empirically analyze how IT service
infrastructure development, information sharing, and information
security are related to the organized nature of enterprises.

Based on the reference in Table 1, a research model is
presented in  Fig. 2 wherein IT service, information security
activities, and information sharing activities secure transaction
stability, thus leading to organizational performance. This study
is based on the following hypotheses:
= H1-1: IT service influences service transaction stability.
= H1-2: Information security activities influence service

transaction stability.
= H1-3: Information sharing influences service transaction

services,

stability.
= H2: Transaction stability influences organizational
performance.
IV. Empirical Analysis

1. Data Collection

The parent population of this study comprises a group of
employees of domestic branch offices of 16 out of 62 securities
firms that are members of the Korea Financial Investment
Association and that are operating in the Rep. of Korea. The
questionnaire items of the survey were prepared from existing
study literatures and data were collected. To measure the
questionnaire items, a 7-point Likert scale was used, and the
survey was conducted both online and offline. Four hundred
surveys were distributed from October 1 to 26, 2012, and 153
responses were collected through the post at local branch
offices, while 62 responses were collected online via our
homepage, amounting to 215 responses in total. To ensure the
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Table 2. Characteristics of respondents.

Subject Type Persons Percentage
30-39 62 51%
Age 40-49 39 32%
50-59 20 17%
Subtotal 121 100%
Manager 56 46%
Position Deputy general managers 48 40%
ral mana,
(brai:ieoﬂice maiaergsers) 17 14%
Subtotal 121 100%
Private banking 74 61%
Job Investment banking 13 11%
Subtotal 121 100%

reliability of the study, 11 insincere responses and 62 responses
by junior personnel with less than five years’ experience in
the securities trading industry were excluded. Moreover, 21
responses from those without any work experience related to
information and security services were also excluded, leaving a
total of 121 responses for use in the analysis.

Table 2 shows the characteristics of the 121 respondents used
for the study. In terms of age, 51% were in their 30s. In terms
of position, 46% were managers and 54% were either deputy
general managers or general managers, including branch office
managers. In terms of job, 61% were in private banking while
others were in investment banking or a combination of
investment banking and private banking.

2. Reliability and Validity

This research model, which was verified using partial least

square (PLS), is a structural equation model involving a path
by which IT, information security, information sharing, and
transaction stability lead to organizational performance [22].
The PLS analysis requires the verification of the internal
consistency, convergent validity, and discriminant validity of
the survey questions and their constructs [23]-25]. As shown
in Tables 1-3, the internal consistency of the survey questions
was verified in terms of the composite reliability of Fornell
and Larcker and reliability [26]. The verification revealed
composite reliability to be over 0.7 (the reference value
proposed by Nunnally and others), whereas Cronbach’s alpha,
a widely-used verification measure, was also over 0.7 (the
reference value proposed by Nunnally) [27]-{28]. Convergent
validity was verified in terms of average variance extracted
(AVE) and the factor loading value of the construct. AVE was
found to be over 0.5; that is, the reference value proposed by
Fornell and Larcker, Chin, and so on; whereas, the factor
loading value of the construct of transaction stability
measurement questions, excluding information reliability
(0.680), was verified [24], [26]. AVE was found to be over
0.569, as shown in Table 3. In Table 4, the factor loading value
of the constructs of all transaction stability questions, except
information reliability, was found to be over 0.7; that is, the
reference value proposed by Fornell and Larcker [24]-{26].
Discriminant validity was verified by determining whether the
value of the square root of the AVE of the correlation
coefficient of the research model in Fig. 2 — expressed at the
diagonal axis — was greater than the correlation coefficient of
the other research models [26].

The analysis revealed that the smallest of the AVE square
root values (0.754) was greater than the greatest correlation
coefficient value (0.490). The confirmatory factor analysis also
verified the discriminatory validity, requiring that the factor
loading value of the construct be greater than the factor loading
value of the other constructs. The analysis revealed that all the
survey questions met this requirement. As such, the constructs

Table 3. Verification of internal consistency, convergent validity, and discriminant validity.

Composite Cronbach’s Transaction Information | Organizational . Information
AVE L .. . IT service .
reliability alpha stability sharing performance security
Transaction 0.569 0.839 0.747 0.754 - - - -
stability
Information 0.745 0.898 0.829 0.490 0.863 - - -
sharing
Organizational
0.717 0.938 0921 0344 0213 0.847 — —
performance
IT service 0.773 0911 0.853 0.465 0413 0.077 0.879 -
Information 0.799 0.941 0916 0475 0417 0216 0.388 0.894
security
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Table 4. Results of confirmatory factor analysis.

. anizational . .. . . : : .
Construct Measurement questions Org ona Transaction stability | Information sharing IT service Information security
performance
mcreaseq rates of 0.739 0212 0.166 0.147 0.180
transaction fee
Increan:d rates of 0.835 0.355 0211 0.067 0.194
operating profit
Increased rates of
Organizational tumover of capital 0.857 0.228 0210 0.071 0.261
performance
Increased rates of sales 0.894 0318 0.208 0.011 0.154
Increased rates of 0.859 0297 0.166 0.108 0.162
market share
Increased @tes of 0.887 0.290 0.120 0.017 0.169
customer maintenance
Stability of parues on 0.294 0.781 0.356 0.393 0.465
transactions
. Error @te reduction of 0.146 0.709 0334 0.115 0.290
Transaction business process
tabili i
stability Error rat'e reduction of 0274 0.849 0428 0432 0423
operation program
Error rate re.duc'tlon of 0290 0.662 0353 0.381 0.210
communications
Sale information sharing 0.125 0429 0.847 0.387 0.426
Information Deman‘:}“‘fomam“ 0172 0379 0.886 0264 0315
g i
Business mformatmn 0250 0453 0.856 0404 0.333
sharing
Application S.CI’VICC 0.094 0453 0.394 0.857 0.400
construction
IT service Platform service 0014 0.362 0.370 0.875 0.278
construction
Data service construction 0.087 0401 0.320 0.904 0.331
Personal mfgrmatlon 0.199 0418 0457 0.369 0.873
protection
' Information security 0.183 0424 0327 0.396 0915
Information management system
securi i i
ty Security r.ne.n.ntcnance 0225 0.460 0.355 0.306 0.889
activities
Enterprise security 0.161 0.388 0351 0318 0.897
management

and survey questions used in this research model were
examined to verify their internal consistency, convergent
validity, and discriminant validity, thus meeting most of the
criteria requirements and indicating their suitability for the
structural model analysis [24]-{27].

3. Model Fitness

The PLS analysis of this research model is shown in Fig. 3.
The path model explanation power of the PLS analysis is
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expressed as explained variance, R? [23]. Figure 3 shows the
results of the PLS R? analysis, with IT service, information
security, information sharing, and inter-departmental
interaction having a transaction stability explanation power of
37.7%, and transaction stability having a non-financial
performance explanation power of 11.8%. These all met the
criteria of Forell and Larcker [26]. The goodness of fit (GoF)
of the research model exceeded the appropriate verification
power of 10% proposed by Falk and Miller using the
commonality average and geometric average of the R? average
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LATIEE Fy 62 Stability of parties on
construction a
0.857 transa/glons
: Error rate reduction of
Platform service 0.875 @ rrb;srmess p;locess oo o
construction Ao transaction fee
. ' Error rate reduction of 0739
Data service operation program '
construction 0.249%* Increased rates of
(1=2.848) O e Error rate reduction of operating profit
Personal information 0.849 communications 0.835
protection 0873 Increased rates of
' 0.662 0.85 turnover of capital
Information security |_0.91
management system 0.894
securit; 0.262% stabilit erformance
0.889 Y (=2.351) Y 0‘3;1‘2:** P Increased rates of sales
Security maint R*=0.337 (t=4435) R?=0.118 (security products)
y maintenance 0.897 0.859
activities
" N Increased rates of
Enterprise securit
mrfnagemem y 0.278%%* market share
(=2.571 0.887
Sale inf i Increased rates of
’ e;ﬁa(r)mm;a o 0.847 customer maintenance
Information
0.886 sharing
Demand information
sharing
0.856
Business information
sharing
Fig. 3. Path analysis.
impact of the model [30]. Moreover, as shown in Table 3, PLS
Table 5. PLS path analysis. analysis verified the path coefficient and its significance. To
Research Correlation| R? that end, using the entire sampling, the path coefficient of the
Path . t Result .
hypotheses coefficient value structural model was evaluated; and, using the bootstrap
Effect of Information method provided by PLS, the path coefficient, ¢, was calculated.
Hi-1 mfo@auon Sha“ng;> 0278 [2.571 Adopted|  The results of the analysis were examined in the order of the
sharing on transaction .
actiongstability stability research hypotheses. First, IT (8 = 0249, ¢t = 2.848),
Effectof Information information security (8 = 0.262, ¢t = 2.351), and information
AP security > 0337 sharing (8 = 0.278, ¢ = 2.571) all had a significant effect on
HI1-2 . . 0262 |2.351 Adopted . .
security on transaction transaction stability, so hypotheses 1-1, 1-2, and 1-3 were
ransaction stability] stability adopted. Second, to verify the hypothesis; namely, that
Effect of IT servicg) IT service> transaction stability influences organizational performance, the
Rl e n;g?f;lon t[atr;?‘;ttl;n D2 e Adopted|  ath was analyzed. The results revealed path coefficient f to
S 111 S 111 . . .
o = v be 0.344 and ¢ to be 4.435, making them significant. Thus,
ecto ransaction
. o " hypothesis 2 was adopted, as shown in Table 5
transaction stability| stability > yp ptea, .
H2 . o . ty 0344 |4.435/0.118| Adopted
on organizational |organizationall
performance | performance

[25]. The GoF of the research model was executed using both
the commonality average and the geometric average of the R?
average [29].

The analysis revealed that GoF was 0.422, larger than that
proposed by Wetzels and others, indicating the high GoF
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V. Conclusion
1. Implications

This study proposed a model by which, in the securities
industry, information security activities bolster transaction
stability, ultimately leading to improved organizational
performance, and these information security activities were
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used in the structural equation model to perform an empirical
analysis. Therefore, investment and activities related to IT
service infrastructure, information sharing, and information
security were confirmed not as hygiene factors but as
motivational factors under Herzbeg’s two-factor theory. The
findings of this study can be used as data to support the
objectivity and validity of existing information security
investments, and they are seen as part of the method of
defining information protection investment, not as a cost but as
an effective investment, and of offering investment
performance. This model can analyze the effect of information
security activities; evaluate their validity in corporations and
organizations; and effectively contribute to the further
development of business performance and goals. This study
empirically verified that information security activities
contribute to transaction stability, eventually improving
organizational performance. By doing so, the validity and
effect of information security activities can be analyzed, and
corporations and organizations can devise a policy for
information protection investment and activities, thus
enhancing their business performance.

The implications of this study based on the deduced result
can be described as follows. First, the analysis of the model,
indicates that investment in information security in the security
industry results in strengthened transaction stability, will help
improve the outcome of investment in information security in
the security and financial industries. Second, security firms can
use the model and factors presented in this study as a model for
evaluating the feasibility of investment strategies for IT
services, information security, and information sharing
established to cope with the changing IT environment and
measure the investment outcome. Third, this study confirmed
that information security activities result in service transaction
stability in the financial industry, including the securities
business, and that such activities are motivational factors for
improving organizational performance, by analyzing their
impact on the financial performance of an organization. The
result of this study does not directly mean that information
security is not a hygiene factor. However, it showed that the
nature of the factor can differ according to the characteristics,
environment, and timing of each industry — just as in the case
of the securities industry, which was the subject of this study.
One can acknowledge this to mean that strategic investment
must be different according to the investment situation.

2. Limitations and Further Research

Despite the significance of this study, it should be noted that
this study is more of an exploratory research for the analysis of
actual proof in the future. This is because the investment

ETRI Journal, Volume 37, Number 2, April 2015
http://dx.doi.org/10.4218/etrij.15.0114.1042

strategy for IT services, information security, and information
sharing was established based on existing studies, and its
feasibility was measured using subjects who may have a
limited understanding of the information security investment
strategy. Moreover, the proposed strategy may not be realistic,
since the strategy was based on existing studies. In addition, the
survey questionnaire that was given to the sampled companies
may also not be realistic, because the variables were extracted
from previous studies and the survey items were structured to
measure those factors.

In future studies, it will be necessary to present a more
realistic and concrete strategy based on interviews with IT
service and information security performance assessors and
investment strategy professionals, as well as on case studies.
Moreover, more practical indices for the analysis of actual
corporate activities need to be developed, as that will enable
accurate measurement of investment performance concerning
IT services and information security and study of various
causal relationships through indices.
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