
ISSN 1975-8359(Print) / ISSN 2287-4364(Online)

The Transactions of the Korean Institute of Electrical Engineers Vol. 65, No. 12, pp. 2145 2152, 2016

http://dx.doi.org/10.5370/KIEE.2016.65.12.2145

Copyright ⓒ The Korean Institute of Electrical Engineers 2145

This is an Open-Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/

licenses/by-nc/3.0/)which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.

27MHz 무선 키보드의 취약성 분석

Vulnerability Verification of 27 MHz Wireless Keyboards
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Abstract  Internet generalization has led to increased demands for Internet banking. Various security programs to protect 

authentication information are being developed; however, these programs cannot protect the wireless communication sections of 

wireless keyboards. In particular, vulnerabilities have been reported in the radio communication sections of 27 MHz wireless 

keyboards. In this paper, we explain how to analyze M’s 27 MHz wireless keyboard. We also experimentally show that an 

attacker can acquire authentication information during domestic Internet banking using a 27 MHz wireless keyboard. To do this, 

we set up an experimental encironment to analyze the electromagnetic signal of a 27 MHz wireless keyboard.
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1. Introduction 

Electronic devices are becoming increasingly integrated into 

human life. Above all, the use of wireless electronic devices 

such as smartphones, tablet PCs and wireless keyboards is 

increasing owing to their high convenience and portability. 

However, the increasing use of sensitive personal and 

financial information on such electronic devices has led to an 

increase in attacks for the purpose of stealing information. In 

response, domestic banks are disseminating various security 

programs to protect authentication information. However, such 

security programs cannot protect the radio communication 

sections of wireless keyboards. In particular, vulnerabilities 

have been reported in the radio communication sections of 27 

MHz wireless keyboards [1][2]. Despite these vulnerabilities, 

the market share in wireless keyboards continues to increase, 

a trend that is expected to continue as the Internet service 

environment grows. In this paper, we explain how to analyze 

M’s 27 MHz wireless keyboard and then describe a 

vulnerability verification of such a keyboard performed in a 

real environment. To do this, we sniffed and analyzed 

electromagnetic data emitted by the 27 MHz wireless 

keyboard. We targeted four branches of first financial banks, 

which use Integrated Installation Programs, Public Key 

Certificate Security, personal PC firewalls, keyboard security, 

and secure browser. We then showed that we can acquire 

private authentication information of 27 MHz wireless 

keyboard users when they use Internet banking.

The remainder of the paper is organized as follows. We 

describe vulnerabilities in existing 27 MHz wireless keyboards 

in Section 2. We then explain how to analyze M’s wireless 

keyboards in Section 3. We present our attack process and 

discuss experimental results in Section 4. Finally, we conclude 

this study in Section 5. 

2. Vulnerabilities research on an existing 27 MHz 

wireless keyboard

In this section, we describe previously reported [1][2] 

vulnerabilities in L’s 27 MHz wireless keyboard. There are 

two types of study flow: vulnerability of received signal and 

vulnerability of transmitted signal. 

2.1 Vulnerability study of received signal

In this sub-section, we describe the 27 MHz L wireless 

keyboard signal detection steps presented in [1] and [2]. 

When information entered by the user is transformed into an 

analog signal and transmitted, an attacker receives this analog 
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Original analysis range

Additional analysis range

Table 2 Additional Analysis range 

Signal period (T) Meaning

1 Identical with the previous bit

2 Next two bits are ‘01’

1.5

Last bit Next bit

0 1

1 00

Table 1 Miller encoding

Fig. 1 Frame structure of L’s 27 MHz wireless keyboards

signal using an antenna. The attacker analyzes the signal on a 

PC and determines which key was pressed. There are five 

signal detection steps, as shown below, and every character 

including special characters, can be detected. Refer to [1] and 

[2] for a more detailed explanation of these steps.

Phase 1. Determine receiver frequency domain. L’s 27 MHz 

wireless keyboard communicates using the 27.095 and 27.145 

MHz channels; which of these is being used can be deduced 

from the datasheet, Federal Communications Commission 

(FCC) ID, or fast Fourier transform (FFT) waveform.

Phase 2. Frequency shift keying (FSK) demodulation. The 

analog signal of the frequency band confirmed in Analysis 

Phase 1 is demodulated. This demodulated signal can easily 

be represented as a binary signal for easy line decoding, 

i.e., it can be represented as a “1” for values greater than 

or equal to zero at the input or a “0” for values less than 

zero at the input.

Phase 3. Calculate the interval between transitions of the 

signal level. Identifying bits and samples per second of L’s 

27 MHz wireless keyboard by the analyzing packet preamble 

signal is possible. Thus, the signal period can be expressed 

according to the interval between transitions of the signal 

level.

Phase 4. Convert analog signal into bit stream. As the 

signal of L’s wireless keyboards is Miller encoded, it is 

necessary to apply Miller decoding based on the signal 

period calculated in Analysis Phase 3. The Miller encoding 

rules are listed in Table 1. and the Miller decoding rules 

can be established using this.

Phase 5. Check key/character. Finally, the pressed key is 

determined based on a predetermined data packet structure 

advance, such as the one in Fig. 1. The DATA field consists 

of eleven bits and contains information about the pressed 

key. The ten bits from B0 to B9 represent different keys on 

the keyboard. The last bit of the DATA field, “D,” shows 

whether the key was pressed or released.

2.2 Vulnerability study of transmit signal

In this sub-section, we describe how to transmit an 

arbitrary message to a user’s computer in order to control 

that computer. There are five transmission steps combined 

with an equal number of signal detection steps in reverse. 

Refer to [1] and [2] for a detailed explanation.

2.3 Extension of analysis study

To provide high-level security in an Internet environment, 

we need to set a password usually combines numbers with 

alphabetic and special characters. Furthermore, in Korea 

English characters are supplemented with Korean characters, 

which are sometimes mixed into a password as well. Based on 

Fähnel and Hauff’s analysis of English characters, numbers, 

and meta keys [1], Kim et al. additionally analyzed numeric 

keypad characters as well as special characters and Korean–

English conversion keys. Based on [1], they analyzed the 

ASCII codes of all of the keys, which were added, and then 

used the “Shift Flag” to analyze special characters; because 

each special character comprises two types of keys, namely, 

the Shift key and the corresponding standard key. The “Shift 
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Flag” is set if the Shift key is used. Table 2 lists additional 

study results of [2], whereas Table 3 lists bit streams of 

analyzed keys.

Kim et al. also added keyboard shortcut signals into the 

transmission process. Table 4 lists extended keyboard 

shortcuts. Signal receiving and transmitting distances are in 

particular determined according to antenna ability. When 

using a common-use antenna, signal reception is possible at 

a 400 cm distance and signal transmission is possible over a 

500 cm distance, both with a 100% success rate.

Key Bit stream Key Bit stream

` 1000100 Space 0111101

- 0011100 Enter 1110001

= 1011100 ~ 1101001 + 1000100

\ 0111100 ! 1101001 + 0100100

[ 0100110 @ 1101001 + 1100100

] 1100110 # 1101001 + 0010100

; 1010001 $ 1101001 + 1010100

‘ 01100101 % 1101001 + 0110100

, 1100101 ^ 1101001 + 1110100

. 0010101 & 1101001 + 0001100

/ 1010101 * 1101001 + 1001100

F1 0100000 ( 1101001 + 0101100

F2 1100000 ) 1101001 + 1101100

F3 0010000 _ 1101001 + 0011100

F4 1010000 + 1101001 + 1011100

F5 0110000 | 1101001 + 0111100

F6 1110000 { 1101001 + 0100110

F7 0001000 } 1101001 + 1100110

F8 1001000 : 1101001 + 1010001

F9 0101000 “ 1101001 + 0110001

Esc 1000000 < 1101001 + 1100101

Backs
pace

1111100 > 1101001 + 0010101

Tab 1110010 ? 1101001 + 1010101

CapsL
ock

1101110

Table 3 Bit stream of the keys

Keyboard 
shortcut

Description

Alt + Tab Switch to another running program

Alt + F4 Quit program

Ctrl + A Select all the items in the current window

Ctrl + C Copy

Ctrl + V Paste

Delete Delete

Table 4 Extended keyboard shortcut

3. Study of the extended vulnerability of 27 MHz 

wireless keyboards

3.1 M’s 27 MHz wireless keyboard

In this paper, we analyzed the analog signals of M’s 27 

MHz wireless keyboard based on L’s 27 MHz wireless 

keyboard analysis environment. These signals deviate 

somewhat from L’s 27 MHz wireless keyboard analysis 

settings in that both the communication frequency and the 

bit rate differ. Furthermore, unlike L’s keyboard, M’s 27 

MHz wireless keyboard uses distributed data management 

(DDM) encoding [5]. The frame structure also differs, and 

M’s keyboard encrypts communications using a randomly 

generated shared XOR key to encrypt the DATA field in 

each session. The XOR KEY is randomly generated. Our 

analysis comprised the five steps shown below. 

Analysis Phase 1. Determine receiver frequency domain. 

M’s 27 MHz wireless keyboard communicates using the 

27.195 MHz channel. We can determine this using the 

datasheet, FCC ID, or FFT waveform. Fig. 2 shows the FFT 

waveform of M’s 27 MHz wireless keyboard’s communication 

channel.

Fig. 2 FFT waveform of wireless communication channel

Analysis Phase 2. FSK demodulation. We demodulate the 

analog signal of the frequency band confirmed in Analysis 

Phase 1. Next, we represent the analog signal as a binary 

signal to enable easy line decoding by setting it to “1” for 

values greater than or equal to zero at its input and setting 

it to “0” for values less than zero at its input.

Analysis Phase 3. Calculate the interval between 

transitions of the signallevel. We can identify bits and 

samples per second from M’s 27 MHz wireless keyboard by 

the analyzing packet preamble signals (which are shown in 

Table 5 for a signal sampling rate of 25.6 KS/s). Thus, the 

signal period can be expressed according to the interval 

between signal level transitions. There are three types of 
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Fig. 4 Frame structure of M’s 27 MHz wireless keyboards 

Meta key Bit stream

Left Alt 101110110 1111 100 00100000 1010101

Left Shift 111110110 1111 100 01000000 1010101

Left Ctrl 000001110 1111 100 10000000 1010101

Right Alt 100001010 1111 100 00000010 1010101

Right Shift 100000110 1111 100 00000100 1010101

Right Ctrl 100010110 1111 100 00001000 1010101

Table 7 Bit stream of the meta keys 

signal periods, which are represented as T1, T1.5, and T2. 

For example, when the signal sampling rate is 25.6 KS/s, 

intervals consisting of 102 input samples on average 

represent a T1 signal period (as shown in Fig. 3). T1 is 

approximately accepted in the range from 90 to 120 

samples, as there is little tolerance.

Fig. 3 Binary signal of packet preamble after FSK 

demodulation 

Variable Value

USRP 1 ADC rate 64 MS/s

USRP decimation 250

USRP sampling rate 256 KS/s

Signal decimation 10

Signal sampling rate 25.6 KS/s

M’s 27 MHz wireless keyboard bitrate 250 bits/s

Samples per bit 102 S/bit

Table 5 Sample per rate 

Analysis Phase 4. Convert analog signal into bit stream. 

The signals of M’s wireless keyboards are DDM encoded. 

Thus, we need to apply DDM decoding based on the signal 

period as calculated in Analysis Phase 3. The DDM encoding 

process is shown in Table 6. and the DDM decoding rules 

can be established using this.

Signal period (T) Meaning

1 Contrary to the previous bit

2

Last bit Next bit

0 00

1 11

1.5

Last bit Next bit

0 01

1 10

Table 6 DDM encoding 

Analysis Phase 5. Check key/character. The pressed key is 

determined based on the known data packet structure (Fig. 

4). Meta keys such as “Alt,” “Shift,” and “Ctrl” are not 

encrypted and are transmitted as shown in Table 7. In 

addition, the FLAG field of a meta key is always “100” and 

the META DATA field is “00000000” when a meta key is 

released. By contrast, ordinary keystrokes are transported in 

encrypted form using the XOR KEY. In other words, the 

DATA field is encrypted using a bitwise XOR operation with a 

single byte random KEY, but the other fields are not 

encrypted. The FLAG field is “110” when a key is pressed; 

otherwise, the FLAG field is “010.” 

Three kinds of packet were transmitted whenever one of 

keys is pressed; these are PRESSED packets, RELEASED 

packets, and FINISHED packets, as shown in Fig. 5. FINISHED 

packets are not encrypted and are always the same; therefore, 

each key can be distinguished using the FINISHED packet.

The XOR KEY, which is changed whenever the connect 

button is pressed, is included in the connect signal frame. 

The XOR KEY must be determined if decrypting is to be 

possible, but it is randomly generated. Thus, it would seem 

that we are not able to analyze which key was pressed 

unless we acquire the connect signal. Nevertheless, we can 

analyze which key was pressed using differences between 

two alphabets, as shown in Table 8 In this case, we need 

to check whether any of the input signals are repeated. If 

so, we can assume that the repeated signal is part of one 

of the alphabets. We can then perform a bitwise XOR 

operation between the signal and its assumed difference 

from an alphabet’s “a.” For instance, if we guess that the 
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Fig. 5 Frame structure of M’s 27 MHz wireless keyboard

Alphabet difference Alphabet difference Alphabet difference

b
(10000000, 0 

x80)
k

(01010000, 0 
x50)

t
(11001000, 0 

xC8)

c
(01000000, 

0x40)
l

(11010000, 0 
xD0)

u
(00111000, 0 

x38)

d
(11000000, 0 

xC0)
m

(00101000, 0 
x28)

v
(10111000, 0 

xB8)

e
(00110000, 0 

x30)
n

(10101000, 0 
xA8)

w
(01111000, 0 

x78)

f
(10110000, 0 

xB0)
o

(01101000, 0 
x68)

x
(11111000, 0 

xF8)

g
(01110000, 0 

x70)
p

(11101000, 0 
xE8)

y
(00011000, 0 

x18)

h
(11110000, 0 

xF0)
q

(00001000, 0 
x08)

z
(10011000, 0 

x98)

i
(00010000, 0 

x10)
r

(10001000, 0 
x88)

j
(10010000, 0 

x90)
s

(01001000, 0 
x48)

Table 8 Difference with the alphabet “a” 

repeated signal is the alphabet’s “w” and perform a bitwise 

XOR with “01111000,” which is the difference between the 

alphabet’s “a” and “w,” we produce a result representing the 

alphabet’s “a.” Utilizing this result, we can analyze the rest 

of the signals based on Table 8. Although the brute force 

attack complexity of the XOR KEY is only 256 (as it only 

has a one byte value), our method has an even lower attack 

complexity.

4. Vulnerability verification of 27 MHz wireless 

keyboards under real environment

4.1 Attack assumptions and experimental environment

In this paper, we attacked under the condition that users 

enter their authentication information while Internet banking 

with a domestic bank using a 27 MHz wireless keyboard. 

We constructed an experimental environment for analyzing 

the 27 MHz wireless keyboard electromagnetic signal as 

shown in Fig. 6. The test environment is a software defined 

radio (SDR) system based on universal software radio 

peripheral (USRP) and GNU radio.

Fig. 6 Experimental environment 

4.2 Attack purpose and targets

The purpose of the attack was to acquire private 

authentication Internet banking information of 27 MHz 

wireless keyboard users. To do this, we sniffed and analyzed 

electromagnetic data transmitted by the 27 MHz wireless 

keyboard. We targeted the four first financial bank 

branches, which use Integrated Installation Programs, Public 

Key Certificate (PKC) Security, personal PC firewalls, 

keyboard security, and secure browser services.

4.3 Attack process

Attack Phase 1. Save an analyzed data as a text file. We 

saved electromagnetic data sniffed and analyzed from the 

wireless keyboard as a text file.

Attack Phase 2. Distinguish whether the user has 

connected to a bank homepage. Users who would like to use 

Internet banking services must connect to a bank homepage. 

To do this, they enter a Filter keyword (Table 9 shows 

examples of these) and then generally press the Enter key 

using the 27 MHz wireless keyboard. Therefore, we can use 

the Enter key as a trigger and then analyze sniffed data 

entered before the Enter key was pressed to determine if the 

user connected to a bank homepage. Furthermore, we can 

determine which bank was connected to.

Bank Filter keyword

A bank
“Internet Banking”, “A”, “ABank”, “ABank Internet 

Banking”, “https://www.a_bank.com/” 

Table 9 Filter keyword 
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Information Limitation   of input length

Account password 4-digit number

Transfer amount Up to 14-digit number

Deposit account Up to 14-digit number

Withdrawal 

information

Up to 6 Korean characters

(12 alphanumeric characters)

Transfer memo
Up to 6 Korean characters 

(12 alphanumeric characters)

Depositing records
Up to 6 Korean characters 

(12 alphanumeric characters)

Security card number 

(or OTP password)

4-digit number 

(or 6-digit number)

PKC password

10 or more characters

(include at least one number, English, 

and special character)

Table 10 Examples of limitations of input length 

Attack Phase 3. Acquire ID/PW or PKC password. After 

connecting to the bank homepage, the user should log in 

using an ID/PW or PKC in order to use the account view/ 

transfer services. Based on this, we can acquire ID/PWs or 

PKC passwords by checking their access activity. Because 

users generally press the Enter key after entering secret 

information when logging in, we can also use the Enter key 

as a trigger.

Attack Phase 4. Distinguish authentication information 

according to identifier. When users perform an account 

transfer, they enter an account password (4-digit number), 

transfer amount, deposit account, security card number 

(4-digit number) (or OTP password (6-digit number)), PKC 

password, etc. Accordingly, we can acquire account and PKC 

passwords by analyzing entered data. However, the order of 

input differs according to user and bank, making it difficult 

to distinguish information according to order and increasing 

the attack complexity. Every user must enter their PKC 

password at the end of an account transfer, and there are 

limits on characters that can be entered, as shown in Table 

10 [3]. Therefore, in this case we do not need to analyze 

more than 100 characters and we can reduce the attack range 

correspondingly. In other words, we can establish a threshold 

of 100 characters and acquire PKC passwords at the ends of 

strings consisting of 100 characters.

Assuming that this string contains information replicating 

that from Attack Phase 3, we can find the PKC password 

within the string. We can then estimate the account password 

from the 4-digit number preceding the PKC password. If the 

information from Attack Phase 3 is not confirmed, we follow 

the steps below in accordance with which bank is being 

accessed and how the interface works:

A) When using a pop-up window to enter the PKC 

password : Assume that a 10 or more character substring 

containing at least one number, English character, and special 

character is the PKC password. Use the Enter key as a 

trigger.

B) In other cases : Choose a threshold according to the 

bank limit on entering characters. Examine all data entered 

as authentication information up to this threshold. Assume 

that a 10 or more character substring containing at least one 

number, English character, and special character is the PKC 

password.

Afterwards, we guess an account password from the 

4-digit number preceding the PKC password.

4.4 Experimental result

We determined that we can sniff analog signals from 27 

MHz wireless keyboards when a user uses Internet banking 

with the four banks listed in Table 11. The targeted Internet 

banking services typically provide Integrated Installation 

Programs, Public Key Certificate Security, personal PC 

firewalls, keyboard security, and secure browsers. We 

extracted Internet banking information from our data sniffing 

and analyzing results, shown in Fig. 7. First we found bank 

information from the first row using filter keywords. Then, 

we guessed the ID/PW or PKC password from the second 

row. Next, we guessed an account password and the PKC 

password from the third row. In this case, we could be 

confident that the information from the second row has the 

PKC password, as these must be in the third row, which 

shares information with the second row. Finally, we estimated 

an account password from the 4-digit number preceding the 

PKC password. We assumed that the user had entered the 

account password, deposit account, and OTP password, and 

then classified them according to the order of blanks in Fig. 

8. Consequently, we could classify Internet banking information, 

as shown in Fig. 9.

Bank Keyboard security program Sniffing possibility

A bank O O

B bank O O

C bank O O

D bank O O

Table 11 Sniffing possibility 
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Fig. 9 Analysis data

Fig. 7 Sniffed data

Fig. 8 Bank “A” Internet banking page

4.5 Attack Algorithm

Internet banking authentication information

  File * in_file;

  var     rawData1, rawData2, rawData3 : char;

  begin

    repeat

      rawData1 := gets(in_file);

      if((bank := Bank_filter(rawData1))!=0)

        rawData2 := gets(in_file);

        rawData3 := gets(in_file);

        login_info := Login_info(rawData2);

        (acc_pw,cert_pw,ID/PW):=Auth_info(rawData3,ban

k,login_info)

        return (bank, acc_pw, cert_pw, ID/PW)

    until end of file

end.

5. Conclusion

In light of the increasing transmission of sensitive personal 

and financial information via electronic devices, various types 

of attack for stealing information are being developed. In 

particular, there exist reported vulnerabilities in the radio 

communication sections of 27 MHz wireless keyboards. Based 

on this, we assessed the vulnerabilities of such keyboards. We 

organized an experimental environment to confirm these 

vulnerabilities in a real environment. In this paper, we explain 

how to analyze M’s 27 MHz wireless keyboard and 

demonstrate 27 MHz wireless keyboard’s vulnerabilities 

when used to perform Internet banking. Although the four 

targeted Internet banking services generally provide Integrated 
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Installation Programs, Public Key Certificate Security, personal 

PC firewalls, keyboard security, and Secure Browsers, we were 

able to acquire authentication information by analyzing the 

electromagnetic signal. Accordingly, we warn that a 

countermeasure should be prepared quickly before an actual 

incident occurs.
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