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실제 환경에 최적화된 MIFARE Classic 공격 절차

Optimal MIFARE Classic Attack Flow on Actual Environment
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Abstract - MIFARE Classic is the most popular contactless smart card, which is primarily used in the management of access 

control and public transport payment systems. It has several security features such as the proprietary stream cipher Crypto 1, a

challenge-response mutual authentication protocol, and a random number generator. Unfortunately, multiple studies have 

reported structural flaws in its security features. Furthermore, various attack methods that target genuine MIFARE Classic cards

or readers have been proposed to crack the card. From a practical perspective, these attacks can be partitioned according to the

attacker’s ability. However, this measure is insufficient to determine the  optimal attack flow due to the refined random number

generator. Most card-only attack methods assume a predicted or fixed random number, whereas several commercial cards use 

unpredictable and unfixable random numbers. In this paper, we propose optimal MIFARE Classic attack procedures with regards

to the type of random number generator, as well as an adversary’s ability. In addition, we show actual attack results from our 

portable experimental setup, which is comprised of a commercially developed attack device, a smartphone, and our own 

application retrieving secret data and sector key.
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1. Introduction 

In recent years, radio-frequency identification (RFID), 

which recognizes and discriminates objects, has been adopted 

in a variety of industries and fields. In particular, smart 

cards and smartphone employ near-field communication 

(NFC) technology, which was developed by SONY and NXP, 

and supports near-field wireless communication with a 13.56 

MHz radio frequency. Given that the NFC enables read and 

write operation on memory, it is widely used in access 

control of buildings and in public transport payment 

systems. The MIFARE product family developed by NXP 

semiconductors is one of the most popular contactless smart 

cards; over 10 billion smart cards along with 260 million 

readers have been sold in 750 cities worldwide1). These 

products are compliant with the ISO/IEC 14443 standard and 

apply various cryptographic primitives such as Crypto 1, the 

1) https://www.mifare.net/en/

Triple Data Encryption Standard (3DES)[6], the Advanced 

Encryption Standard (AES)[7], and Public Key Encryption 

(PKE) according to hardware features and the strength of 

security level. MIFARE Classic has a high frequency of use 

and is standardized in [12]. It is basically a memory card 

that applies the proprietary stream cipher Crypto 1 for data 

confidentiality and integrity, as well as the MIFARE protocol 

for secure authentication. All memory on the MIFARE Classic 

is divided into sectors, and the memory of each sector is 

protected by its own sector key.

Until two research groups reverse-engineered the security 

mechanism of MIFARE Classic, including the authentication 

protocol, random number generator, and crypto cipher, it 

had been secret [4, 8]. Following the investigation, several 

crucial attack methods revealing the sector key from the 

genuine reader and successful authentication data were 

developed in [2, 3, 4, 8]. Curtois proposed a novel attack 

method targeting only the legitimate card [1], and Garcia et 

al. suggested more practical and improved attacks [5]. Most 

of these card-only attacks requires controlling the random 

number generator mounted in the target.

The applicability of existing attack methods depends on 

the attacker’s ability and the available information. 

Therefore, a practical attack procedure can be determined 

by considering these conditions. In this paper, we propose 
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optimal attack flow that considers not only the attacker’s 

assumptions and the applicable information but also actual 

applied technology in the commercial card that affects the 

determination of an efficient attack procedure. Our attack 

flow focuses on practicability; therefore, it is readily 

applied to actual attacks on proprietary MIFARE Classic 

cards. To demonstrate our proposal and assertions, we 

perform a practical experiment on two different proprietary 

MIFARE products with our portable experimental setup 

comprised a commercially developed MIFARE Classic attack 

device, a smartphone, and our own application that can 

crack the card. 

The remainder of this paper is organized as follows. 

Section 2 describes MIFARE Classic, its vulnerabilities, and 

the proposed attack methods. In Section 3, we propose 

integrated optimal attack flows with actual applicable 

techniques. Section 4 introduces our experimental setup 

including the hardware and software and shows 

experimental results for the commercial cards. Finally, our 

conclusions are stated in Section 5.

2. Preliminaries

2.1 MIFARE Classic

MIFARE Classic, which is a member of the MIFARE 

family, is a memory chip that can be divided into two types 

according to memory size, namely, 1k and 4k. Fig. 1 shows 

the memory structure of MIFARE Classic 1k. It is divided 

equally into 16 sectors, which consist of four blocks of 

4×16-byte each. The last block of every sector, the sector 

trailer, contains sector keys A and B, and access bits 

including memory access conditions for four blocks within 

that sector. Various memory access commands, such as read, 

write, increment, and decrement, require successful 

authentication using either sector key A or B between the 

reader and card. The access condition, 3 bits in the access 

bits, defines which sector key is valid to perform a specific 

command. Even though access bits consist of 4 bytes, only 

3 bits of which can define the access conditions for each 

data block. For example, if the access bits for Data Block 0 

of Sector 1 are set as (0,0,0), then the block requires a 

successful authentication using either sector key A or B. In 

case of MIFARE Classic 4k, sectors 0-31 consist of four 

blocks, whereas the others have 16 blocks. The memory 

structure of MIFARE Classic is described in detail in [12].

MIFARE Classic has several security features. The main 

security element, Crypto 1, consists of a filter function and 

a state, which is an input of the function. It outputs a 

1-bit keystream from the input value and state every clock 

cycle. The result of the cryptography algorithm is used to 

encrypt sensitive data, such as session key. In addition, 

MIFARE Classic exploits a random number generator (RNG), 

which yields nonce every clock cycle. To improve the 

security strength, it adopts a challenge-response mutual 

authentication as follows.

MIFARE Classic is compliant with both the ISO/IEC 

14443A part 3, which defines the start of communication 

and how to select a card, and the MIFARE protocol for 

authentication and data exchange between a card and 

reader. Fig. 2 shows a summary of the MIFARE Classic 

protocol. In the ISO/IEC 14443A part 3, the card transmits 

its Unique Identifier (UID) and Select Acknowledge (SAK) to 

the reader. All authentication data within the MIFARE 

protocol are protected with session keys which are induced 

from stream cipher Crypto 1 with a sector key, and 

generated based on random numbers. 

Fig. 1 Memory Structure of MIFARE Classic 1k.

Fig. 2 MIFARE Classic Protocol.
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2.2 Vulnerabilities

MIFARE Classic uses stream cipher Crypto 1 to ensure the 

confidentiality and integrity of the authentication data. In 

addition, it employs challenge-response mutual authentication, 

which is the so-called MIFARE protocol, to identify the 

validity of the other party. At first glance, these technologies 

seem to ensure perfect security for the protocol; however 

they leak unintended sensitive information, partial or overll 

session keys, which retrieve sector keys by taking into 

account the UID, Card Nonce, Authentication Data and some 

error messages.

According to the odd parity bit mechanism of ISO/IEC 

14443A-3, data sent within the MIFARE Classic protocol are 

transmitted with the parity bit per byte of the data. The 

parity bit is also encrypted by keystream, which is output 

of Crypto 1, along with the authentication data. The 

keystream of a parity bit is reused to encrypt the first bit 

of the next 8-bit data. The duplication of the keystream 

provides useful information to crack MIFARE Classic.

Crypto 1 has several flaws: 1) the sector key is in the 

initial state at the beginning of the protocol, 2) the most 

significant 9 bits of the state are never used to calculate 

the output, 3) only odd state bits are related to the output, 

and 4) its result has low entropy. The aggregation of above 

flaws facilitates the recovery of the initial state via the 

input and some outputs of Crypto 1. Concretely, an 

adversary can retrieve the sector key, which knows the UID, 

Card Nonce, and all the session keys used to protect the 

Authentication Data of the reader and the card. This 

principle is a crucial weakness of Crypto 1 [4, 9].

The conventional MIFARE Classic card has a specific 

RNG based on a 16-bit Linear Feedback Shift Register 

(LSFR), which left-shifts 1 bit and updates the right-most 

bit through a feedback function in each clock cycle [9]. 

During the authentication protocol, a 32-bit nonce is 

exploited, which is generated by a 16-bit LFSR having only 

a 16-bit entropy. This fairly low entropy yields an identical 

random number within a short time. Random number 

generation according to clock cycle allows that adversary 

predicts the generated nonce from the number of clock 

cycle. In conclusion, the traditional MIFARE Classic card 

exploits fixable and predictable RNG, and this drawback 

provides a crucial method to crack the card. Hereafter, we 

designate this RNG as a pseudo-random number generator 

(PRNG).

2.3 MIFARE Classic Attack Methods

Default Key Search. The NXP set a default key when 

manufacturing MIFARE Classic cards to facilitate test to 

integrate the access control system. In addition, many 

deployed systems retain a default key for unused sectors of 

the card. These default keys are well researched, and Table 

2 shows some well-known key candidates. An adversary 

who plays the role of a reader can recognize a weak sector 

using a default key by repeatedly attempting authentication 

for all sectors of the target card with known default key 

candidates. This weak sector key is negligible when 

attacking the card because its data block is generally 

empty. However, the sector key is used in a Nested 

Authentication Attack as crucial information to recover the 

customized sector key, which is not the default key.

0xFFFFFFFFFFFF 0xA0A1A2A3A4A5

0xB0B1B2B3B4B5 0x4D3A99C351DD

0x1A982C7E459A 0x000000000000

0xD3F7D3F7D3F7 0xAABBCCDDEEFF

Table 1 Well-researched default key candidates.

Dark Side Attack [1]. The odd parity bit mechanism is 

used to detect errors in the authentication data. When the 

card receives the reader’s encrypted authentication data, it 

decrypts the data and identifies the validity of the parity 

bit. If the parity bit is correct and the reader’s 

authentication data are invalid, the card generates a 

protected 4-bit NACK (Not Acknowledge) value denoted by 

{NACK} with a session key. In this case, NACK is identical 

to 0x5 [13]. The 4-bit session key used to protect {NACK} 

is recovered by the XOR operation with an aware constant 

NACK value.

An adversary spoofs authentication with a legitimate card 

until the reader’s authentication data transmission step. 

Finally, he successively attempts authentication to obtain 

{NACK} and the proper parity bits according to all eight 

possible reader’s answers with a fixed card nonce. From the 

obtained information (UID, card nonce, eight session keys 

for {NACK}, and 8 parity bits), the sector key is induced 

under the Crypto 1 weakness. The complexity of this attack 

is identical to 300 authentication attempts.

Varying The Card Nonce Attack [5]. In contrast to the 

previous attack method, the attacker allows the card nonce 

to vary. That is, this attack does not need to fix or predict 

the card nonce. Prior to carrying out the attack, the 

adversary would construct a huge pre-computed table which 

consisting of a 48-bit state such that the 8-bit parity bit 

and 4-bit session keys for {NACK} are all zeros when the 
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two 4-byte authentication data are identical and zeros. This 

state is used to generate the first session key bit protecting 

the reader’s authentication data. The pre-computed table 

contains approximately   elements.

The adversary repeatedly attempts authentication to the 

target card by sending all zeros as the reader’s response 

consisted of two 4-byte data and an 8-bit parity bit. If he 

receives a card nonce with a {NACK} of 0x5, then the 

attacker halts the attempt. Note that when session keys for 

{NACK} are identical and all zeros, {NACK} has 0x5 as its 

value. In this condition, the proper 8-bit parity bit and 4-bit 

session keys for {NACK} are determined with respect to the 

correct card nonce and sector key. Therefore, the adversary 

will achieve the appropriate card nonce on average after   

authentication attempts. 

Then, the attacker reconstructs approximately   initial 

states by applying a rollback scheme to the precomputed 

table with the proper card nonce and UID as inputs and 

attempts authentication to the card until succeeding with 

respect to the overall initial states.

This attack requires 384 GB ROM storage and 

approximately   authentication attempts. This huge memory 

requirement and the number of communication are 

significant restrictions for this method.

Nested Attack [5]. When a reader has already completed 

authentication for a sector of a card, a new authentication 

for another sector is performed starting with the encrypted 

card nonce transfer. The card nonce is protected with a 

session key induced from the sector key of the subsequent 

sector. If an adversary is aware of the nonce, he recovers 

the corresponding session key. Finally, the sector key is 

induced from the session key via the Crypto 1 weakness.

As described in Section 2.2, the PRNG yields a random 

number every clock cycle. Therefore, a second card nonce 

for subsequent authentication is determined by the first 

nonce value and the time period from the first card nonce 

request command. Consequently, an adversary who is aware 

of at least one sector key can recover another sector key. 

This attack requires three authentication attempts in the 

online phase and requires a second attempt to reveal the 

key in the offline phase.

Genuine Reader Attack [4]. Unlike the above four 

attacks, this method targets the genuine reader, not the 

card. If timeout occurs in the MIFARE Classic protocol, a 

32-bit HLAT command is transmitted with protection by a 

session key. The HLAT is a constant value defined in the 

ISO/IEC 14443A-3 standard. Given that an adversary is 

unable to send the correct card authentication data, he 

receives the {HLAT} command, and its session key is 

obtained. Note that the HLAT is identical to 0x500057CD in 

the card’s authentication data transmit step. In addition, 

another session key is revealed from the reader’s 

authentication data with the card nonce. Both session keys 

result in a sector key under the Crypto 1 weakness.

Successful Authentication Data Attack [4]. This attack is 

similar to the above Genuine Reader Attack except that it 

requires successful authentication data. The successful 

protocol includes sufficient information to recover the sector 

key, such as the UID, the card nonce, and the authentication 

data of both the reader and the card. Considering that three 

different session keys are induced from both authentication 

data, sector key recovery is readily performed in a very 

similar manner to the above attack. This attack is the most 

powerful because it does not disturb the standard protocol 

and requires low computational overhead to reveal the key. 

Whereas, the adversary should be able to eavesdrop the 

wireless traffic.

3. Optimal Attack Flow According to the Attacker and 

RNG type

Various weaknesses of MIFARE Classic are considered in 

the attack methods; however, the PRNG weakness has a 

crucial effect on card-only attacks. However, a specific card 

using a true random number generator (TRNG) is immune 

to all attack methods that consider the PRNG flaw. 

Therefore, according to the type of RNG, the adversary can 

determine the most effective attack method that requires 

the minimum amount of effort and time. In this section, we 

propose optimal attack procedures to identify RNG type and 

reveal the sector key.

3.1 RNG Distinction based on Public Data

NXP semiconductors has introduced MIFARE ICs, which 

support contactless IC interfaces and are compliant with ISO/ 

IEC 14443A parts 1, 2, and 3. The MIFARE family consists of 

MIFARE Classic (1k and 4k), MIFARE Plus (security levels 1, 

2, and 3), MIFARE DESFire, MIFARE Ultralight, MIFARE 

Ultralight C, and the NXP Dual or Triple Interface Card ICs, 

which are denoted DIF and are represented by SmartMX. All 

MIFARE family members use ISO/IEC 14443A part 4, 

so-called T=CL, or the MIFARE protocol for (authentication) 

data exchange between a card and a reader. 
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Ultralight Ultralight C Classic Plus DESFire DIF(Smart MX)

Products MF0 U1X MF0 U2X MF1 S50

MF1 S70

MF1 SPlus60

MF1 SPlus80

MF1 Plus60

MF1 Plus80

MF3 D21

MF3 D41

MF3 D81

P5CD009

P5CD072

P5CT072

HW Crypto - 3DES Crypto 1 Crypto 1

AES

3DES

AES

3DES

AES

PKE

RNG - PRNG TRNG TRNG TRNG

EEPROM 512 bit 1536 bit 1k Bytes

4k Bytes

2k Bytes

4k Bytes

2k Bytes

4k Bytes

8k Bytes

4k Bytes 144k 

Bytes

Auth.

Protocol

MIFARE MIFARE MIFARE MIFARE

T=CL

T=CL MIFARE

T=CL

Special 

Features

- - - MIFARE Classic

compatible

- MIFARE Classic 

compatible

SAK(hex) 00 00 08(1k)

18(4k)

08(2k in Level 1)

18(4k in Level 1)

10(2k in Level 2)

11(4k in Level 2)

20(2k, 4k in Level 3)

20 xx

Table 2 NXP MIFARE Family Summary.

Table 2 shows the NXP MIFARE IC family members and 

their features. MIFARE Classic uses the MIFARE protocol 

exploiting stream cipher Crypto 1. MIFARE Ultralight, 

Ultralight C, and MIFARE Plus in security levels 1 and 2 

exploit the MIFARE protocol with more substantial ciphers 

than Crypto 1 such as 3DES and AES. The others support 

T=CL. Among the ICs, MIFARE Plus for security levels 1 

and 2, as well as the DIF, is compatible with MIFARE 

Classic. Given that we are considering the vulnerability of 

the MIFARE Classic protocol, our actual targets are MIFARE 

Plus and the DIF supporting the protocol, as well as the 

dedicated MIFARE Classic card. These targets have unlike 

the RNG type, and such features restrict the determination 

of the applicable attack methods. The target’s specification 

documents show which type of RNG is applied [14, 15, 16]. 

The high security cards that are compatible with MIFARE 

Classic have unpredictable and unfixable TRNG. In 

particular, SmartMX of DIF applies qualified TRNG, which 

satisfies FIPS 140-2. By contrast, the MIFARE Classic card 

employs the PRNG.

NXP card ICs comply with the SAK coding rule as 

described in ISO/IEC14443-3, and the reader generally 

identifies the IC type based on its SAK value [10, 11]. The 

identifier is transmitted prior to performing the 

authentication protocol, MIFARE, and T=CL protocol; 

therefore, an adversary is able to obtain it and identify the 

IC type of the target. Concretely, the SAK of the MIFARE 

Classic card is either 0x08 or 0x18 according to memory 

size and has a PRNG. The SmartMX supporting multiple 

interfaces has a specific SAK determined by OR-operation 

of all supported SAKs. For example, a card providing only 

T=CL has a SAK of 0x20. If a card provides both T=CL 

and MIFARE Classic 1k, then its SAK is identical to 0x28, 

which is OR-ed between 0x08 (MIFARE Classic’s SAK) and 

0x20 (SAK for T=CL). The identification of he SAK of 

MIFARE Plus is highly complicated. For privacy reasons, 

MIFARE Plus uses a generic SAK, which does not reveal 

the IC type. However, several methods can be employed to 

distinguish types by using additional information. If Block 0 

can be read, then the Plus types can be differentiated via 

ATS (Answer To Select according to ISO/IEC 14443-4). 

Otherwise, the card capabilities of the Virtual Card Selection 

are applicable information. In conclusion, the IC can be 

determined from public data and leaks the target’s RNG 

type. Note that distinguishing between MIFARE Classic 4k 

and Plus 4k in security level 1 is unlikely because both 

have identical memory sizes and SAKs. In this case, 

additional investigations are required.

3.2 Optimal Attack Flow

The MIFARE Classic attacks described in Section 2.3 

require several conditions to be performed. Therefore, from 

a practical perspective, those attacks can be classified 

according to three adversary types. The first, Attacker1, is 

only able to communicate with a legitimate card. An 
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Fig. 3 Integrated Optimal Attack Procedures.

attacker who has a card is categorized as this type. In this 

case, attacks from the Default Key Search to the Nested 

Attack are possible. The second, Attacker2, is identical to 

the first, except that he has a genuine reader instead of a 

card. The Genuine Reader Attack is the only method 

available to the adversary. The third, Attacker3, holds a 

proper card and a legitimate reader. Furthermore, the 

adversary can eavesdrop on the communication between the 

card and the reader. This type is the most powerful attack 

assumption, and the attacker can apply all existing attacks 

to crack the card. The Genuine Reader Attack and the 

Successful Authentication Data Attack are methods that only 

Attacker2 and 3 are able to perform, respectively.

Intuitively, an effective attack procedure is determined by 

considering assumptions and the execution time of each 

attack method. Even though the Nested Attack is the fastest 

method, it requires at least a recovered sector key. This 

requirement is fulfilled by either the Default Key Search, if 

there is a sector key of default key, or the Dark Side Attack. 

The latter requires more execution time than the former; 

however, it is able to reveal an unknown key that is 

reconfigured from the initial setup. Therefore, either the 

Default Key Search or the Dark Side Attack followed by a 

Nested Authentication could be carried out to crack MIFARE 

Classic. Compared to the Dark Side Attack, the Varying The 

Card Nonce Attack is a useless method because it demands 

both a huge storage capacity and a huge number of 

authentication attempts.

However, this attack flow is useless when attacking 

commercial cards using TRNG, such as MIFARE Plus and 

SmartMX. These cards are immune to both the Dark Side 

Attack and the Nested Attack, which use the PRNG flaw; 

however, they are vulnerable to the Varying The Card 

Nonce Attack because this type of attack does not require a 

fixed and predictable card nonce within the MIFARE 

protocol. Consequently, the Attacker1 is able to defeat such 

cards with the Varying The Card Nonce Attack. Therefore, 

an optimal attack procedure for a practical environment is 

determined by considering the RNG type, which is verified 

from a target’s public information such as the SAK value, 

as described in the previous section. 

Fig. 3 shows integrated practical attack flow, which is 

divided into three types according to the attacker assumption 

and the form of RNG. The attack procedure for Attacker1 is 

marked with a bold dotted line and falls into two categories 

in accordance with the RNG of the target. The attack method 

for PRNG is faster and easier than that for TRNG. Note that 

Varying The Card Nonce Attack for TRNG requires huge ROM 

capacity and a large number of communication attempts. The 

Genuine Reader Attack exploiting failed authentication data is 

adequate to the Attacker2 and is independent of the RNG 

type. Given that Attacker3 exploits both a legitimate card and 

a reader, he is able to perform the attacks of the other two 

attackers, as well as the most powerful one using successful 

authentication data. An attack exploiting proper authentication 

data is readily applied to a target without considering the 

RNG. 

4. Practical Attack Results

In this section, we describe the application of a proposal 

attack procedure to proprietary MIFARE Classic cards in 

detail from the practical attack environment setup to the 

recovery of the sector key. To demonstrate the necessity of 

RNG identification in an actual attack, we perform 

Attacker1’s attack procedure on two commercial cards that 

both support MIFARE Classic but employ different RNGs, 

namely, PRNG and TRNG. Note that the Genuine Reader 

Attack and Successful Authentication Data Attack can be 

used if an adversary has the authentication data for each 

attack.
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Command Description

Standard

Operation

hf 14a reader
Acts like an ISO/IEC 14443A reader. From this command, it is possible to verify identity data 

such as UID, SAK, and IC type.

hf mf rdbl
Reads data of a block of MIFAR Classic memory. To perform this command, the sector key is 

required.

hf mf rdsc Reads data from a sector of the MIFAR Classic memory. The proper sector key is required.

hf mf wrbl Writes specific data to a block of MIFARE Classic memory along with the correct sector key.

hf 14a snoop Sniffs communication data between the card and the reader of ISO/IEC 14443A.

hf list 14a Shows eavesdropped data.

Attack 

Operation

hf mf chk Acts like an ISO/IEC 14443A reader and performs the Default Key Search.

hf mf mifare Acts like an ISO/IEC 14443A reader and performs the Dark Side Attack.

hf mf nested Acts like an ISO/IEC 14443A reader and performs the Nested Attack.

hf 14a sim Acts like an ISO/IEC 14443A card and performs the Genuine Reader Attack.

hf 14a snfattack Reveals the sector key from the measured communication data.

Table 3 Summary of the Proxmark3 system commends.

4.1 Experimental Setup

Jonathan Westhues developed Proxmark32) to thwart 

RFID/NFC system using low frequencies (LFs), 125 kHz and 

134 kHz, and a high frequency (HF) of 13.56 MHz. 

Proxmark3 is able to eavesdrop on traffic at these radio 

frequencies and communicate with the card and the reader. 

These functions are sufficient to carry out MIFARE Classic 

attack methods. Therefore, we exploited this device to play 

the roles of the reader and the card, as well as to sniff 

communication data within the MIFARE Classic protocol.

Fundamentally, the Proxmark3 system consists of 

hardware and software parts. The hardware is divided into a 

control board, which is the so-called Proxmark3, and an 

antenna (LF or HF). From the software, we can manipulate 

the hardware to carry out attacks and update firmware. The 

system operates in a PC environment with a specific OS, 

such as Windows XP, 7, 8, 10, Linux, and OS X. The 

software setup is fulfilled from the source code3) of 

Proxmark3 and the ProxSpace4) supporting compile 

environment of the source code. Based on the ability of 

hardware, which plays the roles of the card and the reader 

and traces the wireless data, the Proxmark3 system provides 

a variety of functions assist with cracking a target 

radio-frequency system. Table 3 shows useful commands in 

the source code for the MIFARE Classic card. In the case of 

the attack methods, this system supports all schemes 

described in Section 2.2, except for the Varying The Card 

2) https://store.ryscc.com/
3) https://github.com/Proxmark/proxmark3
4) https://code.google.com/archive/p/proxmark3/downloads

Nonce Attack, which requires substantial computational 

overhead as well large storage.

From a practical perspective, the portability of an attack 

device may be an important factor. Note that a light-weight 

physical device allows an adversary mobility and 

concealment. Intuitively, the above Proxmark3 system can be 

reduced by using a laptop or tablet with the proper OS as 

the PC. The role of the PC in the attack system is to 

control Proxmark3 and perform a specific operation to 

retrieve the sector key. Therefore, a smartphone is a small 

device that is adequate to stand in for the PC. To 

communicate with Proxmark3, the smartphone requires a 

USB driver and a USB host mode to control an external 

device via the USB port. If the Android kernel supports the 

driver, then the communication can easily be setup. 

Otherwise, this problem can be readily solved by 

downloading USB CDC-ACM5) driver for Android. In our 

implementation, we use a SAMSUNG Galaxy S3 (GT-I9300) 

with the Android 4.1.2 OS.

The Proxmark3 source code is operated on the Android 

smartphone via Proxdroid6), which makes an executable file 

of the source code for Android. From the source code, 

Proxdroid yields three library files, “libreadline.so”, 

“libtermcap.so”, and “libusb.so”, and an execution file named 

“proxmark3”. If these files are moved to the proper 

locations on the smartphone, the Proxmark3 system can be 

operated with a smartphone using Terminal Emulation7) for 

Android, which is a free application and downloadable in 

5) http://www.draisberghof.de/usb_modeswitch/bb/viewtopic.php?f=6&t=1113
6) https://github.com/marcv81/proxdroid
7) https://play.google.com/store/apps/details?id=jackpal.androidterm&hl=ko
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Fig. 4 Our portable attack environment setup.

Google Play store.

However, using a terminal application is inconvenient 

because the application works based on typing, not touching 

the screen, such as a terminal of Linux. For the sake of easy 

of attack, we implement an application performing the 

MIFARE Classic attack, which is operated by touching 

several buttons. The JAVA process class supports a function 

that controls an external process directly. Our application 

manipulates the execution file “proxmark3” via the JAVA 

process class. For example, if we touch the button for 

sniffing, then our application sends the “ha 14a snoop” 

command to the process and controls Proxmark3 to conduct 

eavesdropping. Fig. 4 is a diagram describing our setup from 

the building of the source code to controlling Proxmark3.

Our own application supports three different attacks 

according to attacker type. The first attack automatically 

carries out the card-only attack procedure of Attacker1 for 

PRNG (Fig. 3). It is divided into an online phase, which 

reveals a sector key and dumps memory, and an offline 

phase, which makes a cloned card using the data acquired 

in the previous phase. The second attack is the Genuine 

Reader Attack, which is performed in four phases. In the 

first phase, Proxmark3 communicates with the genuine 

reader to collect failed authentication data. The smartphone 

then retrieves the sector key from the authentication data 

and dumps the target’s data via Proxmark3 through the 

revealed sector key. The final phase produces the cloned 

card. The last attack is the Successful Authentication Data 

Attack, which is operated similarly to the second attack, 

except for the first phase, where it eavesdrops on the 

communication data between the legitimate card and the 

reader. The remaining phases are identical to the second 

attack. Fig. 5 shows our MIFARE Classic attack application.

Fig. 5 Our MIFARE Classic attack application.

4.2 Experimental Results

Even though Proxmark3 supports a function that yields 

the target’s SAK and IC type, which is performed with the 

“hf 14a read” command, a free smartphone application called 

NFC TagInfo by NXP8) is a simple means to replace the 

former command. This application was developed by NXP 

Semiconductors to help users explore the NFC features of 

their contactless ICs. We investigated the SAK and IC types 

of the targets using the application on a SAMSUNG Galaxy 

S3 with the NFC facility. Note that only smartphone- 

implemented NFC enables the proper function of TagInfo.

Fig. 6 shows the card identification result of the 

application, including IC manufacturer, IC type, mounted 

communication standards, and identity data, such as UID and 

SAK. From the results, we can see that the first target 

(Target A ) is identical to a dedicated MIFARE Classic, card 

and the second (Target B ) is SmartMX compatible with 

MIFARE Classic. Therefore, we can expect that Target A and 

8) https://play.google.com/store/apps/details?id=com.nxp.taginfolite
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Fig. 6 IC information of Targeta A (left ) and B (right ).

Fig. 7 The attack results on Target A.

Fig. 8 The attack results on Target B.

B have PRNG and TRNG, respectively (see Table 2). Memory 

settings, similar to the results of the Default Key Search, are 

provided. Both have a secure 15th sector blocked with a 

modified key and a weak 8th sector using the default key. 

From these results, we can predict that Target A is 

vulnerable to the Default Key Search followed by Nested 

Attack, whereas Target B is not. In this case, the Varying 

The Card Nonce Attack is a proper method to thwart the 

second target; however, it is difficult to apply in our 

environment.

We performed an automated attack for PRNG to reveal the 

15th sector key with our attack environment composed of a 

smartphone with our own application and Proxmark3. This 

attack successfully recovered the sector key of Target A but 

did not reveal any sensitive information for Target B. For the 

sake of visualization, we illustrate the attack results yielded 

from a terminal emulator on the smartphone instead of our 

MIFARE attack application. Experimental results for both 

targets are illustrated in Figs. 7 and 8. First, we identify IC 

type, and the results were identical to the findings of 

TagInfo. From the Default key Search, we investigated the 

weak sector key using a well-known default key candidate. 

Our attack exploited 12 default key elements, which were 

implemented in the Proxmark3 source code. As with TagInfo, 

this code estimated the 8th sector key of the default key and 

15th sector key of the secret key. Then, we carried out the 

Nested Attack with the known key. The attack recovered all 

the other sector keys of Target A but failed on Target B. 

These results demonstrate that, in a practical environment, an 

optimal attack procedure should not be determined without 

considering the RNG type.
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5. Conclusion

Various studies have been performed to verify the 

vulnerability of MIFARE Classic from reverse-engineering 

recovered security features, such as the cryptographic 

algorithm, the authentication protocol, and RNG, to actual 

attacks cracking the card. The existing attack methods are 

thoroughly practicable techniques. However, from the 

adversary’s perspective, optimal attack procedures can be 

determined by considering the feature of the proprietary 

cards. Most card-only attacks exploit the PRNG flaw, which 

an adversary is able to predict and fix. However, some 

commercial cards mounted to secure RNG do not have PRNG 

weakness.

In this paper, we proposed an optimal attack flow 

considering an adversary’s ability and the RNG type. We 

contend that the information of the RNG type is as 

important as the adversary’s ability when determining the 

optimal attack flow on an actual target. In addition, we 

suggest a method to identify the RNG type using public 

information and the official documents for a target. Based on 

our proposed attack flow and the identification method of 

RNG, we carried out practical experiments targeting two 

commercial cards that support different RNG types. Our 

experimental setup was a portable attack device consisting of 

Proxmark3, a smartphone, and our own application, which 

performs attack methods from the smartphone. Our research 

results will likely reduce the difficulties in evaluating the 

vulnerabilities of MIFARE Classic. 
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