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Abstract IDS (Intrusion Detection System) is used to detect network attacks through network data analysis. The
system requires a high accuracy and detection rate, and low false alarm rate. In addition, the system uses a range
of techniques, such as expert system, data mining, and state transition analysis to analyze the network data.

The purpose of this study was to compare the performance of two data mining methods for detecting network attacks.
They are Support Vector Machine (SVM) and a neural network called Forward Additive Neural Network (FANN).
The well-known KDD Cup 99 training and test data set were used to compare the performance of the two algorithms.
The accuracy, detection rate, and false alarm rate were calculated. The FANN showed a slightly higher false alarm
rate than the SVM, but showed a much higher accuracy and detection rate than the SVM. Considering that treating
a real attack as a normal message is much riskier than treating a normal message as an attack, it is concluded that
the FANN is more effective in intrusion detection than the SVM.

Keywords : Data Mining, Forward Additive Neural Network, IDS(Intrusion Detection System), Intrusion Detection,
Neural Network, SVM(Support Vector Machine)
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Table 1. Classification of Intrusion Detection Systems

Item
host based
network based

Category

Data Sources

application based
misuse based

Analysis Techni
nalysis Technique anomaly based

real-time

Elapsed ti -
apsed time interval-based

centralized

Control Strategy partially distributed
fully distributed

active

Response Options -
passive
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Fig. 1. Linear SVM
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Table 4. Comparison of Accuracy

N(’“Ezltcmta SVM(%) FANN(%)
10% 80.49 92.70
20% 79.08 92.57
30% 78.11 92.28
40% 78.46 9231
50% 7824 92.36
60% 7173 92.06
70% 78.11 91.62
80% 77.49 92.16
90% 76.55 9137
B 7825 92.16
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Detection Rate =

e
TP+ FN

% 100%

Table 5. Comparison of Detection Rate

NO”EZItCDam SVM(%) FANN(%)

10% 75.79 91.23

20% 74.04 91.18

30% 72.83 90.78

40% 73.26 90.82

50% 72.99 90.80

60% 72.35 90.46

70% 72.83 89.94

80% 72.04 90.60

90% 70.88 89.59

it 73.00 90.60
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Table 6. Comparison of False Alarm Rate

N"”ﬁzlmData SVM(%) FANN(%)

10% 0.10 1.23

20% 0.10 1.69

30% 0.05 1.54

40% 0.05 1.54

50% 0.05 1.18

60% 0.05 133

70% 0.05 1.44

80% 0.00 1.39

90% 0.00 1.28

B 0.05 1.40
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