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Abstract SOA(service oriented architecture) based ESB(enterprise service bus) model is widely adopted in many
companies for the safe processing of enormous data and the integration of business system. The existing web
service technologies for the construction of SOA, however, show unsatisfactory in practical applications though the
standardization of web service security technologies is in progress due to their limitations in safe exchange of data.
Internal end users using a large business system based on such environment are composed of the variety of
organizations and roles. Companies might receive more serious damage from insider threat than that from external
one when internal end users get unauthorized information beyond the limits of their authority for private profit and
bad purposes. In this paper, we propose a security architecture capable of identifying and coping with the security
threats of web service technologies arouse from internal end users.
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{Signature Id="MyFrsiSignature” xmnins="hilp://www.w3.0rg/2000/09 xmidsig#">
(Eﬁgmdlnh)
{Canoni ugorithm="hitp://www.w3,0rg/ 2006/125m Fclan1 15>
{Signarepethod Algoithm="hilp:/www.w3. org/2000/0%anldsig# dsa—shal" />
<{Reference URE"hip://www w3 org/TR/2000/RE C—xhiml - 200001267
{Trensforms}>
{Transform Algoriti= hilp:/fww.w3.0rg/2006/1 24ml-c 140117
&/Transforms>
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<?xml version="1.0'?>
<PaymentInfo xmins="http://example.org/paymentv2'>
Non- <Name>John Smith</Name>
encryptin <CreditCard Limit="5,000" Currency="USD">
X)IGIOL 9 <Number>4019 2445 0277 5567 </Number>
::1 t <Issuer>Example Bank</Issuer>
emen <Expiration>04/02 </Expiration>
</CreditCard>
</Paymentinfo>

<?xml version="1.0"?>
<PaymentInfo xmins="http://example.org/paymentv2'>
<Name>John Smith</Name>
<EncryptedData
Encrypting | Type="http://www.w3.0rg/2001/04/xmlenc#Element’
an XML xmins="http://www.w3.0rg/2001/04/xmlenc#’ >
Element <CipherData>
<CipherValue>A23B45C56</Ciphervalue>
</CipherData>
</EncryptedData>
</Paymentinfo>

3 4, XML S3} HjolE o
Fig. 4. XML encryption data example
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