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Abstract As most devices in a wide range of automotive, aerospace, and missile have built-in software that
controls the system behaviors, the safety of the software is growing in its importance. That is, the software
safety has emerged as one of big issues because the threat of accidents caused by software malfunction is
rising. Accident by software can be occurred from user mal-operation, but the fundamental reason of the
accident comes from insufficient verification of the safety in software development process. Therefore, this
paper presents how the software safety analysis and management activities should be done in the development
process. In particular, we propose how to apply the safety analysis and management activities in the prototype

or incremental development process.
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Table 1. International Standards for Safety by Industrial Areas
Domains Standards Titles of Standards (Publication Year)
Standard for Functional Safety of Electrical/Electronic/ Programmable Electronic
Common IEC 61508 Safety-related Systems (E/E/PE, or E/E/PES) (2010)
Automotive ISO 26262 Road vehicles - Functional safety (2011)
IEC 62278 Railway applications — Specification and demonstration of reliability, maintainability and
) safety (RAMS) (2002)
Railway - — — - - -
IEC 62279 Railway applications — Communications, signalling and processing systems — Software for
railway control and protection systems (2002)
ARP 4761 Guidelines and Methods for Conducting the Safety Assessment Process on Civil Airborne
Airborne Systems and Equipment (1996)
DO-178C Software Considerations in Airborne Systems and Equipment Certification (2012)
IEC 60880 Nuclear power plants — Instrumentation and control systems important to safety — Software
aspects for computer—based systems performing category A functions (2006)
IEC 62138 Nuclear power plants — Instrumentation and control important for safety — Software aspects
Nuclear for computer—based systems performing category B or C functions (2004)
Power |IEEE Standard Criteria for Digital Computers in Safety Systems of Nuclear Power Generating
|IEEE7-4.3.2 ]
Stations (2010)
IEC 61513 Nuclear power plants — Instrumentation and control important to safety — General
requirements for systems (2011)
Defense MIL-STD-498 Software Development And Documentation (1994)
MIL-STD-882E Department of Defense Standard Practice for System Safety (2012)
IEC 60601 Medical electrical equipment (2014)
Medical IEC 62304 Medical device software — Software life cyce processes (2006)
ISO 13606 Health informatics — Electronic health record communication (2008)
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Table 2. Applying strategies of safety analysis techniques

ok A A A"l dig £&2Q HES Yt
A AEely 71 Askel A= AdAle] 9 7S el &
Adee g AeE Aule] extFo & 24 A S 22
ez, 9E 2 948ES kT
o AbAjgt
7o, 3.6 L2
N 27 LEZE ] Jdel] AHEE F e A B4 7
ggHt, e A&How fiEm AXNEHDT Q7] Wi 2
~E YR TR U vty fellA e ol kA 71
g vE B 2 AZE] JdeAe A Tl FEAHoR
| g B Bo] AMEHE VHES dEAHeE Yehd Zlo
|H22] Table 26141 o]9o& 1 Bt ATHo g vt
g2 7 g ok B4 gEe] 98 B4 o= A= Ad
I AR e AZEYY AEe] o= wAd A48 4 9l
Aom, g% =7 ¥ A9 HE e d9A4AA, ARAd
J7ke & A Tl ugk Aed Aotk Fyw A Po] vy
3k bdA B4 7)ol EAstH, Zh A dAl gt
T e A 7S sl H88ks Ae] Fasith

Technique Name Hazard Analysis Applying Phase” Results” Methods

Cause consequence analysis Full supported PD~DD Q1/Q2 Deductive
Common cause failure analysis Partially supported PD~DD Q1 Deductive
Event tree analysis Partially supported PD~DD Q1/Q2 Deductive
Failure mode and effects analysis Partially supported PD~DD Q1 Inductive
Fault hazard analysis Full supported PD~DD Q1 Inductive
Fault tree analysis Partially supported PD~DD Q1/Q2 Deductive
Functional failure mode & effect analysis Partially supported CD Q1 Deductive
Hazard and operability analysis Full supported PD~DD Q1 Inductive
Markov analysis Partially supported PD~DD Q1/Q2 Deductive
Petri net analysis Partially supported PD~DD Q1/Q2 Deductive
Preliminary hazard analysis Full supported CD~PD Q1 Induc./Deduc.
Preliminary hazard list analysis Full supported CD~PD Qi Inductive
Safety requirement/criteria analysis Partially supported PD~DD Q1/Q2 N/A
Sneak circuit analysis Partially supported DD Q1 Deductive
Software safety assessment Full supported CD~PD Q1 N/A
Subsystem hazard analysis Full supported DD Q1 Induc./Deduc.
System hazard analysis Full supported PD~DD~T Q1 Induc./Deduc.
Systems theoretic process analysis Not Supported CD~PD Q1 Deductive

Remark 1) CD: Conceptual Design, PD: Preliminary Design, DD: Detailed Design, T : Testing
Remark 2) Q1: Qualitative, Q2: Quantitative, N/A: Not Applicable
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