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Abstract Recently, Internet services via various devices including smartphone have become available.
Because of the development of ICT, numerous hacking incidents have occurred and most of those attacks
turned out to be APT attacks. APT attack means an attack method by which a hacker continues to collect
information to achieve his goal, and analyzes the weakness of the target and infects it with malicious code,
and being hidden, leaks the data in time. In this paper, we examine the information collection method the
APT attackers use to invade the target system in a short time using big data, and we suggest and evaluate

the countermeasure to protect against the attack method using big data.
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Table 1, Big Data Definition and Feature
Organization Definition and Feature
*  Volume, Velocity, Variety
Forrester v Large-scale data with diversity
v Data to create economic value
SER * Sum of Large-scale data
* Technology and tools related to Large—scale data
* 3V : Volume, Variety, Complexity
v Volume : Large scale of data
Gartner v Variety : Diversification of the types of different data from the increase of the types of data such as log
history, social and location information
v Complexity : The types of data vary being related to non-structured data, the difference of data storage
mode, and duplication issue. Control and management method for complex data is necessary.
* 4V : Volume, Variety, Velocity, Value
v" Volume, Variety similar to Gartner
SAS v Velocity : Real time information increase regarding sensor, monitoring, loT information, and streaming,
Data generated in real time, Importance of the speed to process and analyze
v Value : A new value creation
* Three components of big data
v Human resource and organization to process big data
Nomura v Data process, collection, analysis techniques
LAB v Data resource
* Widespread application of three elements to real life with the characteristics of data and the development
of computing power
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