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Abstract

The interface between servers and clients and system management in the cloud computing

environment is different from the existing computing environment. The technology for information

protection. Management and user authentication has become an important issue. For providing a more

convenient service to users, SSO technology is applied to this cloud computing service. In the SSO

service environment, system access using a single key facilitates access to several servers at the

same time. This SSO authentication service technology is vulnerable to security of several systems,

once the key is exposed.

In this paper, we propose a technology to solve problems, which might be caused by single key

authentication in SSO-based cloud computing access. This is a distributed agent authentication

technology using a multiple SSO agent to reinforce user authentication using a single key in the SSO

service environment. For user authentication reinforcement, phased access is applied and trackable

log information is used when there is a security problem in system to provide a safe cloud computing

service.
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[l. Literature Review

1. Cloud Computing
1.1 Main Characteristics and Models of Cloud
Comput ing
1) Main Characteristics of Cloud Computing
Fe9= AFE Avlze) QA e 29 13} o] f-F
A HEND 15 B2 B R AuaE AFsa

(<3}
AR

Server
Monitoring Hosting Security
lot
Web E C_ ) Jd. e
Hosting Computing PABX
Anti Spam Volp
& Anti
Virus

Fig.1.

Cloud Computing Service

NISTelA Bejd F2h9-E AFE Y F8 5S4 a7 &
o] 574 = A& F AUrt4l.

D On-demand self-service :
A5 8% H}\o] doAel=

A2 AlEAred A9l
AAG AFg oz vEST

2 28 5 9

2 PDAS)O 98 IEYT 7F840] ALY B |
AUSFS 53 A s8] stk

® Resource Pooling : Ay A&Ae] AFE 24e ot
5 BAs AMEste] BE ARRAEANA ATEES A%
Fo] glom, ARgAle] g7 wil AR v EEF ]
A 7P3A AdEe] g A dgdn ARAE o

W o 2 A TE Ao AEe 9o dig AEE g
S BA T gloy 22 Ak AR AREARL T
e 1ot & ARE fA7bssith
@ Rapid elasticity @ AH]2~E AAEA] o}F w2A 2
TE 4 2ga Fuid e gEA 54t
AH) 2= F3o] wE HHe SA 5

(® Measured service : 5

28 olgdtel A9 AHES AHT AT, A9 S
2UE % Aofsha 7| Sake] Aul AFAs Aulz A}
87 Aolo] FRAS Ao

2) Cloud Computing Service Model
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1.2 Cloud Computing Security Threats
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Fig. 2. SSO service of central integrated management
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3. Safe Mobile Cloud Computing
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IV. Performance Test and Analysis
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