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Biometric Image Cryptographic Algorithin Based on the Property of Wavelet Transform
Coefficient

Shin Jonghong

{Abstract)

Lossless encryption methods are more applicable than lossy encryption methods when
marginal distortion is not tolerable. In this research, the author propose a novel lossless
symmetric key encryption/decryption technique. In the proposed algorithm, the image is
transformed into the frequency domain using the lifting wavelet transform, then the image
sub-bands are encrypted in a such way that guarantees a secure, reliable, and an
unbreakable form. The encryption involves scattering the distinguishable frequency data in
the image using a reversible weighting factor amongst the rest of the frequencies. The
algorithm is designed to shuffle and reverse the sign of each frequency in the transformed
image before the image frequencies are transformed back to the pixel domain. The results
show a total deviation in pixel values between the original and encrypted image. The
decryption algorithm reverses the encryption process and restores the image to its original
form. The proposed algorithm is evaluated using standard security and statistical methods;
results show that the proposed work is resistant to most known attacks and more secure

than other algorithms in the cryptography domain.

Key Words : Cryptography, Lossless Image Encryption, Wavelet Transform, Coefficient
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1st level of wavelet

Analysis filter tap length : |
Decomposition produces : LL4, LH1, HLy, HH4

Encryption step
1st step : Diminish LL 4
LLs=LL4/(m1X ny)

2nd step : Reverse sign the coefficient
-LH4, -HL4, -HH;4

3rd step : Swap the coefficient
LL;« HLy and LH4 - HH;4

2n level of wavelet

Analysis filter tap length : k
Decomposition produces : LL,, LH,, HL,, HH,

Encryption step

1st step : Diminish LL >
LL,=LLy/(myX ny)

2nd step : Reverse sign the coefficient
-LH,, -HL,, -HH,

3rd step : Swap the coefficient
LL, < HL, and LH, « HH,

2nd level of Inverse wavelet
Synthesis filter tap length : k

1t level of Inverse wavelet
Synthesis filter tap length : |

Encrypted Image
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LL(i,5) = LL,(i,5)(m, Xn,)

27 step : Reverse sign the coefficient
-LH,, -HL;, -HH,

3d step : Grow LL, Coefficient
LL2=LL2X(TTI2X nz)

2nd |evel of Inverse wavelet

Synthesis filter tap length : k
Reproduces : LL,

Decryption step

1st step : Swap the coefficient
LL1 © HL1 and LH1 © HH1

2n step : Reverse sign the coefficient
-LH;, -HL4, -HH;

3d step : Grow LL, Coefficient
LL1=|_L1 ><(m1 X n1)

15t level of Inverse wavelet
Synthesis filter tap length : |

Decrypted Image
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