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ABSTRACT

Recently, cyber attacks are continuously threatening the cyberspace of the state across the border. Such cyber attacks show
a surface which is intelligent and sophisticated level that can paralyze key infrastructure in the country. It can be seen well in
cases, such as hacking threat of nuclear power plant, 3-20 cyber terrorism. Especially in public institutions of the country in
which there is important information of the country, advanced prevention is important because the large-scale damage is expected
to such cyber attacks. Technical support is also important, but by improving the cyber security awareness and security expert
knowledge through the cyber security education to the country’s public institutions workers is important to raise the security
level. This paper suggest education courses for the rise of the best security effect through a short-term course for the country’s
public institutions workers.
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Table 1. Security officer's work and related FAEIE A T e okds T e
subjects S8 Anuek B2, Wk BA AE 5 /1% mikg
Security officer’s ‘ DAL 75 FdEe As 4 F A
work Related subjects
- Server security Table 2. Security officer's work and related
management subjects
Security - Guideline for network Security officer’s .
Management construction work Related subjects
- Network security system Maintenance of . .
management infrastructure - National infrastructure
- National cyber system or ICT system .
Preparation management system SCADA(Supervisory - Server security
against cyber - Law and system about Control and Data - Recent cyber threat and
crisis cyber security Acquisition) response
- Preparation procedures Vulnerability
- Domestic IT evaluation assessment of
and authentication infrastructure
Deployment and system system - Pt.enetration.test practice
operation of - Network security system or - Risk analysis and
network security management SCADA(Supervisory vulnerability assessment
system - DDoS(Distributed Denial Control and Data
of Service) attacks and Acquisition)
countermeasures Program
Network

construction and

- Guideline for network

construction
management
Informatization(or | - Recent cyber threats and
Information responses
security) - Law and system about
planning cyber security
Personal . .
. R - Personal information
information . .
. security in public sector
security

Server security

- Windows server security
- Linux/Unix server

management .

security
PC(Personal - PC management tool
Computer) - Business PC security
management management

Security audit
(Vulnerability
assessment)

- Penetration test practice
- Risk analysis and
Vulnerability assessment

implement and
maintenance

- Secure coding

Management of
SCADA server and
client

- Server security
- PC management tool

Deployment and
operation of
network security

- Guideline for network
construction

- Network security system
management

- Domestic IT(Information

system Technology) evaluation
and authentication
system
- National cyber
Preparation management system
against cyber - Law and system about
crisis cyber security

- Preparation procedures
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Table 3. Security monitoring and control

staff's work and related subjects

Staff's work Related subjects

- Introduction to security

monitoring and control

Security threat| - Security monitoring and

Detection control system
- Recent security monitoring
and control technology
. Security monitoring and
Incident
control workflow
response

Log gathering system

Working with
ISAC(Informati
on Sharing and

Recent security moniotring
and control technology
trend

Analysis Plans to work with ISAC

Center)
Detection rule

Network packet analysis

management
(Rglﬂe - Writing detection rule and
. rule optimization
optimization)
- Windows incident handling
Malware - Linux/Unix incident
analysis handling
- Malware analysis
Monitorin
nne ) Web based malware
webpage .
. detection
fabrication
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Table 4. Information security Beginner course

Time Subjects
09~12 oNational cyber management
D 1 system
a
v 13~18 oRecent cyber threats and
responses
09~12 oInformation security
management assessment
Day 2 oPersonal information security
13~18 in public sector
oDomestic IT evaluation and
authentication system
09~12 o Tour(Security monitoring and
Dav 3 control center)
a
v 13~18 oRisk analysis and
vulnerability assessment
09~12 oNetwork security system
management
Day 4 o DDoS(Distributed Denial of
13~18 | Service) attacks and
countermeasures
09~12 | oPC management tool
Day 5 13~18 oBusiness PC security
management
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Table 5. Information security Intermediate course

Time Subjects

oNational cyber management

09~12
system

Day 1
oRecent cyber threats and

responses

13~18

09~12 | oLogical network separation
Day 2

13~18 | o Penetration test practice

oNetwork security system

09~12
Day 3 management
13~18 oDomestic IT evaluation and
authentication system
09~12 oWindows incident
handling(practice)
Day 4
13~18 oSmart phone security threats
and responses
09~12 oInformation security
Day 5 management assessment

13~18 | oPC management tool

et gle}.

Table 6. Cyber security Advanced course

Time Subjects
09~12 oRecent cyber threats and
responses
Day 1 o -
13~18 o Vulnerability analysis and
assessment (theory and practice)
~ o Vulnerability analysis and
Day 209~12 assessment (theory and practice)

Time Subjects
13~18 o Vulnerability analysis and
assessment (theory and practice)
09~12 OMalwgre analysis (theory and
practice)
Day 3 B
oMalware analysis (theory and
13~18 .
practice)
09~12 OMalwgre analysis (theory and
practice)
Day 4 -
oMalware analysis (theory and
13~18 .
practice)
oMalware analysis (theory and
09~12 .
Day 5 practice)
13~18| oSummary and discussion

4.2 ESLTI|HAM 2okt 72|12

Table 7. Infrastructure security officer course

Time Subjects

oNational infrastructure ICT
(Information &
Communication Technology)
Day 1 system

09~12

o SCADA (Supervisory Control and
13~18 | Data Acquisition) security
threats and responses

oNetwork separation and data
09~12| transmission between
Day 2 networks

oMalware distribution using

13~18 update server

olInfrastructure ICT system

09~12 . L
security guineline
Day 3 olInfrastructure ICT
13~18 | wvulnerability analysis and
assessment

09~12 | o Secure SCADA system design

Day 4 - ;
13~18 | oPenetration test practice

oNetwork security system

09~12
management

Day 5 oDiscussion about
13~18 | strengthening infrastructure
ICT security
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Table 8. Security monitoring and control staff

course

Time

Subjects

09~12

oIntroduction to security
monitoring and control

Day 1
13~18

oUnderstanding of TMS(Threat
Management System), ESM
(Enterprise Security
Management)

09~12
Day 2

oNetwork packet analysis
(pratice)

13~18

oLog gathering system

09~12
Day 3

oWindows incident handling

13~18

o Linux/Unix incident handling

09~12

o Writing detection rule and rule
optimization (practice)

Day 4
13~18

oTour (Security monitoring and
control center)

09~12
Day 5

o Strengthening human security

13~18

oDiscussion about strengthening

security monitoring and control
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