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A Study on Region-based Secure Multicast in Mobile Ad-hoc Network

Yang Hwanseok

{Abstract)

MANET is a network composed only mobile network having limited resources and has
dynamic topology characteristics. Therefore, every mobile node acts as a route and delivers
data by using multi-hop method. In particular, group communication such as multicast is
desperately needed because of characteristics such as battery life of limited wireless
bandwidth and mobile nodes. However, the multicast technique can have different efficient
of data transmission according to configuring method of a virtual topology by the movement
of the nodes and the performance of a multicast can be significantly degraded. In this paper,
the region based security multicast technique is proposed in order to increase the efficiency
of data transmission by maintaining an optimal path and enhance the security features in
data transmission. The group management node that manages the state information of the
member nodes after the whole network is separated to area for efficient management of
multicast member nodes is used. Member node encrypts using member key for secure data
transmission and the security features are strengthened by sending the data after encrypted
using group key in group management node. The superiority of the proposed technique in
this paper was confirmed through experiments.

Key Words : Multicast, Mobile Ad—hoc Network, Region—based Routing, Data Encryption
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