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Research on Secure Coding and Weakness for Implementation
of Android-based Dynamic Class Loading

Hyunjo Kim', Jin-Young Choi'"

ABSTRACT

Android application is vulnerable to reverse engineering attack. And by this, it is easy to extract

significant module from source code and repackage it. To prevent this problem, dynamic class loading

technique, which is able to exclude running code from distributed source code and is able to load running

code dynamically during runtime can be used. Recently, this technique was adapted on variety of fields

and applications like updating pre-loaded android application, preventing from repacking malicious

application, etc. Despite the fact that this technique is used on variety of fields and applications, there

is fundamental lack on the study of potential weakness or related secure coding. This paper would deal

with potential weaknesses during the implementation of dynamic class loading technique with analysing

related international/domestic standard of weaknesses and suggest a secure way for the implementation

of dynamic class loading technique. Finally, we believe that this technique described here could increase

the level of trust by decreasing the weakness related to dynamic class loading technique.
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1.A

PERolt A ZE A )AL o] Aol =& Au}
2 A A FEE, Aute] B4 A o F3to|
o3 £2FE FFo] ). AAFE FF o]F o=
AH M o] 7hsslal, 8% A4S FYse BE
< =AY dHIZEE AFQlEte gav| A s
59 FAo F st} ¢t go|t o] Z g A o] A o]
AXA 2 AAA A Ao R ARHE U

AN mES X5 US AH S o)E gFEo=z
FE BEd § = Wio] BQsith =3 A=
o A¢l F gy Ao HEd ArTTTL YW
ZHE AL RS F Jd= a3 Y =3 1
= ofof gh},

ol& YA Autol A AFshes 53 FPg= Y
olgE 7IHS &8 T & 9lon o] 7|He HEY
o AZEYS] AXVEE FFHOE THYT F Y%
£ 3= A8 WAYUSZIG1]. Ak 7]Hksa

¥ Corresponding Author: Jin-Young Choi, Address:
(136-713) Aegineung Cafeteria 108, 145, Anam-ro,
Seongbuk-gu, Seoul, Korea (ROK), TEL : +82-2-3290—
3575, FAX: +82-2-929-8681, E-mail: choi@forma-
L.korea.ac.kr

Receipt date : Sep. 7, 2016, Revision date : Sep. 23, 2016
Approval date: Sep. 26, 2016

" Division of Information Security, Graduate School,
Korea University(E-mail : easter@korea.ac.kr)

™ Division of Information Security, Graduate School,
Korea University

% This paper is an extended version of work published

in Conference on Information Security and Cryptography

2016(CISC-S'16, "Weaknesses occurred android-based

dynamic class loading implementation”)[22].



orE=0l= S8 Zdix 2 JIE 0l

[ x2

o
s

(r

rio

o

2

2

bt

s

>

=

dyf) Hi[

n 2
ol o
|0

[> M
fu
ol ]ﬂ
NI
i ‘1%4‘
L
13 l_m
ol
ol
2
>
oo
e
4
%0,

=)
==

o o
2 D e K

o 2

SRR A4k &
Fed Redd 4 9loh o] 28H™, A

(o i Lt
gy e

fl

>~

i)

e oy

o % o,
T o LTI o
f

4 L

S

s &

2

w2

D)

o)

2 2

o

ol o

o

£ 1

(M 30 ox
i)
Mo
t jz
[T
o It
ox o
%’ﬂ %
m
B>
Lo
W
T <Al

)
o)
i
B
>

[2,3].
o] ¢ A
14 o] 7IWHE
d Aol 29
A ol A &

4 2= =

30,

N

12

= o
ut? %
)

K3 ]IE [‘k‘l

j)

L)
£
o morfr
oo e,
o M 4
_Q‘l['lﬂ}ﬁ:l—'
ol 2 e
e".:gn)ijm
(O o pot
Q H;mzn
SRS TSY)
1m&°£
B

4 o
ox
rlo
ui
oo
29
my
£
)
o
=2
X
rr
=
o
N

M1 A

A
N oo r

S 28
P

=

9'15

K

w

o)

2

X

fr

ol

Y

it

k)

[>

fu

ofl

N

tlo
>
oo
ofr
ol
2
o
It
fr
e
[t
2
oy
M w
Yy
q 2
Y L
o L2
N 2
E &
2 X

WA g FAA
el 28T B
Aol sl &%
= 29 7H S
HFoRH o tjsf 4w
HeroRd T Fu ¢
o 5% A= b
ks AlASEL H™

A A ae 9ok}

(o ”ﬁ

o o]

5 &
2

fu op

BN
Ir
v

2 |o
>

2l
oo
ol
ol
32
to

o

f
s
2
ol
ih
£,
> i
o 2

f

2
)
=
o
X
[0
on
k
1

[
=

of _Igl oK

01:]0
ok iy
Eh )
= >
I

ot
Huoﬁ
£
ron:E
X, ]

(

ol

I AES RETH

2. WgAA

21, X ZgjA 29 7|H(DexClassLoader)

DexClassLoader 23 2Z A}83}9H, classes.dex

S5 HETAUME 2ottd Y AR 3E 9472 1793
Hdg 53 += JH 9 jar =& apk Y ZHEH
HElo] AP =5 AET 4 It} DexClass
Loader &&=l thst A= Table 13 Table 291
A ZgAEg 4 Aot

22 SX ZgjA 24 7|H(PathClassLoader)

PathClassLoader &3 & A}-&3}4, DexClass
Loader E &9} v} 7FA £ classes.dex TY & 2
et 9 F-9] jar =& apk FAEZHE HEY O
AY F=F ALE 5 T

PathClassLoader &2~ & A= Table 3
4 Table 404 A& 4+ Yot

2.3 QI=20|= NDK Z2IHY 7|

FERo|E o FE AL AntE 7|Hto. 2 <t
ERo|E SDKE AHg-ste] Zidet. o, At <
o}7F obd C/C++ 529 ThE o= HoJEH go] B
el Tasta, ol & Al 7|Hke] tERo|E ofF

Table 1. DexClassLoader Constructor details

public DexClassLoader (String dexPath,
String optimizedDirectory,

String libraryPath,

ClassLoader parent)

Table 2. DexClassLoader Parameters details

the list of jar/apk files containing
dexPath classes and resources, delimited by
(String) File.pathSeparator,
which defaults to " on Android
(I))pi?erzgfd directory where optimized dex files
. Y should be written; must not be null
(String)
String: the list of directories
libraryPath | containing native libraries,
(String) delimited by File.pathSeparator;
may be null
parent
h 1 1
(ClassLoader) the parent class loader
Table 3. PathClassLoader Constructor details
public PathClassLoader (String dexPath,
String libraryPath,
ClassLoader parent)
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Table 4, PathClassLoader Parameters details

the list of jar/apk files containing
dexPath classes and resources, delimited by
(String) File.pathSeparator,
which defaults to ":” on Android
String: the list of directories
libraryPath | containing native libraries,
(String) delimited by File.pathSeparator;
may be null
parent
h 1 1
(ClassLoader) the parent class loader
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1) Download
and install L b 3) Access Verifier
Application Attestation
2) Launch functions et i e
Ay T odule generator
gestatio® o
,,,,,,,,,,,,,,,,,,,,,,,,,, L @
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e Attestation 5) Response erify
o5 module
6.5?0 module - -
5\?” 6) Pass / Fail
— Phase 3 Two-way
6) Access website, input a code g
User Authentication

7) Inform an attestation result

Phase 2

Fig. 1. Summary of MysteryChecker: Unpredictable Attestation to Detect Repackaged Malicious Applications in

Android[2].
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Engineering for Attacks

Known Attack Patterns Weaknesses Controls* Technical Operational
Threat (CAPECs) (CWEs) System & System Impacts Impacts
Actors Engineering
Trades
% A e = Impact
% Attack <4 Item #-
Weakness @=r¢ Item g

* Controls include architecture choices, design choices, added security functions, activities & processes,
physical decomposition choices, code assessments, design reviews, dynamic testing, and pen testing

Fig. 2. Engineering for attacks summarized by MITRE,

Table 5. Variety of ways to modify APK path for each way of implementation[3]

Way of Implementation

Way of modifying APK path

Retrieve APK path from Java code and forward it to
parameter of NDK function.

Modify APK path at Java code right before
forwarding path to parameter of NDK function.

Call getPackageCodePath()
Java method from NDK code

Change return value by overriding
getPackageCodePath() method

Call getApplicationInfo()
Java method from NDK code

Change return value by overriding
getApplicationInfo() method
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Table 6. Extract smali from apk by using dex2jar pro— Hetolgd3te] SD Carde} 22 F4A7F A 7Hs
gram(saving at test—out folder) 3 #A22 £430d, DEX Z=8 2447} 43}
c:\temp>d2j-dex2smali.bat test.apk = ZEE |2 4 13l
baksmali test.apk —> test-out
4.2, ODEX(optimized DEX) HQtokH
4.1 DexClassLoader & PathClassLoader2| dexPath DexClassLoaderE AH8-3te DEX ZE=& HEHY]
oi2tolef 2otefy o] 293, ODEX(Optimized DEX)2H= 9 o

DexClassLoader ¥ PathClassLoader E# 2% Ho] 2~of] HAHstE W DEX ZE=7F AAH =
Ag3 o), 3 WA 2l dexPaths DEX ZE optimizedDirectory J2}v|Ejol] A Q¥ A= ol A%
2 238t jargtdo|} apk Bt o] ARE o)nFh Hol AbgET) o] St e =& APK path® #178
o} o] ARE WEA A A F9) dERoj= o HojokdTh

EgA ol oA A 73 7 Z(application—pri- o] st Ele AAHH H=Z7} SD Card 5 34A

vate, writable directory ©)3} APK path)©] ook 3t} 7t A2 Vs AR —r’% dttH QA DEX ZE
qheF o] et E o sjdét= A 27t SD Cardet € 34} ke ZEE Hxd A3 22 a9E

Ze ojE A2 AY HE JMsd A=W, F 7 BH13].

A7} DEX ZE2 ot zac 2 waAd & 9o optimizedDirectory+ getCodeCacheDir()E %53l
APK pati= GFEZO|E APIA AFse 2 AREARY F= 00k 3L getCode Cache

getPackageCodePath(), getApplicationInfo(), getDir() Dir() Ml&E QA FAHAT} 2 ‘ﬂa}o]% st EAA

MAE 58 B34 4L 5 9tk & 89 DEX = b A2 Vbe® AEE A 34 F Ath

EE 91 Qe jar £E apk FYLS ABERE

L2 ol getPackageCodePath() 58 E3l APK 43 X ZHA 2E 7|He| HOUHE 0188 34

pathE 4o] |5 2o A3 dexPath 32}0] GilAl

ol g A2E =3} =2 s 29 7|HS AL T e ks Fo)
ek FAATE olHF AEE e MAEE 2 E ofFY A Y Aol dFsES 53l ol A

Jmethod public Hash(lassLoad()Laava/langiStrln
.catch Ljava/lang/Throwable; { :L0 &} ? H
.registers 13
.prologue
.line 302

@) %get -obiect.v8,. 08, Lkr/

) invoke-virtual { v8 |,
Move-resulTabyect vz
.line 303

L4581 2. dirPath: Liave/lana/Siring;...

) {new-1instance v5, Ldalvik/system/DexClassLoad

‘HEW=TATEENEE VS, U f8vE) Tang 7Sty ingBuT 1dey,

invoke-static { v2 }, Ljava/lang/String;-)valueOf(Ljava/lang/Object;)Ljava/lang/String;
nove-resylt-object v9
invoke-direct i v8, vo }, LJava/lang/>tr1ngBu11der ->(init)(Ljava/lang/String; )V
const-string v9, “THash.
invoke-virtual { v8, v9 } Ljava/lang/StringBuilder;-Yappend(Ljava/lang/String; )Ljava/lang/StringBuilder;
move-result-object v8
invoke-virtual { v8 }, Ljava/lana/StringBuilder;-YtoString()Ljava/lang/String;
move-result-object v8
.line 304
const/4 v9, @
igetfobject w10, p0, Lkr/co/kdml/appcapsule/Cappsule;-Yact:Landroid/app/Activity;
invoke-virtual { v10 }, Ljava/lang/Object;-DgetClass()Ljava/lang/(lass;
move-result-object v10
invoke-virtual { v16 }, Liava/lang/Class;-)getClassloader{)Liava/lang/ClassLoader;
mgve resull object v10
ine

oké- alrect TV, V8 VE VAT, TdaTvik sy stém/ DexClassloader i -ni il Liavar Yana/strina; Liavar lana/ String; Liaval Tana/String; Ljava/lang/Classloader )V

305

.local v5, loader:Ldalvik/system/DexClassLoader;

const/4 vi1,

.line 306

.local v1, cls:Ljava/lang/Class;, “Ljava/lang/Class{xp;”

const/4 v7, O

.line 307

.local v7, obj:Ljava/lang/Object;

const-string v4, “initial”

Lo

fappcapsul

&ﬂ

@

Fig. 3. DexClasslLoader related implementation code in smali,
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.method public getPackageCodePath()Ljava/lang/String;
.registers 2
.prologue
line 21

.line 22

. Landroid/os/Environment ;-
SUTT=obyect g

invoke-virtual { v0 }, Ljava/io/File;-D>getAbsolutePath()Ljava/lang/String;

move-result-object v@
line 21
return-object v0

.end method

Fig. 4. Smali code of returning APK path by overriding getPackageCodePath() method.,

AEAsta, G ZE AYF g7 st w23t
= F40] 7lEsith B oAM= AdeA A
DexClassLoaderg AH&-3te] 54 82 29 7|

TaE of EYA ol el dFEsta g =

=
Z & smali Z=EE T3l AYste AU LE &)
3k

431 ¢tEgolE o) Zg Aol JF8 L smali &

1=}
= 74

A S| 5
| =7 dexZjar Z2I1S AMESHHE S5 APK
BY o BRE] gmali ZEE FE2F F YTHI15]
o]%, Z} smali ZEof 45 9% ZIE AUt
o g7 & HAsiH, o]F 2IE BN F 9

[

il

21 BAL B3] smali ZToA B2 Y~ 2
o 71HE AMESHE ZEE S 4 ) dd 2=
+ DexClassLoaderg 53 54 2= 29 7|HE&

AETE & 5 ek

9 smali Z=4 ®2 ©+ DexClassLoader&
o] 83 & F~2Y 7Y T I, @

9] getPackageCodePath()& &3 DEX Z =& X3

St jargtdolu apk HYS ARE ARFES &
4 9t} 9HoF getPackageCodePath() S 2w &to]d

e

3]
T3 AR E YU ESES= small ZEE AU ST
A FA AFeA |k

$19] Fig. 49] ZEANA D& oJH ZZA| 20 A
U M 7Hse 4221 SD Carde] A2 E ®stes
smali ZE°|t}. Fig. 4 AH 3AA7} i smali =
EE AYToEN T4 S EY A A 49
+ DEX Z&=§& X &3+ jargtdo|y apk 3+ <
A2 SD Cardst & olm TEA 2o ALt 12
7ted ARE AT Atk A AR F4
7o) b F =S T83lE DEX ZEE AAA 7)1,
o Fg Aol Ao ol 29 FthH FAol 4T3
A H

-

4.4, 2 ZH|EZF OWASP Mobile Top 10, CWE,
CAPEC, ZU{EZ OHE % 24

4 2o 29 /E A A BAY e
Bokepzsh vlPH = OWASP, CWE 9 7o 92
H 3% 37 JWR(CAPEC)S doluwl A8 thep
@ Fopgat o) oE A 34 e JRE 3
g 4+ Ak

53 Feo2 29 1M ol ABeANA Y
BoLPd e OWASP 2FAAC] waw Binary

planting &4l 3| 2gt}H16]. Binary planting &
2 FAAI dHIZEE = HolYE 2=
2oy dA Alxdlof] F9dste] Hekd S Tt

&l
EgAlolAe] o] & 25t AYSIEF st F

N Qo J

Table 7. Weakness related to binary planting attack and recent attack cases

Related weakness

CWE-114 : Process control

Recent attack cases related to the

Elevation of Privilege Vulnerability in iTunes for Windows

weakness and vulnerability

Remote Binary Planting in Apple iTunes for Windows
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apk o] utg wlojig Z&=
= im«] A ol A o] K QHo} Xd% =
o] Z g A o] A& Binary planting 342 %2 4+
o= 9r7t "9 E3] OWASPolA+= Binary
planting &2< CWE-114 : Process control(ZZA|
22 Ao}l wjg 3t ATH16l. OWASPOll A 53}
+ Binary planting &2 &3 Bk 2 & FHoF
A 34 Atdle o 2

olgdt T4 i 29 7S o] L& MU
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83 #Zo

OWASP Top 10 Risk 2014 M7 Client Side
Injection®l] 3 F3= W8S 2 SQL Injection, Java
Script Injection (XSS), Local File Inclusion, Intent
Injection/Fuzzing &% *3-3TH12].

CWE-114& =Z=2M 2 Ao (Process Control) 2}
e _r,l_?_}okx-l oz NFHZR FL 2} A

2 o g25E goluggE AAsAY

A, oA mert ddE F Atk
1tH6 ,14]. O]—E A3 4 S 299 3
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g T AT B sfFEh
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Fig. 5. Parent—Child relationship among CWEs related
to CAPEC—108.
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CWE-114+= CAPEC-108:Command Line Exe-
cution through SQL Injection 3 7}A] &&oat A
A=l AdtH[14]. CAPEC-1082 SQL Injection ©ll
3 35 F2 H ¥ 22 A Binary planting &4 3
= A#Ago] ot B2, 47} Binary plant-
ing 34& Tl o 2= APl HFstar

AL T 7 UAT ARG oS

= 2 T =

. AAZ CAPEC-108%} AZ= A=
CWE @&5-& ZtolH A ofge} Zo] CWE-89, CWE-
74, CWE-20, CWE-78, CWE-1147} &A1g& &
AT

o] & {2 -2 (Parent-Child relationship) 7|
2 Ut E Y 33 Zo] =5 CWE-20 : Impro-
per Input Validation®] #}2] =&l AL & 4 Ao}

Table 8. Mapping binary planting attack with related items among MOPAS legislated 47 weakness(Domestic Standard),

OWASP Top 10, CWE, CAPEC, CWSS and CVE

Category International Standard Domestic Standard
Attack OWASP
Category TOP 10 CWE CAPEC CWSS | CVE Weakness
Binar 2014 M7 CWE-114 : | CAPEC108-Command Line

1ar1tiri] (Client Side Process Execution through SQL N/A 22-Process Control
b € Injection) control Injection

Table 9. Related weakness to CAPEC—108:Command Line Execution through SQL Injection

CWE-ID Weakness Name
89 Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)
74 Improper Neutralization of Special Elements in Output Used by a Downstream Component
("Injection’)
20 Improper Input Validation
78 Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)
114 Process Control
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Table 10, List of MOPAS legislated weaknesses(Domestic Standard) related to CWE—89,79.74,78, and 114 in JAVA

Type Item Weakness CWE

1 SQL Injection CWE-89

3 Cross—site Scripting CWE-79 (Child of CWE-74)
Input data 4 OS command Injection CWE-T78
validation and 15 SQL Injection : JDO CWE-89
implementation 16 SQL Injection : Persistence CWE-89
17 SQL Injection : myBatis Data Map CWE-89
22 Process Control CWE-114

Table 11, The list of CAPECs that should be mapped to CWE-114

. Typical Related .
CAPECID CAPEC Detail Severity CWE-ID CWE Detail
CWE-426 | Untrusted Search Path
) . . CWE-427 | Uncontrolled Search Path Element
38 Leveraging/Manipulating Verv High
Configuration File Search Paths y Hig CWE-428 | Unquoted Search Path or Element
CWE-706 Use of Incorrectly-Resolved Name
or Reference
154 | Resource Location Medium NA | NA
Spoofing
Redirect Access to . B OWASP Top Ten 2007 Category
159 Libraries Very High | CWE-714 A3 - Malicious File Execution
o o B Incorrect Permission Assignment
234 Hijacking a privileged TBD CWE-732 for Critical Resource
process
CWE-648 | Incorrect Use of Privileged APIs
CWE-427 | Uncontrolled Search Path Element
a71 DLL Search Order Medium U . R
Hijacking CWE-706 se of Incorrectly-Resolved Name
or Reference

g

CWE-114+= CWE-209] A} ==o]7] wjEol CWE-
208] tiEA Q] FF 34 HE< SQLY AHE g5
S W & F ARG JA#AQ FZA HEHE B

}2S 22 Zolg16,17].

0

442 CWE-114¢} 42" CVE % CWSS 7|4 He

ol Aol A AT CWE-1149F 44 E CAPECe] 2

FAJMAR A7G 477) Bk EFoAE 7] #AHow Jhdgel wat e CAPECH A2d
CWE 552 CWE-4& AYslaes 25 ¥x9 CVEE & CWE-114¢l| RI9& = 3ok =3k ACROS
3rE o0 g thF o] Z+zt AlFol=Y JlolEE A A} A4l OWASPE E3l 233t Binary planting
L ATHe6] AT A5 F4 WETL ojn] FRE o] Qo] o]F

wehA], Binary planting 34 2 Process control F&E AL CVES CAPECY ¥t &t CWESF ¢

7 B} 2 #32QA CAPECS CWE-1149] Htg3t= Asle Aol 7Hs3ttt. o} & 74 A+ Binary Planting
Aol Aasith. @A A9 CAPEC &% 50471 & ZA 0| 3 CVEY CAPEC®] Windows® DLL¥
ol 4 Binary planting 324 % Process control¥} 2] THEE Ugo] AT d=2o|= o] ZE Aol A
#AR FE-E Table 1190 A3t =H, o= ACROS A T2 Fdlx 29 7|HES &8 wo CVES}
AT OWASPE £ d3sta 2%3 Bin- CAPEC W&9] wrge] Hgsirt,

ary planting 97 A 59 &3 Ax3s+= CAPEC CWE-114+= OWASP Top 10 Risk 2014 M72} =)
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Table 12, Example of insecure android code related to dynamic class loading implementation

public String HashClassLoad() {
//Retrieve the path of SD Card

Class<?> cls = null;
Object obj = null;
String hash = "initial”;

try {

obj = cls.newlnstance();

return hash;

String dirPath = Environment.getExternalStorageDirectory().getPath();
DexClassLoader loader = new DexClassLoader(dirPath + ”/Hash.apk”,
dirPath, null, act.getClass().getClassLoader());

cls = loader.loadClass(”com.example.hash.HashActivity”);
Method m = cls.getMethod("DoHash”, new Class[] { Activity.class});

hash = (String) m.invoke(obj, act);
} catch (Throwable e) { e.printStackTrace(); }

=3, OWASP An Overlooked Vulnerability
Affair, The Forgotten Vulnerability Affairell A
FolHom ACROS HAF4oAE www.binar-
yplanting.com °]#t= ALl EE g5t 91847
Td g Vel E H 2 HAEE Pl =2
HekeR ol tH17,1819]. o123 =& AFHe
Z AAE] Y38 sl CWSS AldkE o] 7)) = o of
gt} =3 B E ZF CWE 359 CWSS7E 7] A 5] o]
RA L g9 2570l thai ARt FARska =Tl
EE CWEd tia] CWSSE & & A=EE 7lAo]
g g 8ttH9).
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Android Application

User

Native
Library(NDK)

Dalvik Virtual

: Server
Machine

(DLogin Info. (Z)Request for OTP code

T, (timestamp)

(3)Send OTP code (SMS or ARS Channel)

(®)Input user’'s OTP code

@ R, Ex(a. dex)

(5)R, Ey.(a. dex)

(©)D(Ex(a. dex))

(DHypx (a. dex||OTP code||R)

(a.dex) € setof dex
files that contains
method to retrieve
application-private,

ADE, (APKpath||R)
@Ex(Hypx)
(BEx (Hapx (APK|[R))

(DEx (Hae: (AttestationValue||R))

(®adex writable directory
@Request for APK path, Dynamic Class
Attestation value Loading
APK path, A.class
Attestation Value
st

@@ @.

AT =T, -T;
AT < Threshold

@@ ®.®

T, (timestamp)

Verification result

Verification result (15) Verification of Hyp , Hapx, Hace

Save APK path

Fig. 6. Authentication and saving qualified APK path for an initial invoking application[22].

Table 13. Details of Application functions and Attestation Modules in DEX code

Application functions

Attestation Module

Method of retrieving the APK path

Method of retrieving unique identifying
information for running application

- Information of application version

- Package name of application

- Hash value of Key used in APK Signing

or not

Method of checking whether the device is rooted

Reordering the unique identifying
informations in the order specified in Server.

Method of other necessary functions

Information of Hash algorithm specified in Server

o]# 3 DEX ZEE AWoA ulg o7

Ne 44

sl 92 Melste] Hasl, o ZE Aol ATt
43 e ARE 233kl Ao Bul: Attesta-
tion ModuleE Z33tH2]. &, AFst= DEX 32

+ Table 139} Zo] A
tation Module®Z T4 9

Aujell A DEX ZE=&
In-The-Middle Attack %

A},

pplication functions®} Attes—

HA o] Freshness®} Man-

2 & 9|35t Nonce#t RS

A BB BATH®). o] & HF8ta) -84
o] oJH & vlolH B go] B g & o] &3t DEX 3
£ E53H®) 2 M4E AB(@) 3} B5ste
DEX ZEZ &7 22 29(®)& dtaL voleH
golBH g A= INIE ©]-83ld APK path((©®),10)
= AE=t}H3]. =3 Attestation ModuleS A 3 8}
Attestation Value® d=H®,00). ©| % APK path
9} APK pati®l $1A3F apk 3, 418 DEX Z &,
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Library(NDK) Machine
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e L k L4 T, (timestamp)
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(0APK path,
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Loading
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@' Verification of APK path

(® Dynamic Class
Loading
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Fig. 7. Validating after an initial invoking and Getting dynamic class loading[22].
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(Solutions and Mitigations)& ¢obRi At 719
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= Aolth. CAPEC-382 CWE-426, 427, 428, 706
3 #o] 9, shFd CWES /M EA oA Q] 7o)

E£ Table 149} ZoH Ak 7|2 ol BF

A,
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I
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CAPEC-154:Resource Spoofing =
CAPEC-159:Redirect Access to Libraries®} F 5~
A2 A (Parent-Child Relationship)ell 1T}
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A oA ] Ztolewt Al FE L Jlom g W&
< Table 157 21, At 7HE A& & A2 B0
Proguard 59 @53 7|H& A &3lH o]& EF
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5

Location

5.3.3 CAPEC-234 &5 N&A 7lol& E4 o

CAPEC-234:Hijacking a privileged processs®l
Al AN B AL GdA A Jhol = AlFE AL QL

Table 14, Solutions and Mitigations of CAPEC—38 at implementation phase

Related
CWE-ID

Solutions and Mitigations (Implementation phase)

426
427

When invoking other programs, specify those programs using fully-qualified pathnames. While
this is an effective approach, code that uses fully—qualified pathnames might not be portable
to other systems that do not use the same pathnames. The portability can be improved by locating
the full-qualified paths in a centralized, easily-modifiable location within the source code, and
having the code refer to these paths.

Remove or restrict all environment settings before invoking other programs. This includes the
PATH environment variable, LD_LIBRARY_PATH, and other settings that identify the location
of code libraries, and any application—specific search paths.

Check your search path before use and remove any elements that are likely to be unsafe, such
as the current working directory or a temporary files directory.

428

Assume all input is malicious. Use an "accept known good” input validation strategy

Inputs should be decoded and canonicalized to the application’s current internal representation
before being validated (CWE-180). Make sure that the application does not decode the same
input twice (CWE-174). Such errors could be used to bypass whitelist validation schemes by
introducing dangerous inputs after they have been checked.

706

N/A

Table 15, Solutions and Mitigations of CAPEC—159 at implementation phase

1. Restrict the permission to modify the entries in the configuration file.
2. Check the integrity of the dynamically linked libraries before use them.
3. Use obfuscation and other techniques to prevent reverse engineering the libraries.
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Table 16, Solutions and Mitigations of CAPEC—234 at implementation phase

Related
CWE-ID

Solutions and Mitigations (Implementation phase)

732

by an unauthorized party.

When using a critical resource such as a configuration file, check to see if the resource has
insecure permissions (such as being modifiable by any regular user) [R.732.1], and generate an
error or even exit the software if there is a possibility that the resource could have been modified

hold true prior to making the call.

Before calling privileged APIs, always ensure that the assumptions made by the privileged code

to making the call.

If privileged APIs make certain assumptions about data, context or state validity that are passed
by the caller, the calling code must ensure that these assumptions have been validated prior

648

If privileged APIs do not shed their privilege prior to returning to the calling code, then calling
code needs to shed these privileges immediately and safely right after the call to the privileged
APIs. In particular, the calling code needs to ensure that a privileged thread of execution will
never be returned to the user or made available to user—controlled processes.

Only call privileged APIs from safe, consistent and expected state.

Ensure that a failure or an error will not leave a system in a state where privileges are not
properly shed and privilege escalation is possible

Table 17. Solutions and Mitigations of CAPEC—471 at design phase

the precise location where they are expected

1. Fix the Windows loading process to eliminate the preferential search order by looking for DLLs in

2. Sign system DLLs so that unauthorized DLLs can be detected.
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