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Recently, a product-matrix (PM) framework was
proposed to construct optimal regenerating codes for
homogeneous distributed storage systems (DSSs). In this
paper, we propose an extended PM (EPM) framework for
coding of heterogeneous DSSs having different repair
bandwidths but identical storage capacities. Based on the
EPM framework, an explicit construction of minimum
remote-repair bandwidth regenerating (MRBR) codes is
presented for a specific heterogeneous DSS, where two
geographically different datacenters with associated
storage nodes are deployed. The data reconstruction and
regeneration properties of the MRBR code are proved
strictly. For the purpose of demonstration, an example
implementation of MRBR code is provided. The presented
MRBR code is the first optimal strict-regenerating code
for heterogeneous DSSs. In addition, our proposed EPM
framework can be applied to homogeneous systems also.
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1. Introduction

Cloud storage services can relieve the burden of storage
resources and avoid huge expenditure on the construction of
infrastructural facilities [1]. In a cloud storage system (CSS), a
data file (the message) is encoded and stored in » distributed
storage nodes. The storage capacity of each node is «. In the
process of data reconstruction, a data collector (DC) can
reconstruct the original data file provided he or she has access
to k of the n distributed storage nodes.

1. Regenerating Code

Data reliability is an important issue in CSSs. A self-
sustaining CSS must be able to regenerate (namely, repair)
failed nodes. The most common method employed to repair
failed nodes is that which seeks to replicate data in multiple
storage nodes; it is used in many practical storage systems [2].

As a generalization of replication, erasure coding can offer
better storage efficiency by using maximum distance separable
codes [2]. As reported in [3]-[6], for the same redundancy
factor, erasure coding can obtain significantly higher reliability
in comparison with replication. However, erasure coding
requires more overhead in terms of the total repair bandwidth,
¥ , (namely, the amount of data downloaded to repair a failed
node) than replication [7]. A promising optional coding scheme
for distributed storage systems (DSSs) named ‘‘regenerating
coding” was introduced in [2].

Regenerating code is efficient in terms of both storage and
repair bandwidth. Under the definition of regenerating code [2],
data reconstruction can be achieved by connecting to any & of n
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nodes. When a node fails, a regeneration process is conducted
to repair the data stored in the failed node. Any d of the (n — 1)
remaining nodes can be selected by the replacement node as
helper nodes and (< @) symbols are downloaded from each.
The total repair bandwidth, ¥ = df, is much smaller than the
message size, F. A regenerating code under the above setup
is called strict-regenerating code (S-RC). The parameters
involved must satisfy a bound given by [2]

F Simin{a,(d—z#l)ﬂ} )

i=1

M

An optimal tradeoff exists between storage and repair
bandwidth. The two extremal points in this tradeoff are termed
as the minimum storage regenerating (MSR) point and the
minimum bandwidth regenerating (MBR) point. MSR and
MBR correspond to the best storage efficiency and
the minimum repair bandwidth, respectively. Explicit
constructions of MSR and MBR codes can be found in [8]-
[11]. Specifically, optimal regenerating codes for homogeneous
DSSs were constructed by using a product-matrix (PM)
framework in [8]. These PM-based regenerating codes possess
the property of striping of data, which results in a low
complexity from an implementation standpoint. In [11], new
encoding schemes for error-correcting MSR and MBR codes
that generalize earlier results on error-correcting regenerating
codes were proposed. Constructions for exact-regenerating
codes between MSR and MBR points were given in [12].

Data security is another important issue for CSSs. When a
CSS consists of nodes widely spread across the Internet, some
nodes may be not secure. In [13], the problem of securing
DSSs against passive eavesdroppers that can observe a limited
number of storage nodes was studied and a general upper
bound on the secrecy capacity was derived. Information-
theoretically secure regenerating codes, which achieve an
information-theoretic secrecy capacity, can be found in [14]. A
link eavesdropping problem for remote DSSs, where data is
stored in two geographically different data centers to increase
its reliability, was studied in [1].

2. Heterogeneous DSSs

Earlier researches focus on a homogeneous DSS model in
which all nodes have the same node storage capacity, «, and
repair bandwidth, S. Studies on heterogeneous systems that
contain nodes from different sources and with different
characteristics have recently emerged and been developed.
Examples include peer-to-peer (p2p) or hybrid (p2p-assisted)
CSSs [15], [16], Internet caching systems for video-on-demand
applications [17], [18], and caching systems in heterogeneous
wireless networks [19].
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Motivated by the above heterogeneous applications,
researches on heterogeneous DSSs are emerging. The capacity
of heterogeneous DSSs with different storage sizes and repair
bandwidths was studied in [20]. The work of [20] focuses on
characterizing the upper and lower bounds of the capacity of a
DSS. In [21], the fundamental tradeoff between system storage
cost and system repair cost was investigated for heterogeneous
DSSs with different storage and repair costs. Considering
heterogeneous DSSs with dynamic repair bandwidth and
dynamic storage capacity, the authors of [22] investigated the
fundamental tradeoff between storage and repair cost with
flexible reconstruction degree. Coding schemes for a DSS with
one super-node (that is, the node that is the most reliable and
having the largest storage capacity among all other nodes) were
studied in [23]. For heterogeneous CSSs, Yu and others
considered irregular fractional repetition codes to provide very
low repair cost and less disk I/O access at the expense of higher
storage overhead [24]. The authors of [25] and [26] studied the
storage allocation problem of heterogenecous DSSs under a
total storage budget constraint, where nodes may fail with
different probabilities.

Researches on regenerating codes for heterogeneous DSSs
are relatively sparse. In [27], a two-rack model was designed to
investigate the tradeoff between storage and repair bandwidth.
It was shown that all the points on the tradeoff curve, including
the MBR point, become feasible if the nodes in the rack
with higher regenerating bandwidth are allowed to store
more information. In [28], relax-regenerating code (R-RC)
construction was proposed for heterogeneous DSSs with
different repair bandwidths under a more relaxed setup.
Provided that the total data downloaded exceeds a certain
threshold, a DC (or a replacement node) can succeed in data
reconstruction (or regeneration) irrespective of the number of
nodes to which it connects [28]. However, the repair bandwidth
of R-RC construction meets the cut-set bound only when the
maximum flexibility of regeneration is allowed. So far, it is
still challenging to construct S-RC for applications of
heterogeneous DSSs.

3. Related Terminology
A. Repair Bandwidth

The amount of data that a replacement node downloads from
all d helper nodes during a repair process is defined as total
repair bandwidth, y. The amount of data that a replacement
node downloads from helper node i during a repair process
is called the repair bandwidth, S, (<), of node i The
maximum and minimum values of f,,i €[l,n], are denoted
by B and By, respectively. Note that in the heterogeneous
system considered in this paper, different nodes have different
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repair bandwidths, while the node storage capacities, ¢;, of
different nodes are the same; that is, ¢; = «. In addition, we
focus on the case of single-node failure because it is the
dominant failure case in DSSs [29].

B. Striping of Data

The striping property [8] can be explained as follows. Given

an optimal regenerating code with parameter set {a, S, ,F},
a second optimal regenerating code with parameter set
{oa,of,.. ,0F} for any positive integer o can be obtained.
In reality, a big file (message) of size oF symbols can be
divided into o groups with F symbols per group. For each
group, the {a,p. .. .F} code can be applied independently.
In general, a code constructed for a smaller [, through
concatenation of codes will be of lesser complexity from a
practical standpoint [8]. Such a process is referred to as striping
of data. For these reasons, we design regenerating code for A,
=1 in the present paper.

4. Results Presented in This Paper

In this paper, we consider a heterogeneous DSS model,
where two geographically different datacenters are deployed
and storage nodes are configured with different repair
bandwidths but identical storage capacities. An extended
product-matrix (EPM) framework is proposed to construct S-
RC for heterogeneous DSS applications. Applying the EPM
framework to the heterogeneous DSS considered, we provide
an explicit construction of minimum remote-repair bandwidth
regenerating (MRBR) codes. The parameters of the MRBR
codes can meet a cut-set bound. Strict mathematical proofs are
provided for the data reconstruction and regeneration properties
of our MRBR codes. An example for the MRBR code is also
presented for the purposes of demonstration.

II. System Model and MRBR Code

1. System Model and Analysis

The system model considered in this paper is based on the
two-datacenter scenario introduced in [1]. The data are stored
in two geographically different datacenters, named local
storage datacenter (LSD) and remote storage datacenter (RSD).
There are N, and My storage nodes in the LSD and the RSD,
respectively. The total number of storage nodes is given by

n=N, +N,. @)

In this model, a DC connects to any & nodes in the LSD
through infinite-capacity links such that it can download all the
data stored in the £ nodes and reconstruct an original file. When
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a node in the LSD fails, inter-datacenter links (IDLs) between
the LSD and the RSD are established for data repair. The
replacement node for the failed node connects to N/ helper
nodes from the LSD and Ny helper nodes from the RSD so
as to regenerate the data stored in the failed node. The total
number of helper nodes is given by

d=N +N,. 3)

The replacement node in the LSD downloads /£ symbols from
each helper node in the LSD and /& symbols from each helper
node in the RSD. As in [1], we assume that

Bo=mpy  (m21), )

where m is an integer. Clearly, the system model considered is
a heterogeneous CSS when m > 1 holds. In addition, the
remote repair bandwidth, g, is defined as

}/R:ﬂRN];' %)

The communication between the LSD and the RSD over IDLs
can be susceptible to eavesdropping. As in [1], we assume that

Nj =N, (©)

and that an eavesdropper can obtain all the information of j&
sent from the RSD. Thus, % is a dominant factor affecting the
security level of the CSS. So, it is necessary to minimize g
such that the system security can be improved.

2. MRBR Code

For the considered system model, there is a fundamental
tradeoff curve between « and % [1]. On the tradeoff curve,
there exists an extremal point that corresponds to the minimum
remote-repair bandwidth (& min). This point is named MRBR
point. An S-RC code becomes known as an MRBR code if it
attains this point. Note that £, = Sk and S = A According
to the striping of data, & = 1 is assumed in all MRBR codes
hereafter.

We denote an MRBR code over a finite field F, of size ¢
as an [n,k,d,m,Ny] regenerating code with parameter set
(o, Br, F). We assume that the parameters k and d are the
minimum values that can always guarantee the data
reconstruction and regeneration properties of an MRBR code.
This assumption means that the ranges of d and N, will
be k<d<n-1 (see [8] for details) and 0< N <n—k,
respectively. There is an upper bound for the parameter N
because a DC needs to connect £ nodes in the LSD for
reconstruction. Thus, there are at most (n — k) storage nodes in
the RSD.

According to [1], the fundamental tradeoff curve between
and j is subject to
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F< Iimin{a,(Nﬁ —)B, + Ny Be} -

i=0

@)

That is, the parameters of a regenerating code must satisfy (7).
Here, we define

I e

k=1
Fe= min{a,(N{ ~Df, + NS} ®)
i=0
as the capacity of [n,k,d,m,Ny] regenerating codes. The
minimum storage, ¢ , was achievedin[1]as

. _{F/k 7r €[(0),0)
o = . . N ©
(F-g@yr)/ (k=) rp €[S, f(-D)),
where
f@)=2FNy /[i(2mk —mi—m)+2k(md —mk +m—Ny )],
(10)

g(i)=i[2md —2mk —2(m—1)Ny +mi+m]/ 2Ny, (11)

Vewn = 2FNg 1k (2md —mk+m-2N}) . (12)

The MRBR point corresponding to j& min can be achieved by
F 2[k(m=2)—(m—-1)] N}, +2md
Oyrpr = % ’

k 2md —mk +m—2Ny
Ex 2Ny
k= 2md—mk+m—2N}’

B

(13)

VR MRBR

where aarpr and 7 vrer represent the storage capacity and the
remote-repair bandwidth of each node, respectively. Note that
Yrrer = Yemin = Br Ny The complete derivation of (13)
can be found in Section 1 of the Appendix.

Now, we show the optimality of all MRBR codes. One can
find that an MRBR code satisfies the following two properties:
= An MRBR code satisfying (13) achieves the cut-set bound

of the tradeoff between jk and « with equality.
= Decreasing « or fi will result in a new parameter set that

violates the cut-set bound. According to the definition of
optimal regenerating code [8], the MRBR code is optimal.

I1I. EPM Framework

1. Overview of PM Framework

The PM framework was presented in [8] to construct
regenerating codes. Under the PM framework, each codeword
in a DSS can be described as follows: C =W¥M, where ¥
is an encoding matrix of size (n x d), M is a message matrix of
size (d % ), and C is a code matrix of size (1 X ). Specifically,
M contains the ' message symbols in a possibly redundant
fashion, and W is designed in advance and independent of the
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message symbols. We denote the ith row of W by y, and the
ith row of C by c; then, it is clear that ¢, =y,M, 1<i<n.
In fact, y, is the encoding vector of node 7, and ¢; is the
coded message vector stored in node i. All message symbols
and coded symbols belong to a finite field F, of'size g.

The operations of data-reconstruction and regeneration
proceed in the following way:.

Data-reconstruction. We denote a set of k& nodes to which a
DC connects as {1, ... , k}. The ith node in this set passes on
the message vector y,M to the DC. Thus, from the k£ nodes,
the DC obtains the product matrix ¥,.M, where ¥,. isa
submatrix of W consisting of rows corresponding to the &
nodes. Based on the properties of ¥ and M, the original
message can be recovered from W, .M. The accurate
procedure of recovering M is dependent on the particular
construction.

Regeneration. Assume that a node, f, fails and that a
replacement node tries to regenerate the data stored in node f';
thatis, ¢, =y M. We denote an arbitrary subset {1, ..., d}

of d helper nodes to which the replacement node connects. The
T
f

(namely, one symbol; here, T denotes transpose) and sends it to

Jjth helper node in the subset computes the inner product ¢ u

the replacement node. Note that u , is a row vector consisting
of a components of y . Thus, from the d helper nodes, the
replacement node obtains d symbols, which can be expressed
as ¥ Mu;, where ¥
of rows corresponding to the d helper nodes. From
\Prepair
stored previously in the failed node /- Once again, the precise
procedure depends on the specific constructions of ¥ and M.

So far, it is clear that the PM framework is suitable for
homogeneous DSSs in which all nodes have the same storage
capacity o and the same repair bandwidth £

In the following subsection, we propose an EPM framework
for a heterogeneous system, where the repair bandwidth S,
may be different for different helper nodes while the node
storage capacities ¢; of all nodes are the same; namely,

repair repair 18 @ submatrix of W consisting

Mu} , the placement node can exactly recover the data

a, =a.

2. EPM Framework

To highlight the difference between EPM and PM, a
superscript letter “e” is adopted in notations. We denote
w=max {f,ie[l,n]} and z=a/w. We set y to be an
arbitrary integer. Then, under the EPM framework, each
codeword in a DSS is given by

Ce — \PeMe’ (14)

where the encoding matrix W* is of size (n < yw), the message

ETRI Journal, Volume 38, Number 3, June 2016
http://dx.doi.org/10.4218/etrij.16.0115.0412



matrix M° is of size ()w % (zw = @)), and the code matrix C° is
of size (n X ). As in the PM framework, y; stands for the
ith row of ¥* and represents the encoding vector of node 7, and
¢; stands for the ith row of C° and represents the coded
message vector stored in node i. The encoding matrix ¥ is of
the form

Yo=Y ¥, - ¥ (15)

where each submatrix W;,i €[1,w] is of size (n % y). As will

be shown in Section IV, specific requirements can be imposed

on these w submatrices for particular code designs.
Equivalently, the encoding matrix ¥* can also be expressed

\1!6:2(1)/_, (16)
j=1
where
® =(0™ 0™ ¥ 0™ .0™| (17
J 7 _—

j-1 w—j
where O™ is a null matrix of size (n X y).

The message matrix M° is a block diagonal matrix given by

M : (18)

where each submatrix M, j €[l,w] is of size (v x z). These

w submatrices contain /' message symbols in a possibly
redundant fashion.
According to (15) and (18), C° can be expressed as
C =WM =[¥;M; ¥5M; - WM | (19)
From (19), the coded message vector stored by the ith node is
given by
Cf = |:‘Vle,iMle ‘V;i M; ‘Vi,iMir} (20)

where ', represents the ith row of submatrix ¥,
j €[l,w]. Furthermore, (20) can be expressed as

@n

where @, represents the ithrow of ®, j e[l,w] and
e _ e
¢ =9,M
_ Ixz Ixz e € Ixz Ixz
=|o0 ... O \|1NM]. 0 eee. 0,

—_— R S m—
J-1 w=j
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is the jth message vector component. Here, 0" is a null
vector of size (1 X z). Thus, from the message vector c¢;, the
ith node can easily achieve any message vector component
¢;, je€[l,w]. Thisis termed as a decomposition property of
our EPM framework, which is important for the following
processes of data-reconstruction and regeneration.

Data-reconstruction. We denote an arbitrary subset {1, ... , k}
of k nodes to which a DC connects. The ith node in this subset
passes on the message vector ¢; to the DC. The
decomposition property of our EPM framework makes it easy
to obtain the w message vector components ¢, €5, ... ,
c,, from ¢;. Thus, from the k nodes, the DC obtains the
product matrix W;.M°, where W[ is a (kw x yw) matrix
consisting of the Aw 1ows {@,, ..., @, 15 > @ (5, P}
Based on the properties of W*¢ and M, the original message can
be recovered from W[ .M°.

Regeneration. Assume that the node f fails. Hence, a
replacement node tries to regenerate the data stored in node
f; that is, ¢ =y;M°. We denote an arbitrary subset
{1, ...,d} of d helper nodes to which the replacement node
connects. According to the decomposition property of our
EPM framework, the helper node j in this subset can obtain
B (S w) message vector components ¢ , ..., C;J , from
c. The helper node j calculates 4 inner products
e (ul)', ... N (u$)" (namely, /3 symbols), where u, is
a row vector consisting of & components of ¢ , and passes
on these inner products to the replacement node. Thus, from
the d helper nodes, the replacement node obtains

d
d'= Zﬂj
j=1

symbols, which can be expressed as ¥;, . M*(u)", where
Wi 15 @ (d'xyw) matrix consisting of the d’ row
{(Pl,l’ Qg s Py g e ’(Pﬂd,d}' From TfepairMe(u;')T’
based on the properties of W° and M, the placement node can

exactly recover the data stored previously in the failed node /-

(23)

EPM Framework versus PM Framework. Generally, the
EPM framework is suitable for heterogeneous DSSs, where the
repair bandwidths of storage nodes are different. When the
repair bandwidths of all storage nodes are the same (namely,
B, =P,V i), the DSS model considered turns out to be a
homogeneous one. In this special case, we have w = 1, and the
encoding, data-reconstruction, and regeneration under the EPM
framework are identical to those under the PM framework.
This means that the EPM framework can be applied to
homogeneous systems also.

IV. EPM-MRBR Code Construction

In this section, we apply the EPM framework to construct a
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class of MRBR codes with S, =1, named “EPM-MRBR

code,” for our considered two-datacenter model. This
construction is under the following conditions:
m=2,
k/n=1/2, 24)
N/ /N, =1/2.

An MRBR code must possess data-reconstruction and
regeneration properties. For an MRBR code, the parameter o
corresponds to opgrpr in (13). Thus, we can obtain the
following:

{F =(a—-k+1k,
. 25)
o =2d — Ng,
{F =(k+1)k, 26)
a=n.

Derivations of (25) and (26) are provided in Section 2 of the
Appendix.

Based on the second and third conditions in (24), and (26), it
can be observed that the values of parameters n,a, N, ,F are
even numbers. According to (4) and the first condition in (24),
we can determine that S, =2/,. Thus, we have w=2 in the

present code with 3, =1.
Based on (23), (3), (4), and the first condition in (24), it can
be determined further that

d
d'=Y B, = BN, + BNy =mN/ + Ny =2N| + Ny .(27)

j=1
For the case w =2 of the EPM framework, we let

y=d'/w=d'/2 and z=a/w=a/2. (28)

From (27), the third condition in (24), (6), and (2), it can be
determined that

d'=n. 9)
It can be determined from (2), (29), and (6) that d’, Ny, and
Ny are also even numbers. Thus, the parameter set of the
MRBR code that will be constructed here is

(@=n=2k=d", B =1,F =k(k+1)) . (30)

Substituting w = 2 into (15), the encoding matrix ¥° of the
MRBR code that will be constructed here can be obtained by

GD

Assume that the first N}, of n nodes are located in the LSD
and the last Ny nodes are located in the RSD. The matrix
Ye =[¥,¥;] is chosen such that the two (n % k) matrices
¥, and W satisty the following properties:

ve =[¥], Y]

= The last N rows are linearly independent with any N/
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rows of the first N, (> N/ )rows (note that Ny =N, as
mentioned above).
= Any k rows of the first V. (= k) rows are linearly independent.
The above requirements can be met by choosing ¥ to be a
Vandermonde matrix with elements chosen carefully, where
the finite field F, is of size n or higher. Please refer to the
choice of the encoding matrix ¥ of the PM framework in [8].
For example, we can choose W to be a Vandermonde matrix,

as follows:
11 1 - 1]
1 2 2° 2!
|1 3 3° 3, (32)
1 n n2 . nrkl |

whereby this matrix is of full rank. Thus, the matrix ¥* implies
that the two matrices W[ and W, satisfy the listed
requirements above. Note that all the elements of W* are over a
finite field F, of'size g.

Substituting (28) into (18), the (d'=a)xa message
matrix M® of an MRBR code can be obtained. The matrix
satisfies the property of symmetry and contains F' = k(k + 1)
message symbols from the message set {u, }; )

The reconstruction and exact-regeneration properties of an
MRBR code will be given by the following two theorems.
Theorem 1 (EPM-MRBR Data-Reconstruction). The
decomposition property of the EPM framework allows node
i to achieve w = 2 message vector components ¢;; and ¢,
from c¢;. Thus, the message matrix M° can be recovered by

connecting to any & nodes in the LSD.

Proof. In the case of w = 2 under the EPM framework, the DC
achieves the product matrix ¥[,.M® from the & nodes in the
LSD, where ¥ is a (2k xd') matrix consisting of the 2k
TOWS {Q 1, Q515 s Py, Dy )

According to the specific construction and properties of
matrix ¥, the ((2k =d")xd') matrix ¥} is constructed
to be of full rank; thus, it is invertible. Therefore, the DC can
recover M by multiplying the matrix ¥;,.M°® on the left by
(Fho) u
Theorem 2 (EPM-MRBR Exact-Regeneration). The exact-
regeneration of any failed node in the LSD can be achieved by
downloading S, =2 symbols from each of the helper nodes
inthe LSDand S, =1 symbol from each of the helper nodes
in the RSD.

Proof. The replacement node of the failed node f connects to
an arbitrary subset {I,..,N] +N;} of N/ +Np=d
helper nodes. It is assumed that the helper node i, i e[l, N/ ]
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is a node in the LSD and that the helper node
J» JE[N[{ +1,N{ + Ny ] is anode in the RSD. According to
the decomposition property of the EPM framework, the helper
node j in this subset can achieve the two message vector
components ¢;, and ¢; ;. In the present construction, we
choose the vector u
from the LSD calculates two inner products; thatis, ¢j, (g )
and 3, (\yef)T , i€[1,N{]. The helper node ;j from the RSD
randomly calculates one of two inner products; that is, either
¢, (w)" or ¢ (w)', je[N+LN{+N;],Itis worth
noting that, in RSD, there are N /2 helper nodes

equal to . Thus, the helper node i

calculating ¢f (w5 )" and the other N /2 helper nodes
calculating ¢; (w5 )'. Then, the d helper nodes pass on the
2N] + Ny =d’ inner product values to the replacement node;
thus, the replacement node obtains ¢’ symbols, which can be
expressed as ¥;,, M°(y})", where W . isa (d'xd")
matrix consisting of the following d' rows: {¢,,,9,,,...,
Qi s Doy > Prvy 1> Pog oz > Prng v Pavyong S

According to the specific construction and properties of
matrix W, the matrix ¥° is constructed to be of full rank;

repair
thus, it is invertible. This allows the replacement node to
the M°(y$)" by multiplying the matrix
‘I’C

M (W5)" on the left by (¥;,,)". Since M’ is
symmetric, we have (M°(y$)")" =y$M°®; this is the data

recover

stored previously in the failed node f. ]
Example Implementation of EPM-MRBR Code. We
construct an EPM-MRBR code whose parameters are
configured as follows: n=6,k=3,d=4,m=2, N, =2.
Itis clear that ¢ =d'=6, F=12,and N =2. Let us
choose g = 7; that is, we are operating over [, . The matrices

M; and M; are filled up by the twelve message symbols
from the message set {u ; }:2 given by

U u, Uy U, U Uy

e __ ¢ _
Mi=|u, u, u; |, Mj={u, u, u, | (33)

U Us Us Uy Uy U
Choose ¥* to be the (6 x 6) Vandermonde matrix over F,
given by

11 11 11
12 412 4
13 26 4 5

v = (34)
14 21 4 2
15 46 2 3
16 1 61 6 |
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N .
1 ~ (Pl.zMC(‘Vlc)T (‘Plcpml)
’ (Pz,zMe(‘l’f)T 0, !
LSD :
NyysM* QM ()" 9., Replacement
P Ly for N,
AT e M) | =" weME
(PZJ
. e (yre\T Pus
NoysM® > o, M (y7) 0
RSD e
NowM*® —> ‘Pz.bMe(\Vf)T
Fig. 1. Example for EMP-MRBR code construction: notions

N, ...
1, replacement node downloads S, =2 symbols from
each of nodes 2, 3 (in LSD) and downloads f; =1
symbol from each of nodes 5, 6 (in RSD), under which

,N, represent nodes 1,...,6 . On failure of node

node 1 is exactly regenerated.

In Fig. 1, the exact-regeneration of failed node “1” is
demonstrated, where y; =[1 1 1 1 1 1] and the a=6
symbols stored in node 1 are ¢; =y ;M°. Helper nodes 2
and 3 pass on inner products ¢, M°[111111]" and
@, M°[111111]" (for i = 2, 3), and helper nodes 5 and
@ M [111111]
0, M°[111111]", to the replacement node to generate node

6 pass on inner products and
1. Then, the replacement node will multiply the six symbols it
where W is a (6 x 6) matrix

receives with (V¢ )™, repair
consisting of the six rows {@,,,9,,,9,5,9,5,9,5,9,,}, as

repair

explained in Theorem 2.

V. Analysis of EPM Framework and MRBR Code

1. Implementation Complexity of EPM-MRBR Code

Under the EPM framework, the MRBR code possesses
several desirable properties, such as linearity, small field size,
striping, and low complexity, as discussed below.

A. Linearity and Field Size

The MRBR code is linear on a finite field F,; that is, the
stored symbol is a linear combination of the source symbols
from the finite field F, . As mentioned previously, any field of
size n or higher suffices in our MRBR code. By shrewdly
choosing the matrices that meet the required properties, it may
be possible to reduce the field size further.

B. Striping

In the presence of striping, the whole message is divided into
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stripes of small sizes corresponding to S, =1. Since each
stripe is of minimum size, the complexities of encoding,
reconstruction, and regeneration operations are lowered
considerably; further, the buffer sizes required at DCs and
replacement nodes are also quite small. In practice, the stripes
can be processed in parallel and efficiently by using
GPU/FPGA/multi-core processors.

2. EPM Framework for Multiple Datacenters

The EPM framework can be applied to the coding of the
two-datacenter scenario, as shown in Section IV. Applying the
EPM framework to multi-datacenter scenarios depends on
specific system constructions. For the purpose of clarity, a
three-datacenter scenario is provided as example in Section 3
of the Appendix.

VI. Conclusion

In this paper, an EPM framework — a generalization of
a previous PM framework — is proposed for general
heterogeneous DSSs with different repair bandwidths but
identical storage capacities. A feature of the EPM framework is
that different amounts of repair data can be downloaded from
different nodes. This feature leads to several desirable
properties, such as the ability to take full advantage of different
bandwidth resources.

We apply the EPM framework to a specific heterogeneous
DSS, where data are distributed and stored on two datacenters.
Then, an explicit construction of MRBR codes is provided for
the case of m = 2, k/n = 1/2 and N{/N, =12 . Strict
mathematical proofs have been provided to show the
reconstruction and regeneration properties of our MRBR code.
An example implementation of the MRBR code is presented
also. This MRBR code is the first optimal S-RC for
heterogeneous DSSs with different repair bandwidths, where
the storage nodes are located in two geographically different
datacenters. As a kind of S-RC, our MRBR code possesses
several desirable advantages, such as linearity, small field size,
and striping. Thus, it can be implemented with low complexity
in practice. Our results also prove that the MRBR point on the
storage and remote-repair bandwidth tradeoff is achievable
under the additional constraint of exact-regeneration and
specific conditions of system parameters. In future work, we
plan to investigate deterministic designs of MRBR code for
arbitrary parameter values.

Appendix

1. Derivation of (13)
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According to (12), it can be obtained that

Yewrer = Vromn = 2FNyg [ k(2md —mk +m—2Ny ) . (1.1)
According to (10), we have
f(0)=2FNy / k(2md —2mk +2m—2Ny ) > ¥ \or - (1.2)

At the MRBR point, we have & = a,u,. According to
(1.2), (9) can be rewritten as

Oyrpr = a*|yR:yRMRHR =(F_g(i)7R,MRBR)/(k_i) , (1.3)

where ¥y yrer €L (@), f(i—1)). Wheni =k — 1, it can be
obtained from (10) that

fUe=1)=2FN} / k(2md —mk +m=2N} ) = Ve s (14)

Consequently, (1.3) can be rewritten as

Q\rr (F—g(k _1)7R,MRBR )/(k _(k_l)) . (L5)
Substituting (11) and (1.1) into (1.5), we can obtain
_F, 2[k(m=2)-(m-1)|N; +2md 16

04 =
MRBR
k

2md —mk + m—2Ny,
Thus, (13) follows from (1.1) and (1.6).

2. Deriving Processes of (25) and (26)

According to the first condition in (24), we can rewrite (13) as

a=(F(-Ny+2d))/k(2d —k+1-Ny), (1)
Yearer = FNy [ k(2d —k+1-Ny). 22
Combining (5) and (2.2) with f; =1, we can obtain
FNy /k(2d —k+1-Ny )=y, = Ny. 23)
Then, we can obtain the following:
F=k(2d-k+1-Ny). 24
Substituting (2.4) into (2.1), we have
a=2d-Ng. 2.5)

Let message symbols F satisfy the capacity as shown in (8).
Then, replacing F with F in (8), we have

szimin{a,(Nﬁ =) B+ N |

1

'[\“4’? i

o

min{a,2(d - Ny —i)+ Ny } (2.6)

=~

=3 (2d - Ny - 2i)=k(a—k +1),

i=

where the second equality in (2.6) follows from (3), (4), and the
first condition in (24); moreover, the third and fourth equalities

o
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in (2.6) follow from (2.5). Then, (25) follows from (2.5) and
(2.6).
From (3), (2.5) can be rewritten as

a=2(N, +Ny)=Ny=N, + Ny =n, Q2.7

where the second equality in (2.7) follows from (6) and the
third condition in (24); moreover, the third equality in (2.7)
follows from (2). Substituting (2.7) into (2.6) under the second
condition in (24), we have

F=k(k+1). 2.8)

Then, (26) follows from (2.7) and (2.8).

3. EPM Framework for Three-Datacenter Scenario

Consider a three-datacenter scenario where data are
distributed and stored on three geographically different
datacenters. There are N storage nodes in a local storage
datacenter (LSD), Nr; nodes in a remote storage datacenter
(RSD-1), and Ny, nodes in a different remote storage
datacenter (RSD-2). The total number of storage nodes is given
by

n=N, + Ny, + Ny, . 3.1

The original file F'is encoded and stored in all of LSD, RSD-1,
and RSD-2. A DC connects to any & nodes in the LSD; thus, it
can download all the data stored in the k& nodes and reconstruct
the original file F. Inter-datacenter links (IDLs) between the
LSD and RSD-1/RSD-2 are established for data repair when a
node in the LSD fails. To regenerate the data stored previously
in the failed node, a replacement node in the LSD connects to d
helper nodes with N/ helper nodes from the LSD, Ny,
helper nodes from RSD-1, and Ny, helper nodes from RSD-
2; that is,

d = N| + Ny, + Ny, - 32

The replacement node downloads f,, f;,, and S,
symbols from each of the helper nodes in the LSD, RSD-1,
and RSD-2, respectively. Further, it is assumed that

BL=mpPy, and B, =m,By, m =21 and m, >21,(3.3)

where, m; and m, are integers. In addition, the total remote
repair bandwidth y, is defined as

7R =ﬁR1NI;I+IBR2NI;2’

which represents the total amount of data that a replacement
node in the LSD downloads from all remote helper nodes in
RSD-1 and RSD-2. Since the data of y, are transmitted over
the Internet, the communication between the LSD and RSD-
1/RSD-2 can be susceptible to eavesdropping. Without loss of

(3.4)
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generality, it is assumed that

m =3 and m,=2. 3.5)

According to the striping of data, we construct codes with
Bri =1. Then, we have fS;, =2 and f, =3. According
to the definition of w (that is, w=max{/,i<e[l,n]}), we
have the case w =3 here.

The EPM framework can be applied to the above three-
datacenter scenario. According to the decomposition property
of our EPM framework, the ith node can obtain w = 3 message
vector components ¢;;,¢;,,¢;, from the message vector ¢; .

The reconstruction and regeneration of the three-datacenter
scenario are obviously the case of w = 3 under the EPM
framework.
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