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Detection of Malicious Code using Association Rule
Mining and Naive Bayes classification

Yeongji JuT, Byeongsik Kim”,

ABSTRACT

T

Juhyun Shin"

Although Open API has been invigorated by advancements in the software industry, diverse types
of malicious code have also increased. Thus, many studies have been carried out to discriminate the
behaviors of malicious code based on API data, and to determine whether malicious code is included
in a specific executable file. Existing methods detect malicious code by analyzing signature data, which
requires a long time to detect mutated malicious code and has a high false detection rate. Accordingly,
in this paper, we propose a method that analyzes and detects malicious code using association rule mining
and an Naive Bayes classification. The proposed method reduces the false detection rate by mining the
rules of malicious and normal code APIs in the PE file and grouping patterns using the DHP(Direct

Hashing and Pruning) algorithm, and classifies malicious and normal files using the Naive Bayes.
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DHP Algorithm ‘
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‘ Get a set of frequent items ‘

Word Embedding
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Conditional probability
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‘ Association Rule Mining
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File View Go Help
00O O|Mm Y |&a =
- ChromeSetup exs pFile Data Description Value "
~IMAGE_DOS_HEADER 00014F38 0001CAT0  Hint/Name RVA 0336 HeapDestroy
MS-DOS Stub Program 00044F3C  0001CATE Hint/Mame RVA 0389 LocalFree
(- IMAGE_NT_HEADERS 00014F40 0001CABA  Hint/Nama RVA 05A6 VerSetConditionMask
IMAGE_SECTION_HEADER text 00014F44  0001CAAD  Hint/Name RVA 00A2 CopyFileW
IMAGE_SECTION_HEADER .rdata 00014F48  Q001CAAC Hint/Name RVA 05AA VerifyVersioninfoW
IMAGE_SECTION_HEADER _data 00014F4C  0001CAC2 Hint/Mame RVA 02E4 GetTempFileNameW
-~ IMAGE_SECTION_HEADER gfids 00014F50 0001CADE  Hint/Name RVA 0615 IstrempiW/
IMAGE_SECTION_HEADER _rsrc 00014F54  0001CAEZ Hint/Name RVA 0595 UnmapViewOfFile
IMAGE_SECTION_HEADER .reloc 00014F58  0001CAF4 Hint/Name RVA 00BD CreateFileMappingWV
SECTION text 00014F5C  0001CBOA  Hint/Name RVA 03C7 MapViewOfFile
[z SECTION _rdata 00014F60 0001CB1A  Hint/Name RVA 0583 VirtualQuery
8 00014F64  0001CB2A  Hint/Mame RVA 0458 ReadFile
IMAGE_DEBUG_DIRECTORY 00014F68 0001CB36 Hint/Name RVA 0509 SetFilePointer
-IMAGE_LOAD_CONFIG_DIRECT(|| 00014F6C 00000000 End of Imports. KERNEI 32 dil
-IMAGE_DEBUG TYPE_CODEVIE[| 00014F70 0001CBB4  Hint/Name RVA 0157 SHGetFolderPathW
IMAGE_DEBUG_TYPE_ 00014F74  800002A8 Ordinal 02A8
IMAGE_DEBUG_TYPE_ 00014F78 00000000 End of Imports SHELL32 dil
+IMPORT Directary Table 00014F7C 0001C996  Hint/Mame RVA 0083 PathQuoteSpacesWW
IMPORT Name Table 00014F80  0001CYAA  Hint/Hame RVA 0037 PathAppendW
IMPORT Hints/Names & DLL Mam|| 00014F84 00000000 End of Imports SHLWAPLdIl
~ SECTION data 00014F88 0001CBES Hint/Name RVA 025C MessageBox\W
SECTION _gfids 00014FBC  0001CBD4  Hint/Mame RVA 002D CharLowerBuff/
- SECTION .rsrc 00014F90 00000000 End of Imparts USER32.dll
(- SECTION reloc 00014F34 0001CB86  Hint/Name RVA 008D CoUninitialize
- CERTIFICATE Takble 00014F98 0001CB98  Hint/Name RVA 005E ColnitializeEx
00014F9C 00000000 End of Imports ole32.dll
v
< 2 ||« >
Viewing IMPORT Address Table
Fig. 2. API Extraction using PEview,
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Table 1. Number of API Association Rule Patterns According to Minimum Support

ox
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EX

e d3s A

HE AR

Number of API Association Rule patterns

Minimum Support 40% 50% 65% 70%
Malicious File 1,580 40 2
Normal File 16,441,636 13,440 69 8
Table 2. API pattern Rule of Malicious File with 40% Minimum Support
Pattern Number LHS RHS Lift
1 loadlibrarya getprocaddress 1.96
2 getstartupinfoa getlasterror 2.38
3 tlssetvalue tlsgetvalue 2.63
4 tlssetvalue exitprocess 2.00
5 sleep tlsgetvalue 2.39
40 exitprocess, getlasterror, tlsgetvalue tlssetvalue 2.70
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Table 3. API pattern Rule of Normal File with 65% Minimum Support

Pattern Number LHS RHS Lift

1 exitprocess getprocaddress 1.27

2 widechartomultibyte multibytetowidechar 1.39

3 getprocaddress widechartomultibyte 1.39

4 closehandle getcurrentprocess 1.34

5 getcurrentprocess,multibytetowidechar getlasterror 1.36

69 closehandle,getlasterror,getprocaddress multibytetowidechar 1.34
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Table 5. Result of Comparative Performance Evaluation

. Naive Bayes classification Ass.ociation Rule Mi.ning
File & Naive Bayes classification
Sensitivity Precision Sensitivity Precision
Malicious 0.65 0.83 0.73 0.87
Normal 0.76 0.55 0.84 0.67
TrueZ &3+ FN2 A True?] #t-< Negative Ao g UJehuE HolE 9 Life o2 7MEXE B
2 olZstel GRE VY] 9B TAH 4 B oIStk Table 58 3 £ Aol A ALSHE B
<

E5PEE o] 831 WA =(Sensitivity)2} AHE =
(Precision)& T3h= 4l o]t}

P L TP
—————  Precision= TPTFN (3)

A EE Truettal 953 2 5 AA Trued| H
€< YUY, AU = A Truedd A 5 TrueZ

| 45 et B =FoA Ak Adt
ulo] g Lol Bn|o| =2 B{FE o] &3ty A w)
< &g o] yolEuo]2 BFRAHES o] &
UHRET A F1str] 98 32494 F
tlolg HolE& o] &3l 2] 3& F3 #E A
7}tk Table 5= volHuo]=2 @Y R o
B3 T B AFA AR el vin 45
7} Axjolth,

£ AFAA A" 2 100719 o3

o

off e
o ot

5 Aokl

o B2 HolEol A Lho|nuo] = 7S o] &5t
YASAE A5 P4 sHoletn F BRI A}
g37hole, A4 ol A5 5571 AT &

wrol A AQHE At violdw vho] Hujo) =
wRel ATE oMY L SN F BRSO,
B4 el A% 6118 BASAT mE Aol A
of4 wUnrh Fgmde] BFgo] tha e ol f
£ opy oA dayEo] £EH APLY Rt A
4 S FE8 APIS] 71 ) ol ol
Wlolz BF A, Suhe] 4 W okol Be 8k
E9hn 910l o4 YL BAT T b e
B3 AnE wolth Ed ol o] ZukE o] 43

A% A MEIE SYYS 7S S dlole]
o MEFE o] g3l 2AY HES B3 7 Fox
£ BRSO FY2old FEHOR eS| E

AL ), BFe A5e BE 5 Aok oA # A
NHE ARFHYAI Y E ol g3t HE e 2
a5t SN AE olE§ ol g3l Nu T TF

Wol vhol o] 2¥Hg o] §5ke] RFT Atol v
s ebst YTy B
< FAF 5 Yok

o
]

B ERol At A% nhods} o] nuo] =
£R1E ol gslel AEE A By v

S| 1E1h OWXI tﬂ olEl & é%xﬂ—é}i BT A8z
2 H3ATE XY A S 2Pt dolHE vt
FaAth ARAFHALGATIEE AL H F=
= APIE EdAA dlolE Ho|BZ TE3lgon,
178 71 g3t BED e FE AJLES 24
AE Yl & 3 & gAkete] ofg
S A2 API 3 #AE T3
I dAFARHEL YolHo]=

Ve o] & e, 7HER Y w2 Lifts
Atk & dAFolAs o d ) A4 ghdo] 22
& FEHA FUo; 2 HHo] F Hﬂa}
T BT UEER 2L gdo] F&35
slg el F&3 Lifee] gt 712
. UolBuHlol = R ti}—*— tﬂ o] E] 9]

¢

O

e
Mo

ox oo |
e 3

m

l

ME oo R ok
£ £
o o
off

o
ol

Sope XN M1 oE

g 2 Moo = T op U odo |1 K
j}ﬁg-{moﬁg z

sl in3

o i ;>

S
E
oX,
ofr
o

REFERENCE

[1] HN. Kim, J.K. Park, and Y.H. Won, “A Study
on the Malware Realtime Analysis Systems
Using the Finite Automata,” Journal of the

Korea Society of Computer and Information,



1766 ZEIDICINES ==X X20H XH11=(2017.11)

Vol. 18, No. 5, pp. 69-76, 2013.

[2] S. Jo, “Evolution of Malicious Code for Corre-
sponding Technology and Standardization
Trend,” Technology
Association Journal, No. 118, pp. 47-57, 2008.

[ 3] Worm, https://g00.gl/Qyy6UE (accessed Sep.,
15, 2017).

[4] KISA, Internet and Security Focus, 2015.

[5] H. Ji, J. Choi, S. Kim, and B. Min, “Signature

Effectiveness Description Scheme,” Proceed-

Telecommunications

ing of General Spring Conference of Korea
Multimedia Society, Vol. 13, No. 1, pp. 41-43,
2016.

[6] B. Jung, K. Han, and E. Im, “Malicious Code
Status and
Proceeding of Information Science Society,
Vol. 30, No. 1, pp. 44-53, 2012.

[7] C.S. Park, “An Email Vaccine Cloud System
for Detecting Malcode-Bearing Documents,”
Journal of Korea Multimedia Society, Vol, 13,
No. 5, pp. 754-762, 2010.

[8] R. Agrawal and R. Srikant, “Fast Algorithms
for Mining Association Rules,” Proceeding of

Detection Technology,”

20th International Conference on Very Large
Data-bases, pp. 478-499, 2016.

[9] ]J. Bell, Machine Learning: Hands-On for
Developers and Technical Professionals,
John Wiley Sons, Hobokon, NJ, 2014.

[10] J.S. Park, M.S. Chen, and P.S. Yu, “An
Effective Hash-Based Algorithm for Mining

Rules,”

Association for Computing Machinery’s

Association Proceeding of
Special Interest Group on Management Of
Data, pp. 175-186, 1995.

[11] H.B. Lee and J.H. Kim, “Performance Evalu-
ation of the FP-tree and the DHP Algorithms
for Association Rule Mining,” Journal of
Korean Institude of Information Scientists
and Engineers, Vol. 35, No. 3, pp. 199-207,
2008.

[12] J.Y. Choi, H.S. Kim, K.I. Kim, H.S. Park, and
J.S. Song, “A Study on Extraction of Optimiz—
ed API Sequence Length and Combination for
Efficient Malware Classification,” Journal of
the Korea Institute of Information Security
and Cryptology, Vol. 204, No. 5, pp. 897-909,
2014.

[13] JH. Kwon, J.H. Lee, HC. Jeong, and H.J. Lee,
“Metamorphic
Subgraph Matching,” Journal of the Korea
Institute of Information Security and Cryptol-
ogy, Vol. 21, No. 2, pp. 37-47, 2011.

[14] B.J. Han, Y.H. Choi, and B.C. Bae, “Generating
Malware DNA to Classify the Similar
Malwares,” Journal of the Korea Institute of

Malware Detection Using

Information Security and Cryptology, Vol. 23,
No. 4, pp. 679-694, 2013.

[15] LK. Cho and E.G. Im, “Malware Family
Recommendation Using Multiple Sequence
Alignment,” Journal of Korean Institude of
Information Scientists and Engineers, Vol. 43,
No. 3, pp. 289-295, 2016.

[16] O.C. Kwon, S.J. Bae, J.I. Cho, and J.S. Moon,

Codes

Using Fuzzy Clustering Based on Native API

“Malicious Re-grouping Methods
Frequency,” Journal of The Korea Institute
of Information Security and Cryptology, Vol.
18, No. 6, pp. 115-127, 2008.

[17] JW. Park, S.T. Moon, G.W. Son, LK. Kim,
K.S. Han, and E.G. Im, et al.,, “An Automatic
Malware Classification System Using String
List and APIs,” Journal of Security Engineer—
ing, Vol. 8 No. 5, pp. 611-626, 2011.

[18] K.S. Han, LK. Kim, and E.G. Im, “Malware
Family Classification Method Using API
Sequential Characteristic,” Journal of Security
Engineering, Vol. 8 No. 2, pp. 319-335, 2011.

[19] H. Lee, Structure and Principles of Windows
System Executable, Hanbit Media, Seodae-
mun-gu, Seoul, 2005.



F 9 A

2016\d 249 ZAdistw AojA=
2R F8I FoAL
2016W¥8 ~3A =AY AZE

Ao gdasta AL
TRk HlolE mlold, B Hlo]
B A, MAARES &

CI
2016 =Xdgn Ar|Fe
S SHAL

BAl o}« Aol Hel, oY)
oA wheld, 717 %4

1986\ ~2011d AA AR B,
o e

20079 ZAUSEE AR e
o] afutA}

20173 ~&A =Adgn ICT
FEsy AstyYE

CEEHYo HolEulol 2z, ¥ Holy A, g

zEvlY, B4R Ae 5





