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The SIP(Session Initiation Protocol) is an application layer call signaling protocol which can create,

modify and terminate the session of user, and provides various services in combination with numerous

existing protocols. However, most of cryptosystems for SIP cannot prevent quantum computing attack

because they have used ECC(Elliptic Curve Cryptosystem). In this paper, we propose a NTRU based

authentication and key distribution protocol for SIP in order to protect quantum computing attacks. The

proposed protocol can prevent various attacks such as quantum computing attack, server spoofing attack,
man-in-the middle attack and impersonation attack anonymity, and our protocol can provide user’s

anonymity.
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Fig. 1. SIP Protocol.
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Table 1, Computation comparison
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Table 2, Informal analysis
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