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Development of a Privacy-Preserving Big Data Publishing System
in Hadoop Distributed Computing Environments

Dae-Ho Kim*, Jong Wook Kim""

ABSTRACT

Generally, big data contains sensitive information about individuals, and thus directly releasing it for

public use may violate existing privacy requirements. Therefore, privacy-preserving data publishing
(PPDP) has been actively researched to share big data containing personal information for public use,

while protecting the privacy of individuals with minimal data modification. Recently, with increasing
demand for big data sharing in various area, there is also a growing interest in the development of software
which supports a privacy-preserving data publishing. Thus, in this paper, we develops the system which
aims to effectively and efficiently support privacy-preserving data publishing. In particular, the system
developed in this paper enables data owners to select the appropriate anonymization level by providing
them the information loss matrix. Furthermore, the developed system is able to achieve a high performance

in data anonymization by using distributed Hadoop clusters.
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Original Table 2-Anonymized Table
RID | Gender | Age Disease RID | Gender | Age Disease
1 M 21 Pneumonia 1 *(0~1) | 20~29 | Pneumonia
2 F 27 Diabetes 2 *(0~1) | 20~29 Diabetes
3 M 26 Anemia 3 *(0~1) | 20~29 Anemia
4 F 34 Pneumonia 4 | *(0~1) | 30~39 | Pneumonia
5 F 30 Anemia 5 * (0~1) | 30~39 Anemia

Fig. 1. Original table and 2—Anonymized table



N}
3
1
Lo
_8.
O_L,
s
@

=)

Q)

o
9

a Orlglnal Tableol] Aol #3+
o g vl AR 2le] Qlow, o] FA At
Tables 53l “Ae ht‘é(diabetes =

g A1ele) Wz ARE ohd 5 Utk ol:

Original Table®ll 27’%«] o] 4 (Female)“oll 3133}
= g IZr) stk 21817 wjEo)t}, o33k 24

He AT Qlens

5o o fsm. o)l

WA Aol AR §E b
g o] &} %%oﬂ slof vl

Jlet ZEloIHAl 25 B! CIOIEd BHE A28 O 1787
2.2 Y5 Generalization) 7|

2178014 A3 vk} o], k-3l 7H-2 b
olE] Yut3}(generalization)S 71¥Fo. 2 3t At}

o]y dRkste HolHE
© 2 Wgsle HolHE 443t ol o]
gk dlolE Yutsl 7y ele A9 dRkst W (global
generalization) ¥ X9 dREst W)W (local general-
ization)©] ATH13,14].

A I3l e & dHolHE dRks Aar
(generalization lattice) & &3 W3} sl= WHHol
ok gutsl Axtes 7 &4 9 WS Eg](taxonomy

tree)d] BAR FAFHA ATt HF Ee ASH

sl wlelE el 49 g

k-2 AL ?a‘zéf& %731% Tt E2E A 8 E 2, 49 BALFE T A0 o duls)
BIE G5 9 grom AFAT o AR HOIH  Lzg gkt o B, Fig 29 (0E &4
HES Fall, EAEA ds) L3 S48 @S 7t ‘Age’9} ‘Gender' @] W3 Eg]o|th. Fig. 2¢] (a)oll A
AT Helel el 53 Fel(equivalence class) s} o] Z7ke] WA B 369k 2Ae) Ynks}
5 dAUY. AL ol 5 FY s I F2e JiA T gon, de BAASE 4 Ao
78 koo R a7goEN BEA HIsE 52 D3 AT =l TALFE Lo Auksle] W9
22U T8 G-DNY HR=EEH FEE F 7} Atk 281 Fig. 29 (b)E Fig. 29 £4E9]
WA THASL AE Fel, Fig 1S UE HEH w2 aAE SHel TAE QU Aols
2-fRst Eol S-S Ehla, E4WAE Gender'  owle} A wm R DAYSE st vlolE 7}
st Ageelth. 2=t Bolgel= IM~3¥ S u dojeis} Agm, 2 BAYSS YR dofE]
EEE 749 5 FULH A5 AIESE o) o) YAk uE Yukst AAle) e
TAE FE FY2IF AT $AM AT A GALFE goly FEEE FUbeta gAY &
Zol 2-9HA HolEe Fd Felxe =277} 2 9] A= golAt w2 Auksl Axte] Eo ThA A4
dolm 54 dIETt A 54 I WA B2 = gojy BeEE BASAT P4 e =
HgIREsd TEHA Gt F 1 HIEE &9 olAT) WA A ¥ Jﬁ}q Vg E=ed He 7t
dzZc7 239 54 F92uy o9& dgzc= X A-3 BE E TR, L THE o
(RID:Z,S)S’Jr %4 ‘Gender 9 ‘Age’®] ko] T3t R 3} o] W2 Adte é‘_g} SA2 Mest= Ao

g d3z=ed 7ol HA et oJAY k- SE=N
9! Be ol oo dasse T FH2E ¢ A Qulsl e Ao Quksl W el o
Histgto e ugs BAste ZIMelth Ag 72 9lo] HolH SAA Y wl HolH =
[A2, G1]
0-99 * (0-1) .t =T
/T\ [A2, GO] [A1, G1]
=
0-9 90-99 /\ L1
T b T e [40,€1]
0o . 9 0 .. 99 F(0) M (1) TR s
[AQ, GO]
(a) (b)

Fig. 2. Example of (a) Taxonomy Tree and (b) Generalization Lattice of ‘Age’ and ‘Gender’ Attributes.
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Main
Input: &-value, Taxonomy Tree, Original Table
Output: k-Anonymized Table

1. Make_Generalization_Lattice(Taxonomy Trees),

2. kcheck = false;

2. while('kcheck)

3 node = next node in GL;

4. output = Run_MapReduce(node);

5 kcheck = Check_k_valuefoutput) // (?>=k) - true
6. end while;

7. Enter_to_Database(output),

End.

Map class

Input: Original Table and Node of Generalization Lattice
Output: {Key, Value} = {Equivalent class, Sensitive value}

1. line = a Recode of Original Table;

2. while(hasNextLine)

3. g = line’s quasi-identifiers;

4, s = line's sensitive value;

5. eq = Generalization_by Node(g, node);
6. write(eq, s) ; // Output by {key, value}
7 end while;

End.

Reduce class
Input: {Equivalent class, Sensitive value}
Output: {Equivalent class, Set of Sensitive values}

i3 while(hasNextValue)

2. resuflt += eq's value;
B end while;

4, write(eg, result);

End.

Fig. 4. The pseudocode of Map—Reduce for k—Anonymity
process.
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Fig. 5. The main menu of the developed privacy—pre—

serving big data publishing system
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|,
submit
Fig. 6. An example of SQL query and anonymization level (k).
age sex surgery length location disease
0_105 1 0 0.140 30_40 N419 . -
0_105 1 0 0_140 30_40 N419 . =]
0_105 1 0 0140 30_40 N419 -
0_105 1 o 0140 30_40 N400
0_105 1 0 0_140 30_40 N400
0_105 1 0 0.140 30_40 N400
0_105 1 0 0.140 30_40 N400
0_105 1 0 0140 30_40 B351
0_105 1 0 0140 30_40 L209
0_105 1 0 0_140 30_40 J069
0_105 1 0 0._140 30_40 Jo69 .
0_105 1 0 0_140 30_40 B029
0_105 1 0 0._140 30_40 L259 -
save back

Fig. 7. The corresponding anonymized results of the SQL query and k value shown in Fig. 6.
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