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Design of Mutual Authentication and Grouping Protocol Based On Network Control
Server Applicable to General Purpose

Park Jungoh”

{Abstract)

In order to protect personal information and important information (confidential
information, sales information, user information, etc) in the internal network,
companies and organizations apply encryption to the Server-To-Server or
Server-To-Client communication section, And are experiencing difficulties due to the
increasing number of known attacks and intelligent security attacks. In order to apply
the existing S / W encryption technology, it is necessary to modify the application.

In the financial sector, "Comprehensive Measures to Prevent the Recurrence of
Personal Information Leakage in the Domestic Financial Sector" has been issued, and
standard guidelines for financial computing security have been laid out, and it is
required to expand the whole area of encryption to the internal network. In addition,
even in environments such as U-Health and Smart Grid, which are based on the Internet
of Things (IoT) environment, which is increasingly used, security requirements for each
collection gateway and secure transmission of the transmitted and received data The
requirements of the secure channel for the use of the standard are specified in the
standard. Therefore, in this paper, we propose a secure encryption algorithm through
mutual authentication and grouping for each node through H / W based Network
Control Server (NCS) applicable to internal system and IoT environment provided by

enterprises and organizations. We propose a protocol design that can set the channel.

Key Words : Interval Encryption, loT(Internet of Things), Network Control Server,
Mutual Authentication, Secure Channel
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