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Banknote Open Platform Security Vulnerability Analysis and Security Measures

Kim Sanggeun

{Abstract)

Open platform technology in the banking industry is anticipated to impact the market very
positively together with the activation of Fin Tech services. The domestic environment of
payment services has been rapidly changing into the mobiles and multiple new payment
services have been introduced from a variety of vendors. However, the convenience of
payment always causes worsening the security, and the accidents on the security have been
continued to occur such as leakage of personal information, hacking and so on upon the
expansion of the industry and the market size. This study aims to analyze the status of Fin
Tech open platforms and various problems of the related standard technologies, and to
suggest the possible solutions. Upon the analysis results, it was confirmed that multiple
solutions were required to improve the main security protocols of open platforms and to
process the security functions diversely. In conclusion, the results of this study will be
helpful to determine the direction of the solution on the security issues in the open platform

environment of the current industry.

Key Words : ActiveX, Open Platform, Mobile Apps, Non—ActiveX, Pin—Tech

3k
H
F 2o -‘ﬂEﬂﬂ(Pm -Tech) QZEHF A% ekl E}%kffi EOJ %4"#*3%% gl A
itk dd Al 2 Fols ofth ofd B e UF AEE B

o BYaH¥ 3 ek 3 %
Ao $a QA AEAES A% bsAd et % R Wgel 2 Bete] B Syl glek. o)
o st g Aol A1HonE A WEAA BA ok 55 349 28 29
3 oF ARE AV B BEE Fohw 0F WA R £Fel A Folk da, A%
ZgFolehs Y Auls AAFE APL AF/B Ao 57 L AMsoll & ko 945
et 2 @ Ao dgeka dr) of B,

2Rl E FU) ege] QEZIFS FA

CRENEEDE BN 107



S
1%
of
ol
H

(i
M

o rlo

=2 rlo ri
)

5
1%
=~

Bank Service API
WOORI Wibee Bank
NongH NH Pin-Tech ) '
ongtiyup OpenPlatform Serv1Fe AP I:
Transaction history,
KDB - Account / Balance
inquiry, Incoming /
SHINHAN Sunny Bank Outgoing transfer,
SC - Account real name
inquiry, etc.
IBK i Authentication /
Kookmin Liiv Management : User
Authentication,
KEB Hana 1Q bank Management
dITI Citi  Mobile

_3.53:4 o9 77l *%

Sodolth4]. tirE 71
Fo) MU ~E xld FH o= JJEEL 7%
EZPE AU 2E AFse Jeolth T4
PCe] ﬂﬁiv} 2uky ) Afn] 2o 3
A, Aw SEZYE AMHE B3 <
Ashs ol AHgARet S-S dds)
FTEHoE AEA ¢

ERY

3L
=

T 16712 % 19
BNK, &, A7,

ofN L

Hﬂ%rﬁi

=
[}

ol
o)

rir

1%l OAuth 2.0

~
P
z

o M
[
3%

OAuth 2.0 %<t
, HTTP X2 &EZ9] URI
W2 AGS Q. FHUA
g3t o] Ho] 4N _HLOJ?%" A(E3T
°JI /\11}] sH?] ot o]-% © 7} S

0 v %
Elatel We Al woHA kY AAYEL o

=
RN

o

mm ¥
o,
9
X

1o
=
= 2
T

s
2
o

=
%
—

0y

2 otoorr n
rle
il
)
HPA

20173 Aol F =) AR Ale]ES] HW
ActiveX #|A] AAMo] AREAL, TA] o2 @ o

bl
8
29 B HFHom
| .

o

ActiveX 7]&& >‘<]:L77}x] )& BA| Bol ok

wd A T 71sE B ARRIA o o5t §
01 i, v Wﬂm%oﬂ el =2l =i stH(7, 8].
® 2= 20179 SRl Ve s 23
Non-ActiveX 4-& @3 A} A3 HepATH

<¥ 2> ) 2384 Non—ActiveX A8 A3
BANK N"“e_}?c“v Additional Installation
Kookmin o Certlf}ed Certificates, Integrated
Security Program
Certified Certificates, Personal PC
WOORI O Firewall,  Keyboard  Security,
Security Log

108 M133 H42



BANK NO“;)?C“V Additional Installation
Certified Certificates, Personal PC QEZYEL AAAAZ} S ZTZAE AEY &
NongHyup O Firewall, Keyboard Security, _ _ o
Secure Browser & APIE olgste &8 Tt A EAlste
A o
KDB o Integrated ~ Security ~ Program, TZ2 A AUt} OAuth 2.0 91F TR2EFLS
Certified Certificate HTTPS(Hypertext Transfer Protocol over Secure
SHINHAN o Anti'—'hacking,. 'Keyboard security, Socket Layer) 7] o2 APl 7] 9]_ E3S o HE_},U_—(—)—]_____
Certified certificates
RS AN S22k 34, AY 3% &
C o Certified Certifi'cates, PC Firewall, /H]/ﬁ_ }_zg 7].,_/\4 o] tZH 6}]’4—[10]. U-Ery;_?l-%oﬂ
Keyboard Security, IP Tracker
At ks ol e A% Ao FAE s1)
IBK O Keyboard Security Extension %Eoﬂ/\ﬂ ?_%—E—E—E‘i @ﬂ Z-10] %}7\] 341% 2
KEB O Keyboard Securlty Extension %/ ?l%‘?’ﬂ HC}X] &]I_g_ _}I:%% @71:'1] —5]'_11:_% :ﬂ,—ﬂ_é}
Certifi .
ertified cerpﬁcate; . Prevent T 9\/1]:}
CITI o keyboard hacking, Verify user
information, Personal PC firewall,
Virus spyware scan
0| 872 QEEUE .O.
o waroza @ Auhorzton Code 2 SR UE B
QETIZIYZ 7)Y ogPL Yoz 7~ Het AzEs 28 P v =
4 AL F52 2443 A3 55 Non-ActiveX —
o Azt 58
g Ak Ao e aet 279l 43 =
Ao 7]E ActiveX FEE AL F7} AX —
Eil%—‘é—o] Lk exe EéEHE Zﬂlﬂ O]E} D}"‘ @ Callback URLZ Authorization Code Tt
Access Token 2%

<ad 1> LEEUE NEA Thol= v

(AH§74 1Z3} 55314)

29 13} ol olg7)e] Az A8 9%
Afes 0N TLAEE L A D,
URI(Uniform Resource Identifier), 37} A%k &

o] otk F 7+ Abole] o wEhHES WxE
I

A o3 A A LESHEY 3F AR = A 345 S & Ao #4201 D,
AT =, 7 WA @A eZEUF T8 AHA URI, L7AA, S3AEE €S o Stk e&5d
S mutd 4 ] BF Ves THAE #°] SMS(Short Message Service) ¢15-& FXHA
A E A9 52 HAY o 817 w2l 2] 5

A =tk o]9] SKIP A #e A8k d5S

OREMETREYY =28 109

3



FEAY ASE] AH whe HE(0)= Wt
AHEARe A2 AN TeAdRE AeAdd

© Access Token 2223
/oa

Access Token 24 Access Token 4441

Access Token @ calback URL= Access Token T
PR A

A8z $g 7lelth
ActiveX 7|8 FORJISAME A 1}
ActiveXZ29] ¢ 87 Wl A4 LEZHE 34
A A & JFE T & z
ASA ARG #HA[8]¢} 3 H A=A
of tigk Hekd A7t AR HA[11] HHA 2

%
AEE 7 e 38 9L B8 g Aot

FEHIES QEZYE Eupd HelS 98 B
oF Aok HAFES AFet) of7|A Eupd B
oF F ok HAIE[p]S AHEY JHEgH HEH
& FE A AR B4 A8 £ Y 9AA
$A AE g, SR e84 FE 2E
Wt A8 FF, el AL FF F 67}
A5 Adstes ska glrh 2016 2vY OWASP
Mobile TOP 10[12]> H4 67F4] 353} F-E4 0
2 YgAste Bukd BHab FHopde] diste] AWt
th M1 FAAe SHE AR, M3 SbdehA] ke

A w0
B, M73 M8 o] 84 ZE F43 ZE WE

o] gitk. M1¢] 749~ F%(Rooting) &= 213+ F-4]
gt 2= Ay} gejat A Fof FHokds on

ok M39 A5 Sl A a8A oA dlol
HTTPSE AHE8HA 9 o) B4l Hok F ok,
M7 M8& AJ5to] 511 (Secure Coding) 7ol =<l
of AR ek mek 19 wAE FAolrt,

M32 HHEA9 A8 e sk Qe

f

%
B 27(Local)?] 8 & I EHELS dslst
A e A el GA Hr7E =FE TheAol
=tk 20173 $9k7] CVE() 7l el E(Apple)
I0S(iPhone OS)[13]:= F 4 3447, ++=(Google)
QF= 20| =(Android)+= 6927H[14] = wid A =2
o] MAH I Qe QEZPE FH wuid gl
& ol% g8at 2B whel v2y] Y] 1
Qb el Aozt Qltk. EAlE 7t &3] TF

APl= 2-8oHAh Zukel 1S fdehed o B
—L

X

[¢]
(2015\)e] "
OWASP Mobile Top 10 k4 &5[12]9] A3
2o AWy Hwd et Ao uldk nel
A FES & AoH] gtk & 4 vk 1

et mukel wel slel=elele] QEEYE nol

T

110 133 42



71 Al 3?<P<>ﬂ o3t

=5
(€8]
rlo
S
é
a2
ot
1
&
:oé
Y,
ok
r O
o
i
ful
=
i
r

i 2rtel thsko] A

Type Problem Solution
Possibility of
bypassing Third—party

certification due to

. . . verification of URIs
important information

Commu tampering
nication
Node Validation and
- application of
Do not use HTTPS
e non—HTTPS
communication L
communication
section

Encryption at the

No encryption of ; .
user input interface

input information

level
Local
. Continuous session
Local hacking of the L
. validation inside the
issued token
app
Request permission .
Third—party server
for an abnormal o
Server , validation for
user's resource or o
authorization
token

Type Problem Solution

Authentication server
dependency problem
such as open
platform server
hacking

Establish distributed
authentication server
for each role

FAwE WOHIY ¢ Ak AR BSY ol

A adste R e Al 34 33 Fae

F204 2240l TS5 9131 URI) 239 v
)

Ol

T ANES xdstel A" A9 (Digital
Signaturd) 59 AN, 27 BARYRE AF

F3gich 0|9 A AH]A 3 (Distributed
DoS)O] =% URI PJM g 2 sl A,
QA7) Ao u o

o] BEAlLT
H(HTTPS) S A& A 0.
Wluckaiel o) A Zogel nokaa delvt %
Qotrks e dehdth a5 Au AA
A HTTPS B4 o) A4S vkt 484, A}
&2k ol Eo] ial] o EAl thA] A ES 7N EA
Folgforsit), o W o 2= AAGA A7HS B

Al A7gstal, BE oHES] tief AlHS 78Al8k=
TS 488 4 ok

27 HAAY : A A3 PC 99 A5 i
71HE Heb mRaslo] EAITE Hupde] A4
AREARS] BE fE QlE|H|o] 2] YEstE 483
ofgitt. ) FEAA Y kustelr] el ¢E

[ o

o o
o Mz
%

3|

= -

of gttt o]¢] =4 o] Ty EF
AL RS HSE e 7heol EAE
A W FEolA AR S AT 4

g5 ofof gk

%

CRENEEDE BN 111



AW BAAE « o T FEoA et B4 ®
= 20 Hdets RE 34 FE= Add o
sk 37 7HsA A dRle] Hr) SEEHE
Heto] uf§- JEAQ] Fxo]7] el QEEAE
oA OAuth 2.0 Q1% ZREZ A% 7s}sjo} 5}
21k, AW WOk met ul$- Fa8lt) URI H%,
718 AR AFH AW S ES e % S
S AA Aol Bk QF MM E A 53

oo gt

a9 32 & =wdA ARG s ANekEe] A

A A BEe Aga o8 TAEEAe
DDOSA Ue shauetes 2 94 84, A% A

A&t MH[= HSxE H| 3RHRIS A H)
URI Redirect
A8t oF (@2h7] 28 0 ARty
B7H7|(URY) Redirect
N2 9% 9 B2 5 2= 9 M7 s
W g bt &2 ) URI 3 9 7]
=avan B 47 A B)
[ERERERL] N20IE U NY 4T
AlZt Het B47|(MH7|(MH || ID, PASSWORD))
BIlbl(@53s) wa o BY
QEDC ool U XY dsace Y =2 8Y
ERETCERTS) Ezan
HEL B 2l EECEE ugy =3,
_E 217 SMs 915 28
EECEE dsRce By
E=uy
20 ¢
AHlA 2 ) ByE=ds
AN

<ad 3> /WHH OAuth 2.0 B ZRZEF HA Fx

713407 %7] URI_Redirect Z}4ol| A SSL/TLS
o2 $715 F7) wsksla A7) o)4ato]
7gog SR 9% 7]% HTTPS
ZAFEA, YA o2 BA7) 7]uk ok

[
o oy A

=
ol
ox
rlu
rlo
:<,>le

79| HAY
7B e EAHRI etk )&
42 OAuth 2.0
ol Two-factor ¢l =
QbdatA] eolth. AEAoR
o8 ZIEZ YA
SMS oA o] AHER 2gste] 7FEeh HokAd

& AFsH el

E
>
_0|L
K
)
2
o

N

U‘) =
5
)

re |o
Mo (= 2 & o ju

¢
O:

V. 48

2 Qeln Az
2EZO) A3 A= EARAT, 9

K
B BAYOR Wololnk w8740

=
o
=2

3 X3 AAolk £4 AT 0E1

riot
o
=2,
2
i)
o
>
=
QT

e, /A=A

112 H133 42



(1] AN, A, s, “ae e 2wt
T8 T =EATIA, ABH, AT
2016, pp. 52-58.

[2] 4737, “3E A (Fintech) 7} A HH EAF o 1| 4]
= oggel W@ 2B FEAEINEY,
INTERNET & SECURITY FOCUS, 2015.

B] d=agdrd, “AA-EE B e 4A 3
A 58 #2538, A30E, 2016, p. 20.

[4] https:/ /www.open-platform.or.kr/apt/content/
openplatform

[5] https://developers.open-platform.or.kr/openapi
/oauth

[6] F=a8drd, “dE A2 Wk HopR A
A &5 FgReke WH AR, 2017,

[7] LA, e, #A4Z, FhE, o, “= <
B Alztol Aol digh MITB # ok £4,
=Rl HURES, Ald, Al2E, 2010, pp.
101-118.

8] 1%, “2nkE BolNe FAAZTA 43}
A, = AEH NS, Internet & Security
Focus, 2013.

[9] wleiEZ, “20161 ICT §3 A4S o
T A ARIY - ICT §3 AkelS o
TAIZHE,” 2016.

[10] https://www.open-platform.or.kr/apt/content
/openapi

1] =&998], “dAsE
2015.

[12] https:/ /www.owasp.org/index.php/Mobile T
op_10_2016-Top_10

[13] http:/ /www.cvedetails.com/product/15556/ A
pple-Iphone-Os.html? vendor_id=49

A7 2015-18%,

[14] http://www.cvedetails.com/ product/19997/G
oogle- Android html?vendor_id=1224

[15] FAAAT, F=AEUZZ, “Eapd A
oA 2 RS 919 Bukd tiRlAe|
2 Rk A3 Tol s, 2015,

n A2} A7 .

19964 39~87)
AANS AFE3Y 15
2003 - 20044

E—Ok ARES 983, vejolg
A2 E mail © sgkim@sungkyul.edu

(Kim Sanggeun)

FAFD 20179 1089 49
o 1 20174 119 209
AREAL: 20179 119 229

CRENEEE 2N 113



