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The Comparative Study on Performance Analysis of Windows 7 and
Ubuntu Applying Open Source IDS/IPS Suricata

Seok Jinug * Kim Jimyung + Choi Moonseok

{Abstract)

Nowadays, It is undeniable that the threat of network security is growing as time flows
due to worldwide development of wire/wireless, various Internet platform and sophisticated
hacking techniques. The amount of traffics that Network security solution has to handle is
increasing and recently many occurrence of explosive traffic attacks from PulseWave are
being observed which has many similar characteristics to New DDos. Medium and small
sized firms abroad have developed and distributed Snort and Suricata that are based on
open-source Intrusion Detection System(IDS) / Intrusion Prevention System (IPS).

The goal of this study is to compare between Windows? by applying suicata 4.0.0 32bit
version and Ubuntu 16.043 LTS by applying suicata 4.0.0 version which is an open source
Intrusion Detection System / Intrusion Protection System that uses multi threads method.
This experiment’s environment was set as followed C1100 server model of Dell, Intel Xeon
CPU L5520 2.27GHz*2 with 8 cores and 16 threads, 72GB of RAM, Samsung SSD 250GB*4 of
HDD which was set on RAIDO.

According to the result, Suricata in Ubuntu is superior to Suricata in Windows7 in
performance and this result indicates that Ubuntu’s performance is far advanced than
Windows?7. This meaningful result is derived because Ubuntu that applied Suricata used
multi core CPU and RAM more effectively.

Key Words : Suricata, Intrusion Detection System(IDS), Intrusion Prevention System (IPS),
Windows?7, Ubuntu

A vt 9 AAAH R FletaL
HEY T Hel o F7h= YEYT Het &

3]
=
=

0 7% wek $FAEC] 4l & Ede]

L
¢ AFtole AR ALAAUE(FAR)

3

M orxorle

Arad AddTd wor Pgfol| ool 22 A H Bk

CRENEEE 2R 141

2LH0



SZ%2 IDY/IPS SuricataZ A48 Windows73} Ubuntu A% ]2l £4

o
ftl
iflls
=
=
B
rl
i
2
=
ofN
a
b1
[>
1o
o,
uj
‘0,

i ° il
HagolB T3 o] X ] FAR EYY ¥
A& WAk g70] AAUAL giek o]l me} )
EQA Hel ARl ke, HARAA L, A
ALAA2E] Fof Bel 74 Aol ¥ #AX| A
ek delolAE 2719 R AR o]8sks o
FAQ LEa FAFAA LT/ H DA A 28R

wrste] g wjaEs)

YESAL &
A7 e
s Y|E9 A PortE Allow/Deny o2 HE
A3 FA S Abdetes AlLEoth YA ~E
JAPIRAZRE NEADT B8 EARE B

stod fallgk Edo] gle=A

)
N
ok
tlo
ok
°
ob
N
Ho
ob
2
i)
)
-z
a

& ol AHgsh 9, olel ¢

8l vl A5 39 3L Snortd] Multi Threads?] 7]
&2 opA A o] AWk Snorte] AEO] Fw
o E4ths As stk 4] Al
= Us 7E o]8ste] Suricata A 2FlE T d}o]
4% HALE SFS3L Single Thread Snort, Multi
Threads Suricata, U+ 75 &3 Suricata 2

2 4% el o|Fod FHst

2 A7) ApstE AAA SFAA 1919 A
9] Windows7# Ubuntu®l| SuricataS A& 2 A
2jste] ofwf gk FGAA gl A Suricata?} T
SHAQ Ass vl=Ad date] Aldstaat gk

e tgat 2 2o M= AAE

NeN
=

2 57l A
=it

I, #dd+
2.1 AARAA 2B A LA N 2

2.1.1 AYGAA 2B/ A QLA A A8 o] 7y

u H 2 HO
AR wAstel AR B4, MAPRT, A
%, MEE 5o 3AS PAMAL PAshe
% Bt oleld FAEE Fohlle 2ol YR

o}, A uk o]y gt &R FHo| Fgay

s

o to fo K
rl
[
[~
>i|‘

142 H133 H42



SZ%2 IDY/IPS SuricataZ A48 Windows73} Ubuntu A% ]2l £4

E, 98 94, o4 94, Soluel= g, dolg
vlold B9 el Gtk 9.8 BAE duHo
2 37 Aeolga 48 wdd QAT A 9
£ s A% Baa o @ Aeteld FElo] opd
A& A AL o)) Ak Frkgl. stoln
U2 BAE 0.8 BAS o) 9 PR AT
o WA 715 B A7 BA WHOR TAE
ool AES BAse] 08 B4 % o §A Yol
g VEADL Jush Agstel BAsk Pelnt
7). lolEinteld BRI Hole) Fag oME,

ERA 2 A B T A
A5 oA FAY] e &
G 7 AE BAsk] d5S

o Bo|E/BdesE BAE =rel Jue P
ARE AHgate] PAES AAehe O HAES
7ftog g 9 A s oo E sk
ol eH7].

2.2 Suricata
2.2.1 Suricata® 7iyd

2009\ Suricatas P|= HEQMEF-O|A 25 A
A& 3lof OISFE A7, 20104 HYWA/BAA 2
§1Q1 SuricataE 7WTeigich HAFH st=9o] ¢
A IEN A Egg o] 491 Sk Snort?]
Single Threads 2] YT & o2 A A =S
a1, o] Suricata®S 7HE3IAH. Snorte] Al T3k
I} QY A 7159 F7h= Suricata?] viEole}

& 4 QAT

2.2.2 Suricata®) &4

Suricata®] 5742 S AWl x & E
#<5& Single Thread 41| Snort®= ©4]9] g
A7} 3L Multi Threads "4]9] Suricata™ B
g V=R deFY EgE #XE AdE &
ATt HEgE 7)Eo] AMESEE Snortd] EAl Fgko]
7Fs3tal, NVDIAALS] Z1gj¥7k=e] GPUE AHg-
sto] &4 Aes 3 A1+ Atk LUA 239
EZ AIYAE K F v o] 2lal Snortoll

© il 2 7HA 9 g4 7)5o] F7HE AT
2.3 Windows7
2.3.1 Windows79 7§49

1981 PC-DOSE Al&to= 19821 MS-DOS
1258 EGAAE ApLakglth 19854
Windows 1.0& A]Z2& 7]¥& Command Line
Interface 219 & 7131 AE7F 2 ARk AR}
=% AF&317] 41 Graphic User Interface 2]
Windowse 3.0, 3.1, Windows 95. 98, meS A
XP, VISTA, Windows?7, 8, &A] 7F¢ 21 #M#<l
Windows107H4] 7S 313l E3F Windows
Server AlFTE AA| W AREALE©] o] &3laL 9l
k. Windows7+ 2009'd EAIE 813 oM 64H| E=
RAME#S # o] 192GB7H] A4t} Windows?
o] Heod B A o= Qldte] Windowsl0©] 1
& AFE B2 AREAEC] ARG 9= G AA
oJtH10]. <2 1>°A H5o] 2017 79 &A)
Windows 482 9145%, Mac OS Xt 6.02,
Linuxe 253% % WEFRTH11]. <18 2>+ 2017
74 A Windows W &S Uehllon
Windows 20002 0.01%, Windows XP+= 6.10%,
Windows Vista®= 0.51%, Windows 72 48.91%,
Windows 82 142%, Windows 812 6.48%,

CRENREYY =2 143



QE A~ IDS/IPS SuricataZ 483 Windows7%} Ubuntu 4% Bl £4]

Windows 102 27.63%, Windows NT 0.40%% 3
AL o™ ofH % Windows 79 A& A<
50%9] AES A% 9o oAk We ALL-
AEo] Ak SGAAloltH12].

2.3.2 Windows7¢ 7%

Windows79] 18] 7} 54 o] 9l=d HEE A
FOlE ]*zzal GPs, 9 4s 7AXE 4

AT AA 59 7eE 7R A Ao v
ERor HA &4 %%“\EO] 2tk Windows7-&

ofE} mo|ARAEE] SPAA R} T]~T &F
S A AAE o AL v s AR 3
T2AAE FHY 256717H4] A EH13).

A0 A
.........

91.45%

10.00% G0 153%

5 || —
Windows Mac Lirux
06 Ao
<9 1> 944 ¥ AF&(11]
60.00%
48.91%
50.00%
40.00%
30.00% 27.63%
2000%
10.00% 6.10% 6.48%
0.01% l 0.51% 142% l 0.40%
000% —— - - —

Windows Windows Windows Windows Windows Windows Windows Windows
2000 Xp Vista 7 8 8.1 10 NT

<% 2> Windows WHAE AF&[12]

2.4 Ubuntu
2.4.1 Ubuntud] 71

Ubuntut= 2004 Wk HE 20 ofste] A%}
H oZaAxs gEa ZZAE o]20]al Debian
GNU/Linux 7|9t trEojfth oE b 25
2714 G A A w]stel Ak ARt Al ALE-8)
7] A& QELZ FFAAE FEE AT =

BRI
2.4.2 Ubuntud £4

Ubuntut= AA o& g52 FFAAG =27
AR Aol ERekA] gk A ST R duler
I ERAAEE AXES #HE] EIE
APT(Advaned Package Tool), A€ FE|EE
AREEh A root EEHE AXFelA] THEXA|
Eg}l:i g}oﬂq_ u]-ok root Poto g APS gof

Eass mgﬂoﬁ# 39 sudos At} sh= HH

gl of Wl A9 F Az s

dIE T oA 8§H°ﬂ th8te] Windows®.t} ¢HA
shtfar & = otk EAZE I 8] AW

=
Zo] gtk Ubuntue A 75S ZEAE {1
7

T ATH14, 16].

144 133 42



SZ%2 IDY/IPS SuricataZ A48 Windows73} Ubuntu A% ]2l £4

I. Suricata® %83t Ubuntu$t G A A SuricataS Peap3d 23 F &5 AZH
Windows7 S 5S4 ¥ 33] AES st Faiks 7t
Aar vl ket wpAee 2 dte] PeapS A3

3.1 A % Ay T A7 20 GYES 2] F o PeapId S
AdYete= wiA] 9 2 AATHES 2dsie] A

@iﬁ% flsted DELLAMS] C1100 A¥1E ol&st  aiSich

%13l CPU+= Intel Xeon CPU L5520 2.27GHz*2 %
8core 16threads RAM< 72GB, 4 SSD EVO
250Gb*4E ARSI s 54 AR AHE
9 A A= Windows? SP1, Ubuntui= 16.04.3 LTS
HAE AAekglrh Al AHE-¥ Suricata WA
Windows79ll+= Suricata 4.0.0 32bit, Ubuntu®l|+
Suricata 4.0.05 A48T}

3.2 Suricata H|I2E

Suricata A § RE A2 Default 0= <-1¥ 3> Windows7el M| Suricata WA|oH<l 52 3hd

Al o, S Mee 119022 sYsHA g
—Z}Oi‘:}. o] uf Ag¥ ¢i1g]52 Aho-Corasick &
1EFE AHESISITh s 540l AHEE Peapdt

%‘9] A g £ 2 Mg Edys 2%
&L 9= CTU F|o1A] W Peap & % L
of gt AFelA ARE g B9 Tl
7R

Ubuntu®t Windows?7 27 #2-2 Peap3td A&
@) E ARSI suricata -v -r c\pcapEU
\pcap¥<.Pcap HBAE AHdt] AP AP
v o wAE 95 offline modedl| A Pcap
3dS A8 AZIT) Peap 39 A3 3 CPU core,
Ao Au A# F E A A7E 21 94 Au
T Al AREe] 7]EE o] S

<% 3>2 Windows X3} Suricata 23 =} <19 5> A¥A Y Z= 10709 Peap
3 g EFolal, <1¥ 4> Ubuntuol A Bds Al A AAA Y Hogoes
Suricata 2% AFE3E a3 Bgolt), 7tz & Windows79 H k2 99094.49% Zg on,

nm{m

CRENEEDE 2N 145



QE A~ IDS/IPS SuricataZ A&

3 Windows73} Ubuntu A% Wi ¥4

Ubuntus= 305.88%7} Atk AFHo= 4
HHH 409MB Pcap Y- Windows7l| A
2555.71%7} A% 21, Ubuntudl| A& 7.73%7}
A5t 248GB Pcap 3¥-> Windows7l A
2560.08%7} Al o, Ubuntudl A= 78.57%
7 A#H k. 2.79GB Peap 342> Windows7¢]
A 51044.08%7} A% oW, Ubuntudl A&
11296%7t A%ttt 747MB  Pcap Y
Windows79l A 7619.03% 7} A 5 2., Ubuntu
ol = 25.73%7F A Fth 989MB Peap 3% 2
Windows79l A 8122.63%7} 4% 21, Ubuntu
o] A& 38.58% 7} A th 120MB Pcap 342
Windows79] A 818.93%7} A% 2™, Ubuntu
M= 642%7F A 1.32GB Peap 3 &
Windows7] A 8112.88% 7} Z % 2™, Ubuntu
ol M= 40.99%7} A3t} 183MB Pcap &
Windows7] A 1099.05%7} 4% 2™, Ubuntu
ol A= 621%7F A%t 1.59GB Peap 3%
Windows7] A 7665.29% 7} A% 2™, Ubuntu
ol A& 732127} A ¥t} 1.17GB Pcap 342
Windows7] A 9496.81% 7} 4% 21, Ubuntu
o] &= 2245%7F A# )

<1 69 AgA a2 10709 Peapytd
S Al A ABAA U Bk 2 Windows79)
S 194484.72% A% 21, Ubuntui= 372,05
%7} A3tk 370MB Pcap 792 Windows79l|A]
513327} A% o, UbuntudlHE 33127} 23
t}. 316MB Pcap 342> Windows7°lA] 36.73%7}
Az on, UbuntudlME 22727} 23tk 149MB
Pcap 392 Windows791 4] 24522627} A3 oM,
Ubuntu®l|l 4= 880%7} A%tk 222MB Peap 3%
L Windows79l A 3707.08%7} Z% 2™, Ubuntu
A= 1033%7F A%k 186MB Peap IHUe
Windows79| A 2768.40%7} A% 21, Ubuntudl| A

£ 936x7F A% 132GB Peap U
Windows7¢l| A 1734825237} 2% 21, Ubuntu®]
AE 30244%7F ATk 470MB Peap Y
Windows79l 4 6190.67%7} A3 21, Ubuntul A
T 1599%7F #Ath 490MB  Pcap I
Windows79 4 5698.07%7} 2% W, Ubuntuol| A
T 160127} A3 th 254MB(winl8) Peap 342
Windows79| 4 48.01%7} 23 2™, Ubuntud]A+=
17727} A¥th 254MB(winl9) Peap 34
Windows79| 4 49.66%7} A3 2™, Ubuntud]A+=
17627} At

<y 7> AdAY} gz 10719] Peap3td
S A 2 AFAA 2 HEgko = Windows7<]
Itk 199936.065% A% 2™, Ubuntut 48843
%7} A5tk 437MB Peap 74> Windows79 4]
6060.92%7F A3 om, Ubuntuol A= 12.62%7F 2
T} 116MB Pcap 342 Windows7914] 23.08%
7b A5oH, UbuntuolME 129%7F ZA3
883MB Pcap 34> Windows79l A 2407.67%7}
Az o, Ubuntudl A 936%7F 2t 281MB
Pcap %2 Windows7ll 4] 511.03%7} A5 01,
UbuntuollA+= 9.75%7} 25tk 133MB Peap %%
< Windows79ll A 113.49%7} A% 2™, Ubuntuol
A 15127F A3tk 113MB - Paap Y
Windows79| 4 15.94%7} A3 2™, Ubuntud] A+
1.27%7} A%tk 3.09GB Pap 39S Windows7¢l
A 86927.6127F A5 o™, Ubuntudl| A= 191.92%
7} AZh 140GB Pecap 3H¥> Windows7¢l| 4]
49324107} A% o™, Ubuntuol A& 12820%7}
Z5th.  817GB  Pcap Windows7 41| A1
287193727t A%l o™, Ubuntudll X+ 73.84%7}
ARtk

<ad 89 A¥AI} 1= 10709 Peap¥td
S Al 2 AYAA U HEgho 2 Windows72]

3iL0] O
2T

146 M133 H42



QE A~ IDS/IPS SuricataZ A&

3 Windows73} Ubuntu A% Wi ¥4

Btk 133040.75% A% o™, Ubuntus 339473
7} A%k 396GB Pcap UL Windows7l A
160646627} A% o™, Ubuntudl A= 360127} 2
%It} 14.0GB Pcap 34> Windows7¢l| 4] 54578.63%
7b ZAzon, UbuntudllMe 1296437} ZAZth
8.19GB Pcap 7}%9-> Windows7¢l| 4] 28886.97%7} 4
Hom, Ubuntudl M+ 7373%7F 2%tk 397GB
Peap 9U-& Windows794] 159424837} A3loH,
Ubuntuoll A<= 387727} A5tk 1.81GB Peap 34
< Windows79|4 7203.07%7} A%2H, Ubuntuol
A 2094%7F AR 182GB Peap THUS
Windows79l| A 7659.20%7} A% 2™, Ubuntuol A=
2098727} A3t 346MB Peap ¥U-& Windows7°]
A 3191027} A% 2H, UbuntudllAe 32727 4
%t} 122MB Peap 34> Windows7¢l| 4] 200.3057}
Azon, UbuntudlHi= 098%7F A3tk 212MB
Pcap 39> Windows74l|A 152637} A% o,
Ubuntul| A= 1.67%7} 2%t} 1.04GB Peap 9+
Windows79l| A 2171.0827} A% 2™, Ubuntuol A+
13.48%7} A3tk

<a# 9> AAY 22 10709 Peapitd
S A 2 APAA Y HH gk Z Windows79]
kS 26966.81% AF 2H, Ubuntus 119.10%
7} A3k 281IMB Pcap Y-S Windows7ol|A]
108.75%7} A% o™, UbuntudlAE 15627 A3
t}. 109MB Pcap 34> Windows79] 4] 285.14%7}
Az on, Ubuntudl e 14227} A3l 649MB
Pcap 42 Windows7ol| A 707.58%7} ZA3om,
Ubuntu®l| A= 4.79%7} Z %t} 6.0GB Peap 3+
Windows79| 4 8057.81%7} Z% W, Ubuntuol A
E 4195%7F A3tk 244GB Paap WU
Windows79 4 3679.28%7} Z % 2 H, Ubuntudl| Al
E 1724%7F ZAZE 249MB  Paap 9IS
Windows79 4 41.8627} A% o™, Ubuntud] A&

1.93%7} Atk 1.27GB Pcap 34> Windows7°]
A 24909837} A% on, UbuntudlA+= 94237}
ZZth 764MB  Pcap 3HUS Windows7¢lA]
19024027} A% 21, Ubuntudl A= 7.04%7F A%
T}, 442GB Pcap 34U Windows79l 4 8713.77%
7} Az ow, UbuntudllXE 2922%7F At}
055MB Pcap 3 -2 Windows79lA4] 979.23%7} Z
%o, Ubuntuoll A= 4.53%7F A3t

<19 10> Agdy 22 10709 Peapdt
As Al A APAIA U2 Btk o2 Windows?
o] Btk 24731.77% A3 2n, Ubuntut 126.30
%7} A5tk 1.29GB Pcap 342 Windows7¢l| 4]
1903.11%7} 23 o™, Ubuntudl A= 1146327+ 2
#ch. 2.28GB Pcap 342 Windows7914] 3398.90
z7b Azon, Ubuntudl e 1491%7F 23k
1.78GB Pcap 34> Windows7] 4] 9853.81%7}F
A3 om, Ubuntudll A 34.64%7F 23t} 3.85GB
Pcap ¥4 Windows7ell A 721.74%7} AFoH,
Ubuntudl| A= 252027} 25t} 2.11GB Pap 34
< Windows79l4 3162.81%7} Z3 oM, Ubuntu
A= 1566%7F AZTE 105MB Peap T4
Windows794 122.25%7} A% 2™, Ubuntudl A
T 102%7F A%tk 186MB  Pcap TY>
Windows79 4] 58040%7} Z% 2™, UbuntuolAl
T 433%7F Ak 970MB  Pcap I
Windows79 4 3855637} A% 2™, Ubuntudl|A
T 353%7F Atk 305MB  Peap FHYU>
Windows79l| 4 43.27%7} A% 2™, Ubuntud] A+
31927} Z#H ) 1.65GB Pcap 342 Windows7¢]l
Al 4559.92z7F A% o1, Ubuntudl A= 12.35%7}
ARtk

<9 11> 484y 2=ZE 11709 Peapdt
AS Al Al APAIA U2 B gko = Windows?
o] HakS 1077047% A5 2, Ubuntut 45.88

CREMEEYY =28 147



9 E42 IDY/IPS Suricata®

23 W

Windows73 Ubuntu A% B2 24

z7t At

107MB Pcap 39> Windows7¢l4] 60.47%7}
Az on, Ubuntudl A& 070%7F 23tk 1.17GB
Pcap 92-& Windows70l A 2343.69%7} A3 0w,
Ubuntuoll A= 7.83%7} A3t} 336MB Peap 4
< Windows7°| 4 109.52%7} 252, Ubuntudl
e 489%7F ZAZth 1.08GB Pcap Y
Windows79 4 1023.89%7} A% 2™, UbuntudlA
E 1311%7F Atk 497MB Peap US>
Windows79l 4 41127} AH oW, Ubuntud A&
2.73%7} A%t} 1.37GB Peap 22 Windows7°]
A 32249437} AR o™, Ubuntuoll A= 247727+
A%t} 221MB Peap 742 Windows791 4] 174.52
Z7b A3on, UbuntudlAdE 202%7F 2
323MB Pcap 392 Windows71 4] 3437627} 2
Hom, Ubuntudl M 3.02%7F ZAich 236MB
Pcap 342 Windows70l A 1399.42%7} A3l om,
Ubuntuol A= 50327} 2%t} 283MB Peap 34
2 Windows79l A 947.39%7} 2% o™, Ubuntuoll
Me 576x7F ARtk 273MB Pcap Y
Windows794 1138.75%7} 2% 21, Ubuntuol| A
£ 6027} A%t

Ao R <aF 12>9] APdY agze 7
zbe] g Zol| A & Peapdd Hi AP ¢
. A3RE Windows7S 689025.06%, Ubuntus
18271122 ¢E4 02 Ubuntuol 49 %ol £
o IZolfEE <I1¥ 13> HW UbuntuolA
Suricata’} & Al & HE|F0] A Y
g ARES BT AW <adl 14>9
Windows79 4= A4 CPUQ Alg-o] 6HAE A
Eo AMEES Holn Bl 5o AMEEOEN o
& zpol7} A Ao Btk e Windows?
9] Suricata 32bitH o2 A|FH 7] wfito] g
AHEEE 72GBO] W& RAME A 0% A}

¥

ol A5l Atol7} w3

8} ] ol
7 wolrh

5104408
B112.88 7665.28456.81
2555 77540.08

761908122 53
gizsy [ 108805
21
0.
g‘ 45

4051 B2 48GB2 79GB747M BRSEM B120M B1.32GB123M B1 53GBL.17GE

99054 45

.....

........

P588

7k

e

ol Ko

BWindows7 32 mUbuntuEE
5> 3 AA 107] Peap 9 A3 § A3} gt
17348252 18848472

61906565807
2.05
"3 01 49.66
‘23:
5

B\Windows7 32 WUbunuET

2452.28707.08788.40

IH

D

I ©

Ko & "» ,\\'5‘
'\ ",’ «, b b

oo 5133 557

1000 Ial I yij
100
A&

i\o
v _\&
L

<19 6> F HA 107] Pcap 3 A3 & Az} 7t

159936.06

BE9Z
10 25832.85 %3._-5 ]Z%TJB 7
1 606092
e 240767
000 51103 .43
1000:00
113.49 e
100.00 7308 by
“““““ = 15.94
000
Ilﬂ II | I
100
c?;’ L .\_\'3
& o L @\; \9%
A 4
..'-'&— o

BWindowsT EF W UbuntuE T

<2y 7> A HA 107] Peap o A ¥ A3} gk

148 H133 H42



QE22 IDS/IPS Suricatad A48 Windows72h Ubuntu 4% M2 #4
100000.00
s 133040.75 1077047
100000.00, oy = ol G i e e i
_ 720307 102389 13938847 3913875
17108 1003:00 34376
31920500 T 5.47 I 10852 17452
----- 100:00 50.47
100.00 e 77
1536 :
10.00 I I I I I 27 IE] I 10.00 o2 B0z s |
1.00 i i ' ||
Y i i (u & + .‘F’gs P b & % y
2 BCLHC _‘.‘«“ L A 353‘*‘ A ,5@5‘
£ 4 I
N
BWindows7 22 B UbuntuE T
BWindows? B2 mUbuntuETE
) = o) 3L kel 13 &
<9 8> Ul HA 107 Peap ot A & A} 3%t <% 11> <y WA 1) Peap o4l A9 § 49} ¢
25966 81 = )‘Elaglwﬂ
8057.81 B713.77
367333 - £89025.06

910

245038007 10
ik 978,23
285,14
10875
100,00 5 4186 -
2t 22 B
10.00 79 il 53
s6 fla2 I I 5% I
108 - - I || I
220E740N

281MB109M BEASM B6.00GE2

BWindows7 32 BUbuntuE R

<39 9> oAl WA 107) Peap 3 A §F A3t gk

9853.81
0590
19:-3.1133“'5L

% |51

<ad 10> oA

72178 580,40
12235 530
4327
.66 35
I I 3 :
n? I
P \ & el

BWirdows

BUbuntwEF

WA 107) Peap 39 A3 &

182711

Uburtu

0:56:22 up 21:07, 1 user, Tload average: 4.97, 4.02, 5.37

338 total, 1 running, 329 sleeping, 8 stopped, zonbie
1 63.3us, 5.8sy, 0.0ni, 31.86 1d, 0.6 wa, 0.0 hi, 0.7 si
59.9 us, 6.2 sy, 0.0ni, 32.21id, 1.4 va, .3 si

59.7 us, 12.9 sy, 0.0 ni, 24.1 id, 2.7 wa, uT

: 61,8 us, 12,2 sy, 0.0 ni, 24.7 id, 1.4 wa, 0

55.9 us, 8.7 sy, , 34.8 id, 0.7 wa, .0

59.6 us, 5.1 sy, id, 0.0 wa, .0

: 56.4 us, 5.4 sy, id, 1.0 wa, 3
58.5 6.4 sy, 0.08ni .4 1d, 0.7 wa, 05
62.1us, 5.05 i id, 1.7 wa, i Jds

0

.0

0

.0

)

0

.05

i 57.5 6.8 sy, i id, 0.3 wa,

49.3 9.7 sy, 0.8ni .3 1d, 0.7 wa,

60.5 6.2 sy, i id, 0.7 wa,

RS2 13.1 sy, 0.0 ni .3 1d, 0.3 wa,

53.4 5.4 sy, i id, 0.0 wa,
56.4 us, 5.4 sy, i id, 0.3 wa, i A
%Cpu15 : 55.8 us, 4.8 sy, 0.8 ni, 39.9 id, 0.3 wa, i .
KiB 74222032 total, 389364 free, 2524024 U:#d 11308640 buff/ca( e
KiB Swap: 75487232 total, 75487232 free, 0 used. 76905456 avail Mem

(]
0
(]
(]
(]
(i
0
(]
6.
0
(]
(]
(]
0
0
(]
h

PR NI VIRT  RES  SHR § %CPU %MEM
| 30331 demian 20 0O 1810300 478244 8292 S 1009 0.6
141 root 20 0 ] 0 0 5 8.0 0.0

TIME+ COMMAND
0:45.15 Suricata-Mai
1:12.86 kswapde

<Z1¥ 13> Ubuntu CPU A5
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<% 14> Windows7 CPU A&

V. 2

rh

2 =RdAE oZas A
J9l  Suricata®  A-&3H
Ubuntu %5 Wl 4 A& SHaA

<19 12>94 YER 7170 Peaptd S 39
= U2 HFo] Windows7  689025.06%
Ubuntus 1827.11% % Y$koH o] Ubuntudl A
9] AFo] Windows7HUt €53e s HTH
ol2]3t A3 Suricatas 483t Ubuntuol 4] HE]
o] CPU AH-S d% aidos Ay Wi
o Ubuntuell o] AAZAI7}F 5 o] A v
Aoz M)

!

AR &

]/‘E“ 0l SuricataZ
FAANA == st
o SHalth
Suricata®l| | Peap3tds &S ot WY
= AFgsieley. B A9 dAF o RE AA A
3= L]EOJEL TAel Suricatas 4|35}
a9t} Ho| B =89 37

r&ﬂ

O
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rir
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[4]

[6]
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® ug sEdo) 27 AAsta el
1, 2007.

oksl Jj” “AFERIE Y S0 A oA A 1 Al A
ARS8 Dual-IDS 7)He &3 AT A
gajgnsts] =74, A13W, A1E, 2017,
pp-49-57

782 FA -4, “ 9 E22 DS IPS Snort
¢} Suricata®] B+ /35l “415& Hlal A YA
S A Rsts] =7, A12d, Alls, 2016

pp.89-95.
A, “HE) 0] BAA U 72 o] &3

HE] 2= 7] Ips A2wle] A 2 E)

A7gdekan, SArleE, 2013,

AR, EGA Bk ARE FHT} Wk 24,

SHIZAL, 2015, p44.
ol &e, “HAHSH Heeds AT AYEA
Al =E] s Aol T Oﬂ?—” el Y Rr g

AT thehe, wAkeke] =, 2016.
&84, A HHMAVE“(IPS) oA defAA o
& ApolH 34 el Fek 3R] 9 o of
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