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DERED

a password recognition system that can overcome a

shoulder-surfing attack is developed. During the time period of password insertion, the developed

system can prevent the attack and enhance the safety of the password. In order to raise the

detection rate of the password image, the mopology technique is utilized. By adapting 4 times of

the expansion and dilation, the niose from the binary image of the password is removed. Finally,

the mobile phone application is also developed to recognize the one time password and the

detection rate is measured. It is shown that the detection rate of 90% is achieved under the

dark light condition.

Key Words
Techniques, Erosion, Dilation

.M B

* Corresponding Author : bhmoon@daegu.ac.kr
Manuscript received November 28, 2017 / revised December
13, 2017 / accepted December 22, 2017

v o] wEe Yrdista DU-2H s o4
BEREEREE

AFA L Al

D ooista A E g e st
2) o stal g B g2l 5 8t
3) di-uistal A B gl et
4) i gt g B EAl 58k A 2

Shoulder-surfing Attack, One

Time Password, Image Processing, Mopology

HZ 171+ Tdo=m AAAFY ~Pshet
ol sdol Y& 7hEstEa i AntEE HE
S ARESE Hotwj Aol #e r|FES FAe}
#ale]l HFHa 9tk 53] Non-ActiveX B3
2ol s Hus EASS 71X EAHE
st7] 918l e WAoo w Zragiso] s
oA gt} I 7|ERT HeHF LS I A
o AxHa, AREAEY HaEAS o HaEfA
of gttyar AyztEoj it ol gt FA7]7]e] K



Implementation of OTP Detection System using Imaging Processing

HA AFE I HEo] tdd THe HINH
2 Qe kA nEdHEe] gYAxde] FoAy
o] Z7bsta 9tk meke] 91¥ e 22kl P o
@ ezl P figow FRE 5 9l
oho 2Ekel el HEe FalAde] Fd
3 FEHZ ARE EAAY, s 929 W
zste Fejolth. 2=kl FEje mor L
EA QPdE o] LA 2= A Bl g
ol He= FHolrh. tEA ) ezl FHE o
.

53], ottEe] dAyito]l HAH
MRS A adle] A9 sRor dAd
FE7NEFA ] o HUWE ] mFo] WY
T Uk ol E Al tHlstr] f7 HEH S
AE olm Aol g A7F dasit B =&
oAM= HEHE olw A7t w=Ed FFE dv et
of FAZ om A7t Wi vE HEHSTE UE
= HEHE GAAY Aa"S dTedt
HEH S SRS WA fste] thadgh
AT7F AFEHATG HEUsE 49T o =3t
Rt oofyet MZA dsm FHehs Az
S A&k W o] Alexander Lucadl ol@f |
AlFATHLL w2 AYE B wiA

9 meblmE Aol HAA A2 AEAT 3

3 d3E ds AAVI(OTP One Time
Password)®] S840l x| oA #A4lo]

obx|al it} FHE gt= o= ke
71710 el 2P F§ ofEE Al A HAk
E7) Eolzlal e Aol A nt ¢

3] HEHE S 17
i B =R = )

o
off
of

o
g
=
In

e fo
>,

O~
Abgshs A7 E Al JuH2-5] HEE A4
] HEHS SAR7IZRE QHd
A% 5 AADAS)Z Eg= HEd

=
Alzgle] AA g o] AP U6l &
]

i

TARY] FATN T4 F
= (Sudoku)H &S 9]
SAHA = A FE A7,

My o T g0 N b T (R o mi

2L 9 o i oy o

= et
ﬁ

Mo o2
lo
=
e
e

2
1o iz
o
ot
il
Ho
P,L
2
Mo
Y
2
:<I>L_:‘
ot
p‘L
|

=
=)
E
for
2

35 RS ®AEE 8X8 LED wjE g ~o
EA A HFEE Aol HAEE HES Qs
= Ae TS B Ao ndHs &
K 7)o gt 99FS Aeeta &S Fol7]
flste] 8X8 miEE 29 dWHI do HeH F
e AMESHA REE ot HMS SXHHY] F
Ao wRE Z3 vHEHT JHFAAYS FH T
Ak mg JdE P E A eSS =
o]7] $l8te] REZA 7Y S o] &35te] HFoH
o] #&E AAG HEHZ HFEE v EH
35 JHEsE 948 MEsle HAESAT 24
oAM= HEHEE HANT = =] T4
W oAEHEE Jelds RS 2738 o
e Avsta 2xstE 4 #JFee AAGH
et REZXA 7o) sdstE A Ak 9
FAe Aietdnt. ol FlFelA nEH s o
Ayl go] L7jdT 3HAE olH A4S A
= Qo AAs AEE HUrskd whA
oo 2 4o e AR tste] AHegnt

Fig. 1ollA] H&= vpe} o], offFolx 1
ALg-3te] el et BlEHEe] oSy
ZAHE FA8E 8X8 LED Wl E g 2o FA]a)
st=dol s AASATE 8X8 LED SolA 3
ES AHEst g5 9t 4E8e AXE A
3l7] 918te] 8X8 LED FollA A WA A3 19
A e FqA ANEE A, £3 2H A
Ay 23 A Feof A& A= Y HE
= At gde] FEge A AAo EHo]
e 2 s ueb 3HA oA 7THA 3o
3gol X 79714 F 20702 LEDE Ab&3te] H
AT E YW EE AA A0

o)

T

o
S

i

o

=

.



17-22

A

o
s

Journal of the Korea Industrial Information Systems Research Vol. 22 No. 6, Dec. 2017
2.3

ﬂ%mcmifﬂ%ﬂo%mﬁﬂw%i mﬂ%GM@mi%%ﬂﬂ%%Wrﬁ@%
o o B = o o %) o K o ! O
PR 2 e B - PR BN Sl i il
R G N I K B o B L e § St AP RET RN
B O Bx W g o TR B oem W N E e H e — w
,ulli N — - ~ oy o)
TR g W TRET T 4 oo EE R ﬂi?%%ﬂ& %o —
Zo o S 5 = e T O S
PP T EER s Ty @bﬂﬂmﬁwam%ﬂxﬂok%ﬁ
TR CRT 5T W BN o aﬁuﬂ%mﬁuﬂh%%ﬂmﬁa&dmnﬁ?aﬁﬁ
—| = = I~ [N T X —
G A o N SR T O - B B
OWOE,.:%ﬂoﬂWﬂXIMoo ﬁuWouAl_/%u OCOﬁE]%mﬂmLﬂ@ﬂﬁﬂ%y\ﬂc,ﬁﬂao#ag
U TR I, P o R I o TR - S e I vt BN e g
S TXpE X pPOY0 Fhamae—0 g O
S I L R T RN - T
o = o - ‘.IEE“.I_-Ll. o N _— _l_ el B
TEdag Tl dTgadtem " gPEa ¥ L XREBE @y
‘ul OC . ‘ml_._ o < Br =B ,Drc ‘U| o} \Q CUS - Lf Ot O M = Ot . ﬂ 3
OﬂE ~O| ‘U| T O#E \ul \mvo TO ﬂ \mﬂ ~o J7._AI ﬂA_.O 7% — .»IAF © AO Jv ~o ‘UI «% .A# ,ul
WERT LT ERT 0T A STWREFT X gy Oy T
T oo Fo O T %uxoguﬂrooﬂaﬂﬂau;loﬂEo#akﬁe7Lmu o) O X K| o
= A PR ) or Ro O 2o A D
X = AF T T 3 bl O RO ofp 1Eeizr.u1_l;o,5-
o = %%ﬂ;% L o ilﬁbtyuut%ﬂm%umoa il T o
TBLPV T FTRDDY T E Ty R R R ey
FRETHEROT T FFIFNTTE NANOGTRNQDTITTTNTTRILT N
B g WP T T ReF AR
I e N
= o, %R o e
- o @ 8 o o £
= TR g H RN D o £E T
- ﬂormai.],.o.aﬂ o T =
g do Mo mT kT W 2 .
& I I ) 1 < Ed
ﬂwi]]rﬂ.o _Egﬂ%l <
B e ° B % o & , o
| T T B R T ai : 3
L [y lonc :
S F Wy g T =2 o
ED gwpHAg  wFg = 6F & Sw
= 30 = %%%ﬂﬂ.oﬂm _ £ 2
& B 4 B A 8
o] o T o o) W T
a I3 oF T W R =
I S == B 1 - R N NP S I [ 1 =
cooZ BT T EE S— e
- 7 TELTUAE g W ~ . B iz
. T = X 2 ] H . aw 2 |
s . q,wo s R LﬂmF L To o - :
. N N T aa 58 e 511 BE
—_— . = ‘ulLfZT._L.E] .HMF e 0
RI o ™ Ry = 000 o= 2
N Esm gS@%%%ﬂﬁr £
SN GIVA _— A= ~loe B
al o D A ® B oo ok

_19_

Fig. 3 Binary Image with Different Values of
Threshold.
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(a) Example of Erosion
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(b) Example of Dilation

Fig. 4 Example of Erosion and Dilation.
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Fig. 6 Images with 4 Times of Erosion and
Dilation.
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Fig. 7 A Password Image(Password: 429289)
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Fig. 8 Password Transformation Table
(Password: 429289)
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Table 1 Password Detection Rate.
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