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Abstract As the IoT communication environment has been established, communications that utilize not
only high-spec machines but also low-spec machines are increasing, but security threats are increasing,
too. In recent times, a lot of papers have attempted to reduce the weight of IP layer security techniques
such as IPsec and IKEvVZ2 for low-spec machines. Typically, Smyslov proposed Lightweight IKEvZ2 protocol
which is used in IoT environment. However, This proposed protocol had compatibility problem with IKEv2
protocol, So, It is hard to be expected to be used in IoT communication environment. Unlike the Smyslov’s
protocol, this paper proposed Lightweight IKEvZ2 protocol which can be compatible of IKEvVZ protocol and
applied lossless compression algorithm to payload. To suggest lightweight IKEv2 protocol, this paper
analyzed IKEvVZ protocol and existed lightweight IKEvZ protocol. Furthermore, This paper proved that
proposed protocol is more efficient than existed lightweight IKEvZ2 protocol through performance evaluation
as a method.
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4.2.2 Responder Reponse

145

a7 14, SERI SE Hzel 37

Figure 14. Responder Response packet size
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4.2.3 IKE_SA_INIT Initiator Request

Existed IKEv2
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Figure 15. IKE_SA_INIT Initiator Request packet size
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4.2.4 IKE_SA_INIT Responder Response
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Figure 16. IKE_SA_INIT Responder Response packet size
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4.2.5 IKE_LAUTH Initiator Request

Proposed IKEv2
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Figure 17. IKE_LAUTH Initiator Request packet size
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4.2.6 IKE_LAUTH Responder Response
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Figure 18. IKE_LAUTH Responder Response packet size
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Table 4. Comparison of size and compression rate

Packet Payload

Before | After | Rate | Before | After | Rate
1 144 131 9 40 4 15
2 144 131 9 40 4 15
3 1172 945 19.3 626 406 35.1
4 529 352 334 385 215 | 44.1
5 400 267 | 3325 296 170 25
6 368 249 323 264 152 24

st stele A7 UAAIRE Phase Wo] &
g
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3l KEv2E 917 BA2e =2 493 & 9
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