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Fault Isolation for Linux Device Drivers

Sunghoon Son*

Abstract

In this paper, we propose a fault isolation system for device drivers of the Linux operating system.

High availability systems impose stringent requirements upon Linux operating system. Especially

device drivers can be a major source of operating system instability and many times contribute to

system degradation and outages. The proposed fault isolation system identifies the occurrence of the

memory-related faults in device driver and isolates it from the kernel.

By operating at the early

stage of the page fault handler in Linux kernel, the system detects which module causes fault and

isolates it transparently from the remaining part of the kernel.

proposed system efficiently detects faults incurred by device driver,

By experiments, we show that the

isolates the device driver and

the process which accessed the driver module from the kernel.
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Fig. 2. Fault Detection Block
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Kernel Fault Isolation System

Handling memory fault

do_page_fault()
{

Fault module info

Process termination Fault_mods[]

die()
{ Fault module isolation

module_isolate();

module_isolate()
{

find_module(;
Return module struct m -medulef;

find_module(

)

modify module’s file_op;

A

Fig. 3. Module Isolation Block
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Table 1. List of

Modified Source Codes in Linux

Source file

Description

arch/i386/mm
/fault.c

Invocation of
do_page_fault()

fault isolation system in

arch/i386/kern
el/traps.c

- Invocation of module_trace() and
module_isolate() in die()
— Invocation of module_trace_address() in

dump_trace()

kernel/module.
o

- Invocation of module_isolate() in
find_module()

— Adding array fault_mods[]

— Adding module_trace(), module_trace_ad

dress(), and module_isolate()

—_

. Isolation of invalid memory access fault

@ A7 AnAzEe] $4L AFe] Astel 2 T

At A A dgS 2xd e

P REIEE H2E BES WEL, olF AUl B

’

s AsEAE Atk FAL 4

Table 2. Isolation of Invalid Memory Access Fault

Detection and isolation of invalid memory
Test

access fault

® boots the kernel

@ creates a device node for test module

# mknod /dev/badtest ¢ 240 32

® Loads test module which references

invalid memory address

# insmod /usr/src/bad_test/dev/bad_test_m
Procedure

od.ko

@ Compiles and runs application which

accesses the test module

# cd /usr/src/bad_test/app/

# gcc —o bad_test bad_test.c

# ./bad_test

— Verifies that the outputs of the module

are recorded in the kernel log

# dmesg

— Verifies that the process bad_test
Verification terminates normally

# ps | grep bad_test

— Verifies that the module bad_test can be

unloaded normally

# rmmod bad_test

— Is the name of fault module recorded in
Criteria for | the kernel log?
acceptance — |Is the process killed normally?

— Is the module bad_test unloaded safely?

o Age) S A e et 94
z1

8 72 HAIA A

= =
SFE

ulk
ZA29] pid BEE FUT 4 vt (Fig. 4 ).
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letho: mo IPvé routers preseat

feall call init

feall call_exit

lcall bad_init

bad open -» minor @ 32

bad llssek -> off : 00000020, whenec : 00000000

[bad read -> buf 1 00000030, count : 00000031

BUG: unable to handle kernel SULL pointer dersference at virtual addresa 0000000

a
lprinting eip: f8ad5075 spde = 00000000
Q000 [#1] sMP

Tinked cap bluetcoth autofsd sunrpe nf_conntrack i
pvd ipt REJECT iptable filter ip tables nf_conntrack_ipvé xt_state ni_conntrack
[xt tzpudp ipét_ lp\rﬂuada: ip6t_REJECT lpénble filter ipé tables x_1 tables da _mir
ror dm multipath dm mod ipvés l‘cn_ud- button iTOO vendor_support tolip parport_p
le 12 1801 peupkr parport ag i2e_core sr_mod floppy cdrom usb_storage ata piix &
ta qonerlc libata sd_mod seadi uod extd jbd mbeache uhol_hed ohel _hod ehel_hed

pid: 4969, comm: bad_test_app Wot talnted (2.8.24-kh 08}

[EIP: oasoqdnadmsq EFLAGS: 00210286 CPU: O

[E1P is at bad_readsOxla/0xJ6 [bad test] 1]
TAX: 00000031 EBXN: £5ccasd0 ECX: 00200046 EDX: 00200000

E51: C8ad505b EDI: 00000030 EBP: £5479170 ESP: £5d7516d4 -

Fig. 4. Detection of Fault
T oA “ps” WHS FEl ZRAA ARAA T 2
SAE e Ao o3 pid AAE Sugrort obyd
7k AR eo} Y TRA2T A4
t} (Fig. 5).

SHEE BUE 2N WD SRR
[stack: f{BadslEd 000DOO3IO DOODOOIL £3d419£30 cO4Tesds £3d79f3c 00000030 00000031 ~

{5ccasd0 LLLL£££7 00000000 £5d479fb0 cOd7eadd £5d7945c 00000000 00000000
00000003

77}
ng_

= S o 2~
TEFHAS L 5 9

£5d79000 O4fda 00000003 00000030 00000031
leall Frace:
[€c0405£6b>] show_trace_log lvls0xla/0x2f
|«cnwsn1b)[ show_stack_leg_lvl+0x9b/0xal
] show_regl 7/0x118
i(:ﬂlﬁﬁle§b| dles0x153/0x23%
[<c061£216>] do_page_fault+0x49¢/0x57E
[c061dan2>] wrror_code+0x72/0x78
{<c0470648>] vEa_read+Dxak/0x15a
[<cbdTeadd>] mys_read+0x}d/0x6l
[€c0404fda=] syscall callsOx7/Oxb

[Codo: 24 Sc 51 ad 8 dl 7% 95 c7 b8 43 00 00 00 c% cJ 55 8% o5 8] ec Oc 89 ic
24 08 89 54 24 04 c7 D4 24 B4 51 ad £8 o8 bO 79 95 c7 <al> Oa 0O 00 00 c7 04 24
ab 51 ad £8 89 44 24 04 8 Fb 79 35 &7

EIP: [<fBad5075>] bad_read+Ox1a/0x36 [bad_test] 55:ESP 0068:£5d79£64

e=| end trace 09421add05be60c? |--

grep bad_test]
| grep 4959

Fig. 5. Normal Termination of Process

H‘% 2o AA F Ade] 4 9 ZE 555 1Y
Bgo] AA7F o]Fofxl AL & n (Fig. 6).

SiMD EHEE 2 HOWD SEWW

[rootlel! devil rmmod bad_test -
[rootfelf dev)d THEEE——
Module Sire Used by
e fcomn 13296 0
llcap 23764 9 ricomn
feluetooth 48484 4 rfcomm,l2cap
jautofsd 20868 2
nunrpe 150684 3
nf_conntrack_ipvd 11908 2
ipt REJECT Ta 2
iptable_filter €400 1
1p_tables 14148 1 iptable_filter
[nf_econntrack_ipvé 18520 2
L _state 6144 4
mf_conntrack 52800 I nf conntrack_ipvd,nf_conntrack ipvE,xt_atate
het_tepudp 6912 B
ipbt_ipvEheader 6144 2
ip6t_REJECT BOG4 2
ipStable filter 6272 1
1pé_tal 15044 2 ipkt_lpvéheader,ipStable_filter
x_tabl, 14340 7 ipr REJECT,ip tables,xt_state,xt_topudp, ipfe_ipv
cheader, ipbt_REJECT, ipé_tables
dm mirror 216312 0
M= _multipath 18696 0
:_mod 47040 2 dm_mirrex,ds multipath
Lpwé 229444 22 nf_conntrack ipvé,ipft REJECT
1TCO_wdt 13988 0
jbutton 10384 ©
17TCo_vendor_suppart 7172 1 ATCO wdt
tulip 48288 0
parport_pe 26916 O
i2c_1801 11538 ¢
poapkr 6400 0
parport 32456 1 parport_pe
g EFIT I
ilc_core 21120 1 12c_i801
ar_mod 17440 ©
f loppy 52678 0
cdrom 33440 1 wr_mod
ueh_storage 73280 O
ata_piix 17668 2
lata_generic 8708 O
libata 128366 2 ava_piix,sta_genoric
sd_mod 26624 3
acai_nod 124172 5 sg,ar_mod,ush_storage,libata,ad _mod
wxtd 112008 1
bd 40852 1 ext] A
mbcache 10112 1 extd
juhed_hed 23440 0
ohol hod 2512 ©
ahol_hed w2 o

I rootfelf devid

Fig. 6. Proper Unloading of Bad Module

2. Isolation of faults generated by fault
injection

HA AR 2R/ FU7E
o ﬂﬁf} H?A 9 A Ay
33}

3] A7 kmalloc 27
dolck, FAH A -8 Table

Table 2. Isolation of Invalid Memory Access Fault
Detection and isolation of kmalloc fault
Test -
by fault injector
® boots the kernel
@ compiles and loads tfat module
# cd octovita/tester/tfat
# make
# make modules_install
# modprobe tfat
Procedure # mount -t tfat [test_disk_device_node]
[test_mount_point]
@ inserts a kmalloc error using fault
injector
# faultinj —-m tfat -t 1 —i 200 —s 200 —c
30000 /opt/octovita/bin/fs_workload [tes
t_mount_point]
— Verifies that the outputs of the tfat
module are recorded in the kernel log
# dmesg
Verifies that the module tfat can be
Verification unloaded normally
# rmmod —f tfat
— Verifies that the process bad_test
terminates normally
# ps | grep faultinj
— Is the name of fault module recorded
Criteria for | in the kernel log?
acceptance — Is the process killed normally?
— Is the module tfat unloaded safely?

o] A9l 4 Ayh= vt #rh 941 “dmesg” ¥
ol A HAAA eiE AR BES] o5 dY
A9 pid ARE F0E = v} (Fig. 7).

(K o

TWE BUE =27 BN SR

0, memory: JB043I0+46854+426360+13600 datattext+ctx+net, probes: 10

{BUG: unable to handle kermel NULL pointer doreference at virtual address WWON
4
[printing aip: c04BeB57 *pde = 00000000
loopa: 0002 [#4] SMP

Fault trace Modules lin n

cfat
ault in occured in Module

Modules linked in: stap 260c3bdSd47657c6belfB315f164543d_ 18053 tfat rfcoma 12cap
bluetooth autofsd sunrpe nf_conntrack_ipvd ipt REJECT iptable filter ip tables
(nf_conntrack ipvé xt_state nf_conntrack xt_tcpudp ipét_ipvEheader ipét REJECT ip
6table_filter ipé_tables x_tables dm mirror da multipath dm_mod ipvé iTCO_wdt bu
tton L‘.cc vendor_support f_ullp parport_pe flc 1801 pospkr parport sg i2c core sr
[ mod floppy cdrom usb_storage ata_piix ata generic libata sd_mod scai nod oxtd j
bd mboache whol hed ehel_hed ehei_hed

Pid: 5545, comm: fa_workloader Tainted: G

EIP: D0E0:]<cO4BeBST>] EFLAGS: 00210202 cpu: 0
{EIP is at alloc_inode+Ox30/0x1Ba

[EAX: 00000038 EBX: DOODOD3B ECX: £5d23380 EDX: clblesil 1
ESI: £5c%call EDI: cbflelal EBP: cddflelf ESP: cdiflele ,l
DS: 007b ES: 007b PS: 0048 GS: 0033 S5: 0088

Process fs workloader (pid: 5543, ti-cd44f3000 task=cd74cES0 task.ti-c44f3000) =

Fig. 7. Detection of Fault Generated by Fault Injector

D {(2.6.24-kh #8)

8 T2z guelA o
pid7 A SmgtorL} of
TRl FRS A4S O

ps’ HHES F
2ZA 29 °]E
A gkol S

SR AT =
W Aust @A
sk (Fig. 8.
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DEE BEE 22 AN SEEH

[<cD4060ca>] show regleters+0xa?/0x178 -
[<c04063ca>] die+Dx153/0x235

[<c061£216>] do_page_fault+0xd9f/0xs7e

[<c06ldan?>] arror_codes0x72/0x78

[=eD48f2ab>] now_inode+Dx17/0xEb

[<fBabaca>] tfat_build_inode+0x23/0x327 [tfat]

[<fBabdblB>] tfat_create+Oxéc/Oxds [tfat]

[<c048579>] ves_createsOxbd/0x1Ze

[«<c0487562>] open_nameis0x167/0x53c

[«c047c936>] do_filp open+0x26/0x3b

[<e047c990>] do_sys_opon+0xds/0xcd

[<e04Tcad?>] sys_open+lxlc/Oxle

[<ebdTcabd>] sys_crear+0x20/0x22

[<c04048da>] syscall_call+0x7/0xb

[Code: 89 cf 53 8b 40 20 Bb 10 B85 d2 74 06 B9 £0 Ff d2 eb OFf al 54 31 73 c0 ba d0
00 00 00 &8 2d be fe £f B5 <0 89 c3 Of 84 53 01 00 00 <89> b0 9c 00 0D 0D Of b6
46 10 b9 02 00 00 00 &7 B3 40 01 00 0O

EIP: [<c0d4Be857>) alloc inode+0x10/0x18a S5:1ESP 0068:04dflelc

-==[ end trace 09421add0Sbetlcy ]---

frootiell tfat|¥ ps -e | grep Is_worklea
[rootfelf tfat]d psa -e | grep faultinj -
[rootfelf tfat]d pa - | grep 5545

Lzostealt tfat]e

Fig. 8. Normal Termination of Process

“rmmod —f tfat” MHS F3) g 5 A AA & A
go 52 F2 B S BA g Z5 AAV A=

% L2
=1
o)Fol7 A% & % Atk (Fig. 9.

]WL‘EI EEED 2700 B0 EEEMH)
[lzootRelf tfat]d rmmod -F tfat
[rootéelf tfat]¥ lemcd

odale Size Used by
jefcomm 33296 0
kicap 22784 9 ricomm
fplustooth 48484 4 ricomm,licap
|autofsd 20868 2
(sunrpe 150684 3
Inf_conntrack_ipvd 11508 2
Hipt_REJECT 7428 2
|iptable_filter 6400 1
Hp_tables 14148 1 iptable filter
nf_conntrack_ipvé 16520 2
xt_state 6144 4
Inf_conntrack 52800 3 nf_conntrack ipvd,nf_ conntrack ipwh,xt_state
et _tcpudp §912 ®
|Lpfe_ipvéheader 6144 2
|ip6t_REJECT BOG4 2
ipStable_filter 6292 1
ipé_tables 15048 2 ipht_ipvbheader,ipbtable_filter
%_tables 14240 7 ipt REJECT, ip_tables,xt_state,xt_tcpudp, ipét_lpv
[6header, ip6t_REJECT,ipé_tables
Pa_nl.r:or 21632 0
dm multipath 18696 0
tdm_mod 47040 2 dm mirror.dm_multipath
ipvé 229444 22 nf_conntrack_ipwé,ipht_REJECT
LTCO_wdt 13588 0
hatton 1o3gd ¢
L1TCO_vendor support 7172 1 1TCO_wdt
)U.Il!p 48788 @
[parport_pe 26916 0
;lic_lﬂﬁl 11536 0
fpcspkr 6400 0
lparport 32456 | parport_pc
8g 32144 0
i1c_core 21120 1 1Zc_i801
ar_mod 17444 0
floppy 52676 0
fedrom 3340 1 sr_meod
guob_ltouqo Tizeo 0
jata_piix 17668 3
(ata_generic Br08 0
|libata 128366 2 ata_piix,ata_generic
lad_mod 26624 5
jocad_mod 124172 5 sg,sr_mod,usb_storage,libata,sd_mod
joxed 113008 1
|1bd 40852 1 ext3
fmbcache 10112 1 exed
fubed_hed 23840 0
lobies_hed 22832 0
[ohes_tod 2012 0

|izooteals tfar)h lsmod | grep tfar

Fig. 9. Proper Unloading of Module tfat

V. Conclusions

252 99 Huel2s mefoln] BEA 057 WS
A%, duHoR f5s ALE AY A0 AYshel A
29 AN BT B =R 2% Tile)
WMol BT 5 Y ORE IR BAT ORE
al

Y oF
o8 Aeshs oF AT AnARE AL,

rie

2

Al

2}
=

[t

ol

a}

el

7

2 JEF itk APS Feko] AiE e AL A
Eohs BEdt oF FY7E SO AR oFE A B
2ol thete], g Baol A= BAEE=A, s 4ol
Fgoll Aadt ZEAX7F AR AASEA, i Zao] 4
o] AAE=AE skl dow ] gy o5 B of
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