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Technology Characteristics

Technical Difficulty
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Technical Life Cycle

Technical Imitation Period

Proposal for Technology-transfer
from Large Corporation

Organization Characteristics

Number of Employees and Researchers

Performance Compensation System

MNumber of Technology Development Attempts

——> Technology Leakage

Technology Development Method
(Internal vs. External Cooperation)

Patent and Intellectual Property Registration

Security Regulation

(Figure 1) Research Model
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£ 4 QJTH<Table 1>, <Table 2> #Z).

(Table 1) Technical statistics on KSIC-based
technology infringement

Code 2011 2013 2014 Total
10 7 2 2 11
11 2 0 1 3
13 8 3 4 15
14 0 3 1 4
15 4 3 4 11
16 3 5 1 9
17 7 1 0 8
18 4 1 0 5
19 0 1 1 2
20 20 4 5 29
21 4 3 1 8
22 12 6 1 19
23 5 1 2 8
24 2 1 1 4
25 19 10 4 33
26 15 8 3 26
27 21 10 6 37
28 11 12 5 28
29 23 16 8 47
30 10 2 3 15
31 1 3 6
32 2 1 11
33 12 6 4 22
38 1 0 0 1
58 5 6 4 15
62 1 2 2 5
63 0 2 3 5
70 5 3 3 11
72 5 7 1 13
73 0 2 2 4

Total 216 123 76 415
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(Table 2) Number of infringement case based on 6T

IT BT ST NT ET CT None Total
2011 42 12 1 0 10 2 149 216
2013 23 4 4 0 11 4 77 123
2014 14 4 0 2 8 1 47 76
Total 79 20 5 2 29 7 273 415
o]& 7|t ® B Aol A& KSIC 7|REe] & EHFE BAHORE AMES] Y3l golsiH,
T A WA AR 529 FE25 59 7 FIHAF, oS, FuldS 59 49 54
< FZo 93 FallE U2 719 =415} F 3| A theFstAl -85 3 Atk(Barniv et al., 1997;
2 A &e 71UAm=415< o E 1S Zhang et al., 1999). & AFA = ZA2~F 3
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(Table 3) Results of Research Model

Independent variable Non;t:tr;dard Stzér;c:l:rd Wals p-value Exp(B)
Technical Difficulty (Q1) 349 116 8.993 .003 1.418
Technical Novelty (Q2) 234 .085 7.654 .006 1.263
Technical Life Cycle (Q3) -.023 .046 243 .622 977
Technical Imitation Period (Q4) .012 .058 .039 .844 1.012
P r°‘}§’§fi gr;ragﬁ;‘;figc(hggogy 1.563 312 25.076 000 4771
Number of Employees (Q6) -.002 .001 1.719 .190 .998
Number of Researchers (Q7) -.012 .006 3.474 .062 988
Performance Compensation System (Q8) 440 183 5.797 .016 1.553
Number of Technology Development Attempts (Q9) 256 .079 10.400 .001 1.291
Technology Development Method (Q10) .101 155 425 514 1.106
Patent and Intellectual Property Registration (Q11) .004 .002 5.619 .018 1.004
Security Regulation (Q12) 256 164 2427 119 1.292
Constant -1.777 331 28.830 .000 169
N NS FESEE A0 AXA Hol 2 U HE WF GAFRE<I)FTEOD 29
o 919 9 AR YL 2SN F ek 7) wrﬂlé eI gtk & 71400 FAehs 4
< M 22 54 alddAE A7 ¥E(Q7), do] F7F AEFE 7IefrEY 7HeAol 7
AIBAA HRQ8), 71ENE AEARQ), x] = AL oEshe, ol A19e) R Hol

E3 9 AAdE S2HEQI) 4789 W

0] FoeH ==HAL, A T (Q6), 71+
o] i w2)(Q10), BeF A FF(QI)HTE
< FY3tA ¥ Ao 2 YT £3, 7E
fFrEE Qg o 3l FelsitA =9 W
E F 7€ dolx B A4, tirlgelAe
Zleol A ARt 7, AARGA 5, 71T
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SVM(Support Vector Machine)S 53l 7|&

==

e 2 7

[e]
i

35 BEE AASIAT dF 23S AAE]
A3 Yo zE X2 8R4, ANN(Artificial
Neural Network), CBR(Case-based Reasoning)s
I 28 7IREol AARE SVM EF 7]Rof H]

s ST} 71 B, AL SEAR RO

(Table 5) Experiment result on Polynomial/Radial Basis Function Kernel

Type C d Training Validation Type C 82 Training Validation
1 62.80% 63.86% 1 92.17% 59.04%
2 60.99% 62.05% 25 65.51% 62.05%
1 3 64.46% 60.84% 1 50 62.95% 63.25%
4 71.23% 58.43% 75 60.54% 64.46%
5 75.15% 57.23% 100 59.34% 65.06%
1 60.84% 59.64% 1 95.48% 57.23%
2 63.40% 59.64% 25 68.07% 63.25%
10 3 70.48% 60.24% 10 50 64.01% 66.27%
4 76.96% 57.83% 75 64.01% 67.47%
5 83.43% 56.63% 100 63.55% 65.66%
1 60.84% 59.04% 1 96.69% 57.83%
2 63.86% 62.05% 25 71.23% 61.45%
33 3 72.44% 62.05% 33 50 66.57% 66.27%
4 79.82% 59.04% 75 64.01% 63.86%
Polynomial 5 85.09% 61.45% RBF 100 63.25% 65.06%
Kernel 1 60.84% 59.04% Kernel 1 97.14% 59.04%
2 65.36% 60.84% 25 72.59% 61.45%
55 3 74.10% 59.64% 55 50 67.17% 64.46%
4 81.48% 55.42% 75 65.21% 65.06%
5 86.30% 59.64% 100 64.16% 65.06%
1 60.84% 59.04% 1 97.59% 59.04%
2 67.17% 61.45% 25 73.34% 61.45%
78 3 74.70% 58.43% 78 50 68.37% 63.25%
4 82.23% 56.63% 75 65.81% 66.27%
5 87.05% 59.64% 100 64.76% 65.06%
1 60.84% 59.04% 1 97.59% 58.43%
2 67.02% 62.05% 25 74.25% 61.45%
100 3 75.60% 57.83% 100 50 69.58% 61.45%
4 82.98% 56.63% 75 66.57% 66.87%
5 87.35% 59.04% 100 64.61% 65.06%
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Abstract

Development on Early Warning System about
Technology Leakage of Small and Medium Enterprises

Bong-Goon Seo™ - Do-Hyung Park™**

Due to the rapid development of IT in recent years, not only personal information but also the key
technologies and information leakage that companies have are becoming important issues. For the
enterprise, the core technology that the company possesses is a very important part for the survival of the
enterprise and for the continuous competitive advantage. Recently, there have been many cases of technical
infringement. Technology leaks not only cause tremendous financial losses such as falling stock prices for
companies, but they also have a negative impact on corporate reputation and delays in corporate
development. In the case of SMEs, where core technology is an important part of the enterprise, compared
to large corporations, the preparation for technological leakage can be seen as an indispensable factor in
the existence of the enterprise. As the necessity and importance of Information Security Management (ISM)
is emerging, it is necessary to check and prepare for the threat of technology infringement early in the
enterprise.

Nevertheless, previous studies have shown that the majority of policy alternatives are represented by
about 90%. As a research method, literature analysis accounted for 76% and empirical and statistical
analysis accounted for a relatively low rate of 16%. For this reason, it is necessary to study the management
model and prediction model to prevent leakage of technology to meet the characteristics of SMEs. In this
study, before analyzing the empirical analysis, we divided the technical characteristics from the technology
value perspective and the organizational factor from the technology control point based on many previous
researches related to the factors affecting the technology leakage. A total of 12 related variables were
selected for the two factors, and the analysis was performed with these variables.

In this study, we use three - year data of "Small and Medium Enterprise Technical Statistics Survey"
conducted by the Small and Medium Business Administration. Analysis data includes 30 industries based

* Graduate School of Business IT, Kookmin University
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Jeongneung-Ro 77, Seongbuk-Gu, Seoul, 02707, Korea
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Bibliographic info: J Intell Inform Syst 2017 March: 23(1): 143~159 157



x
Ol
&Y
i
H'|
ogh

on KSIC-based 2-digit classification, and the number of companies affected by technology leakage is 415
over 3 years. Through this data, we conducted a randomized sampling in the same industry based on the
KSIC in the same year, and compared with the companies (n = 415) and the unaffected firms (n = 415)
1:1 Corresponding samples were prepared and analyzed.

In this research, we will conduct an empirical analysis to search for factors influencing technology
leakage, and propose an early warning system through data mining. Specifically, in this study, based on
the questionnaire survey of SMEs conducted by the Small and Medium Business Administration (SME),
we classified the factors that affect the technology leakage of SMEs into two factors(Technology
Characteristics, Organization Characteristics). And we propose a model that informs the possibility of
technical infringement by using Support Vector Machine(SVM) which is one of the various techniques of
data mining based on the proven factors through statistical analysis.

Unlike previous studies, this study focused on the cases of various industries in many years, and it
can be pointed out that the artificial intelligence model was developed through this study. In addition, since
the factors are derived empirically according to the actual leakage of SME technology leakage, it will be
possible to suggest to policy makers which companies should be managed from the viewpoint of technology
protection. Finally, it is expected that the early warning model on the possibility of technology leakage
proposed in this study will provide an opportunity to prevent technology Leakage from the viewpoint of

enterprise and government in advance.

Key Words : Technology Leakage, Datamining, Early Warning System, SVM
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