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ABSTRACT

In order for a financial company to collect personal information, it explicitly notifies consumers of the contents stipulated by
law and gets consent beforehand. As a result, as financial products became more complicated and diverse, and the contents of
‘Consent form for providing personal information’ became more complicated and more. In particular, in the case of internet or
mobile, the letter became smaller as the screen size limit, making it more difficult to understand. This is because almost all
companies that collecting personal information are in a similar situation, In the position of consumers who use services are,
contradictions arise that habitually agree without understanding the consent contents. In this research, in order to present a
consent policy establishment decision-making model to rationally collect and use personal information through the Internet
website of financial companies, consider the domestic and foreign legal system Then, derive a problem To present improvement
measures. In addition, the evaluation factors selected through the research are verified by presenting decision making models and
formulas using AHP (Analytic Hierarchy Process) method.
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Fig. 1. Example of AHP Layered Model
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Table 1. Classification according to form of
information providing agreement

How to disclose certain items to

Ce;(ifi the subject of information and
obtain the form consent
Although it did not have a
. . format, The way in which the
implied . . . .
subject of information consents its
consent

own information collection as a

implied consent

comprehe | How to get comprehensive consent
nsive for all types of information being
consent | collected

How to get individual consent for

the type of information, In Korea,

individual | we consent on type units such as
consent |mandatory, optional, sensitive,

and personally identifiable

information.

Table 2. Methods of Consent to Consent to
information provision Classification

A consent method allowing the
personal information manager to
collect and use personal
information only when the subject
of information is informed consent
prior to the collection and use of
the information

The personal information manager
may collect and use personal
information without the consent of
the subject of information, but if
the subject of information
indicates an objection,
Post-consent method that
information collection must be
stopped

Opt-in

Opt-out
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Table 3. Alternatives to information gathering
method

-It may be difficult to specify the
collection target information in advance
according to the information
characteristic. (Example: Big Data)

-It is difficult to grasp the details of the
information collection consent at the
time of contract.

-Informational viewing or cancel
agreement is difficult.

-Information collection consent form are
complex and many contents.

wo[qoIg

(Limited scope Opt-in Informed
consent to the specified range)

-It operates in a comprehensive and
prior consent(Opt-in) manner within a
specific scope, such as the purpose of
collecting information and the period of
use.

-The contents of the collected
information are confirmed through the
Internet homepage or by post
individual notification.

-The collected information shall be
subject to a cancellation agreement
(Opt-out) at any time after
confirmation  of  the subject  of
information.

-The information collection scope uses
intuitive names that make it easy to
understand the items of personal
information to collect.
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Table 4. A flowchart that uses AHP to derive
decision-making models and formulas
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Selection of Methods of Consent of Personal Information Collection throush the
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1
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Fig. 2. AHP Layered Model for Selecting Consent Method for Personal Information Collection

Table 5. Evaluation Factors for Selecting
Methods of Consent

Top Lower
Rati . Definition
Rating
ng
It should be possible to
o | Self-determ X P
3 {nation exercise actual
2 Self-determination.
=} It is necessary to easily
o .
= Intuitive |grasp the purpose and
g consent purpose of information
s gathering.
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IS) Minimum ..
=1 . minimum extent necessary
collection .
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5 Restrictions on
= Sensitive | Management of Sensitive
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2—? . Resident Registration
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5341 el EoolA| oA AR AT
733o] ol nAIER FAE AES] Friaqd
7}E2)%= Table 6.9} 7ro] A=d = Halsieic}.

AA9157) AR 20|ARE(0.565), FHEA
(0.202), =2]&7H0.141), 719(0.092) o= 7}

Table 6. Weight of Group A Evaluation Factors

Top | Weig Low Weig | Final (ii
Rating| ht Rating ht Weight les
Selfdeter | 4oy | 02437 | 1
consu mination
meT | 55 | Intuitive | 401101023 | 3
protec consent
tion Minimum | 4051 9193 | 2
collection
inform Sensitive | 0.468 | 0.0945 5
ation Unique

charac | 0.202 | identificati | 0.408 | 0.0825 | 6
teristi on

c Explicit | 0.124 | 0.0250 | 9

Conse Public 00,1 0442 | 8
interest

nt 0.141 Mutual

effect wtuat ) 686 | 0.0964 | 4
benefit
size of 10 104 | 0.0096 | 11

Comp corporation

oy | 0-092 | Reliability [ 0.669 | 0.0617 | 7

Social

.l 0.227 | 0.0210 | 10
recognition

Table 7. Weight of Standard Alternatives about
Group A

Top Low Ratin Final | Opt-| Opt- L:cTz)ltEd
Rating 8 Weight| in | out D
Opt-in

Self-determin o437 14 096(0.026| 0.122

consum ation
er | Intuitive 1, 150410 39/0.016| 0.047

protecti consent
on | Minimum 1 519910 19400025 0.080

collection

consumer Total 0.5653 10.249]0.067| 0.249
informa| Sensitive |0.0945(0.047(0.012| 0.036

tion Unique
charact|identification 0.082510.042/0.011) 0.029

eristic| Explicit |0.0250/0.010/0.005| 0.010

information
characteristic Total 0.202010.099/0.028) 0.075
Public 1 0149 10.019[0.008| 0.017
Consen| interest
beffect]  Mutual = 196, 10 032(0.025| 0.039
benefit
Consent effect Total| 0.1406 [0.051{0.034| 0.056
size of 1 1096 0.004[0.002| 0.004
Compa corporation
ny | Reliability [0.0617[0.024]0.013] 0.024
Social 14 1910 10.009]0.004| 0.008
recognition

Company Total 0.0922 (0.037/0.018] 0.036
Alternatively the final
Weight 0.436(0.147| 0.417
Alternatively the final
priorities

1 3 2

FA7F A E . A9 TR o) skelE ke
7HeA #& A 24 BrreslEel AEd #AE e
A2 Axlslgich. e A1 ARA, HAa A
B3 ARAEe] £og B FriE g
& Table 6.9 Azg2] H7kasld 7]
Tog wEd HF A viEeR 37wt
o] $AESNE AHET S Vel ot} digke]
% A Opt-in(0.436),  W9IAA
Opt-in(0.417), Opt-out(0.147)= b Feu
Alo] 7k Ak cﬂo%oi AMEMD}
FEAa8AE FAAE ADES AB|AE.3(0.565)
=4 37182, .%-‘—7]?1] 2R &
319 Frkeal 7t = w92 e
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7kgeld 7152 E Table 8.3 %ko] ]%ﬂéi A=
st A7 AEE= HWEA(0.478), AH]
AR %(0.259), 9&7(0.158), 7194(0.105) <=
22 JEAvE A=A, HAIEAE B AR
A A, Aol $AEt =4
H7}= et

Table 9.& Table 8.2 B2&2| 7|5 =
g Hrlesd slEAE wlEeRE 7 “H‘?.H +
A9 AE vepd Aol ek HF JEAE
2 WH9IAA Opt-in(0.485), Opt-in(0.285),
Opt-out(0.230) 2 AZF9] ¢Hok= o= W9
A4 Opt-ine] ®igrtem A=A 24 Az
A1 HrleqME HAF Hul AHREA 24
7P =& HF Hol= WeAA Opt-in(0.233)0]
AAE e, Yz ZddME 259 Opt-in¥
vHlwafA  4BARE(0.128, 0.090), Fol=3
(0.065, 0.045), 71%3(0.059, 0.025) 5 ®RE &
HellA MR- Opt-ine] =4 H7t=wA ke
2 AA=

=534 AR #MAdEvtE 749 Bawe

Table 8. Weight of Group B Evaluation Factors

Top |Weig| o |Weig| Final (i?t

Rating| ht €l ht | Weight o
Self-determ | 550 |  ngsg | 5

consu ination

mer | opg | Intuitive 14 0011 ogsg | 6

protec consent

tion Minimum | o/7 | 0398 | 4
collection

inform Sensitive | 0.555| 0.2651 1

ation Unique

charac | 0.478 | identificati | 0.305 | 0.1455 | 2
teristi on

c Explicit | 0.141] 0.0673 | 8
Conse Public 15 005 | 00602 | 9
interest

nt [0.158 —
effect Htaat g 690 | 0.0982 | 3
benefit
size of g 1971 0.0123 | 11
Compa corporation
ny 0105 | Reliability |0.658] 0.0692 | 7

Social

.. 0.225| 0.0237 | 10
recognition

Table 9. Weight of Standard Alternatives about

Group B
Top Low Ratin Final | Opt- | Opt- L:gz)ltid
Rating g Weight | in out P
Opt-in
Self-determil 1050 10 095(0.013| 0.048
consum nation
er | Intuitive 1, 4a9016 097/0.016| 0.040
protecti consent
on | Minimum | neqq 1 038|012 0.039
collection
consumer Total 0.2586 [0.090]0.041| 0.128
Sensitive | 0.2651 [0.063]0.063| 0.139
informal  Unique
tion |identificatio| 0.1455 |0.037|0.044| 0.064
charact n
eristic | eplicit | 0.0673 |0.024]0.012] 0.030
information
characteristic Total 0.4779 10.125]0.120| 0.233
Public g 0609 10.026|0.012 0.022
Consen| interest
teffect|  Mutual 1 4o09 19 019]0.037| 0043
benefit
Consent effect Total| 0.1584 {0.045|0.049| 0.065
size of 1 0193 10.004]0.002| 0.006
Compa corporation
ny Reliability | 0.0692 |0.015]0.015| 0.040
Social 14 0937 10.006|0.004| 0.014
recognition
Company Total 0.1051 {0.025]0.021| 0.059
Alternatively the final
Weight 0.285(0.230| 0.485
Alternatively the final 9 3 1

priorities

A7s vl YREA(0.478)¢ 7P B4 F7E 9
o} AEAE AREAT FoF} =] 89
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Table 10.2 AZ%F3 BaFe] AiExA A9
7t o 2 ARG Hrrasd rheAE ASEE
Ae)gk Aolch A7l M= AnAFH5(0.437),
AREA(0.303), F=3(0.157), 714(0.103)
THZ FHAaA 259 Ao e SR U}
FA7F #AEGY. CFY A% /A g 2l
AZVARA, H2AEFA, AER 02 A
7 =A FrkE A
Table 11.+&= Table 10.9] CaF9] 7|52 =
5 grkec JHEAE nbEe R 37bA] diekel
A9 AE vehd Aol ek 2 F 7EA|
2 w424 O0pt-in(0.450), Opt-in(0.373),
Opt-out(0.177) 2 BzE2 w$9} Fd3hA W4
A1A Opt-ino] % vigte = AA =t

o] ¥4 AE A3 el AREA SHex=

o 4oy

Table 10. Weight of Group C Evaluation Factors

Top Weig Low Weig | Final frllfa
Rating | ht Rating ht | Weight les
Self-deter | a951 (1790 | 1
consum mination
or 1 437| ntwitive |y o511 0 1008 | 6
protect consent
ton Minimum | 976 | 1644 | 2
collection
. Sensitive |0.504| 0.1524 | 3
inform -
tion Unique
a 0.303 | identificati | 0.365 | 0.1105 | 4
charact
eristic on
Explicit |0.131| 0.0397 | 9
Public g 0001 0.0533 | 8
Consen interest
t effect 0.157 Mutual
HUAE 0 660 | 0.1037 | 5
benefit
size of
corporatio | 0.109| 0.0113 | 11
Compa n
ny 0.103 Reliability | 0.664 | 0.0685 | 7
Social 16 9071 0.0234 | 10
recognition

Table 11. Weight of Standard Alternatives about
Group C

Top Low Ratin Final 1Opt-} Opt- L:cTz)ltEd
Rating & Weight| in | out P
Opt-in

Self-determi

. 0.1720(0.061]0.021| 0.091
consum nation

er | Intuitive 1 160010 036/0.017 0.048
protecti] consent

on | Minimum 460015 0641 0.020 | 0.080
collection

consumer Total 0.437210.160{0.059| 0.218
informal Sensitive |0.1524]0.066|0.026| 0.060
tion | Uniaue g 440516 046/0.021| 0.044
charactlidentification|
eristic | Explicit |0.0397(0.015/0.008| 0.017
information
characteristic Total
Public
Consen| interest
t effect| Mutual

0.3026 {0.127/0.055| 0.120

0.053310.023/0.010| 0.020

0.103710.028/0.032| 0.044

benefit
Consent effect Total| 0.1570(0.051|0.042| 0.064
size of 1 4113]0.004/0.002| 0.005
Compa corporation
ny | Reliability ]0.0685[0.022/0.015] 0.032
Social | 5934 10.009]0.004| 0.011
recognition

Company Total 0.1032 (0.035/0.021| 0.048
Alternatively the final
Weight 0.373/0.177| 0.450
Alternatively the final
priorities

2 3 1

Opt-in(0.127

~

o] EgHAME ymA] AmRlRE &
a7y EHeldE WHAA Opt-in(0.218,
0.064, 0.048)°] © 7 Hrpswda 2F digke
2 ARt AR grieciz EAsne 59
F3 Zwe) 34(0.023), ABEA =He] A
W17+43(0.066), A4 (0.046)°] Opt-in 715
27F #% dgkez A" W24 Opt-outirt
A F7HE Ao Holsir}, st A9 7k
7} 7P = ARRtR s AN srkgclel 214
A1(0.091), AF452(0.048), HAAHRSFA
(0.080) 14 ¥4 Opt-ine] F AA= et

HE AdE B 25 (04377 M F
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Table 13. Group C. Verification Formula using Result Value
Methods Consumer mformat'loq Consent effect Company . ... | Method
protection characteristic Prioriti
of I Const | Weigh | Const Const Const Total 7" s of
Consent ons cig onsta Weight onsta Weight onsta Weight Consent
ant t nt nt nt
Opt-in 36.7 41.9 32.5 33.4 37.3% 2
Opt-out | 13.4 18.3 26.7 20.2 17.7% 3 Limited
Range 0.437 0.303 0.157 0.103 scope
Limited | 49.9 39.8 40.7 46.3 45% 1 Opt-in
Opt-in

Opt-in& AA=H}. o=
95l Qe T ARSA
Opt-in& $2 digke] &

e}

& olg3to] F47]

Table 13.
(0.437, 0.303, 0.157, 0.103)¢} 71+

37k8el
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Table 12. Criteria Formula for
Consent

43 Opt-ine A
9 A WA

712
ek 7}
F2(31.3%, 17.71%, 45.0%)% w22 Table

Methods of

Consent Formula

=(36.7xC) +(41.9xF) +
(33.4xM)

Optin (32.5xE) +

0=(13.4xC) +(18.3xF) +
(20.2xM)

Optout (26.7<E) +

Range
Limited
Opt-in

=(49.9xC) +(39.8xF) + (40.7E) +
(46.3xM)

: Weight of Opt-in
© Weight of Opt-out
: Weight of Range Limited Opt-in
© Weight of consumer protection
: Weight of Information characteristic
© Weight of Consent effect
© Weight of Company

ZEHTQHO —

4.6 QAIZE g A 2

0l

SA AAFE JAAA mdld) Table 12,9 24
+ 7AF3] S8l 4.39] AExAkE Agsia] AF
32 ol ANHAA~" (FDS @ Fraud
Detection System)2 $1gF 7/NAA R $3& AH
2 F714el A e 2l

Table 13.9] ¥4 ste] FDSE ¢l 74l
AR A FwAlE AARe A o 7ol
3AZ APt} 1A= Table 14.9F Zo] 11
Mol Hrkasls 14004 9= Table 15.4] 7]

o
l_é_;(

Table 14. Importance Rating of Methods of
consent for information collection in ‘A’
Financial Company FDS

Top Importance(1~9)
Rati Low
Rating |1 (2 |3 |4 |5 |6 |7 |89
ng
Self-deter
S v
cons | mination
umer | Intuitive
) v
prote consent
ction | Minimum
. v
collection
infor | Sensitive v
mati | Unique
on |identificati N
char on
acter ..
istic Explicit v
Public
Cons | .
ent interest
Mutual
effect benefit v
size of
corporatio v
Com n
pany | Reliability v
Soci.al. J
recognition
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Table 15. Measure the Relative Importance

Measure | Definition
1 Not Important
Some Important
Important
Very Important
The Most Important
2,4, 6, 8| Median of Determine the 2 Adjacent

O|=3|0T|w

Table 16. Top calculation based on weight
about “"A” Financial Company

information
characteristic

consurmer

protection Consent, effect

Cormpany

Average| Weight |Average| Weight |Average| Weight |Average| Weight
5.3310.219] 6.33 {0.260] 8 ]0.328] 4.67 [0.191

Table 17. Result of Methods of Consent
Applying the Formula at “A” Financial Company

Custome|Informat| Consent | Compan

Con r ion effect, y Prio
sent Con Con Con Con TOtaritie
met stan Wei stan Wei stan Wei stan| Wei) 1 S
hod b ght ¢ ght L ght ¢ ght

(_)i’;t 36.7]  |41.9]  [32.5]  [33.4] [36.0] 2
Opt 13.4 18.3 26.7 20.2 20.3| 3
-out

Lim o 9ol lo.26|  [0.33]  [0.19

ited

Sceop49.9 39.8|  |40.7|  [46.3]  |43.5] 1
Opt

-in
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