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A Study of Proper Workforce Calculation on the Each Information Security
Work in the Financial Institutions
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ABSTRACT

The majority of financial institutions are complying with the ratio of the total number of IT staff to total IT regulatory
regulations, regardless of the size of the financial institutions and the scope of the information security work. The risk is
spreading as a result of the information security workforce neglect their own work because of having multiple tasks. In this
study, we propose a method to estimate the number of workforce needed in consideration of the size of financial companies and
the characteristics of information security work, and to establish a systematic information security organization to respond more
effectively to financial security accidents.

Keywords: Financial institutions, Information security workforce, The size of the financial institutions, The characteristics of
information security work
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Table 1. Security officer’s complaint ranking

Ran Answer Ratio Responde
king nts
1 Lack of security 40 3% 367
experts
g | Responsibility for | o7 50 | og
security incidents
Increase investment
3 through CEO and 18.5% 168
executive persuasion
4 Low level of salary 6.4% 58
Frequent overtime
5 work and weekend 4.7% 43
work
6 etc 2.8% 26
Total 100.0% 911

(Source : http://www.boannews.com)
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Table 2. Key information security accident types
of domestic financial companies

Company | Date Type Feature L(e}akage
ount
HD 2011.4| Hacking 1,750
Capital
Ha;}}wa 2011.5| Hacking 160
Samsung Employee
Card 2011.8 Leakage 800
Informat
IBK Employee |*
Capital 2011.12 Leakage 1on 58
SC 2012.2 Outsider Leaka 104
Bank Leakage ge
Citi Employee
Bank 2013.4 Leakage 34
Meritz Employee
Fire 2013.5 Leakage 164
KB,NH, Outsider
Lotte Card 2014.1 Leakage 140.000
(Source : http://www.nexpert.net)
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Table 3. Budget and workforce status of
information security area of domestic bank

Budget workforce |Fluctuations

Bank | o510 1 9013 | 2012 | 2013 | Bud [workfo
get rce

N.H |[1,103| 406 | 70 83 |-172%| 16%
Kdb 129 | 80 14 14 |-61%| -
Hana | 237 | 178 | 24 25 |-33% | 4%

Ibk 391 | 304 | 34 38 |-29% | 11%

Kyoung
Nam

Junbuk | 37 33 5 5 |-12% | -
Suhyup | 58 55 11 11 | -5% -
Busan 67 63 9 9 -6% -
KB 340 | 337 55 b5 | -1% -
Daegu 70 70 8 8
SC 70 71 16 18 1% | 11%
Jeju 12 12 3 3 - -
Citi 130 | 134 | 31 29 3% | -1%
KJ 30 31 5 5 3% -
Woori | 186 | 213 | 40 48 | 13% | 11%
KEB 173 | 200 | 26 24 | 14% | -8%

Korea | 117 | o 4
exim

Shinhan| 174 | 292 | 37 37 | 40% -
Total |3,2702,540| 397 | 423 |-29% | 6%

49 44 7 T |-11% | -

18% | 50%

(Source : http://m.ceoscoredaily.com)

Table 4. Budget and workforce status of
information security area of domestic non-bank
L. Security | Security Total
Division | Year workforce

Budget |workforce
(Aveg)
Securities| 2012 2.7b 4 840
(49
Company)| 2013 2.3b 4 826
Insurance| 2012 5b 6 1,560
(41
Company)| 2013 4.3b 7 1,568
Card 2012 11.5b 1 2,115
(8
Company)| 2013 11.1b 18 1,917
(Source : http://m.ceoscoredaily.com)

2.3 I HEES ANY oI HE

Table 5.= 20134%= 2 7|& =W AX R 51
o},

T 94,2247 0w, WobdAl 12,473%(13.2%),
571 8,531%(9.1%),  HuWId 73,2207
(77.71%) 0.2 FAHc}H(5).
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Table 5. Status of information security

workforce by each domestic industry division

Security | General | Public
Division | Total Com Com | Instituti
pany pany ons
Total o5 s04| 653 | 274,959 | 9.652
Company
Sample | 794 | 375 1,310 109
size
Number of | 94,224 | 12,473 73,220 8,531
Security
workforce | 100% | 13.2% 77.7% 9.1%
(Source : Korea Internet & Security Agency)
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Table 6. Information security scope of work
category
Division Main Contents Wf];k_
Establish and
implement Information| W-1
Security policy
P Policy Mid-to long—term plE.m W-2
3 of Information Security
= Part - - -
=, Foreign financial
< institutions response | (o o
=3 such as Financial
o . .
= Supervisory Service
=) Information Security
. . System construction | W-4
Planning .
Part related business plan
a Security review W-5
Internal control W-6
Diagnosis | Vulnerability analysis
. W-17
Part and evaluation
Building and
monitoring internal W-8
control system
g ©w Operate security
o § Operation | solutions and security | W-9
‘é_ ;_ Part equipment
S < Providing information
- W-10
between subsidiary
Iptegrated account W-11
rights management
Control Integrated Security W-12
Part Control
Establish a Personal
information protection | W-13
plan
Policy & Protectlr;iaerasmg,
Planning . W-14
Part managing Personal
LU information
S Personal information
S protection education, | W-15
campaign, inspection
Providing third-party
Trust, personal information
Affiliate and security W-16
Part management of
external companies
Investigate trends in
New information security W-17
Technology | related technology and
plan response
? Incident Financial Accident
Prevention Activity W-18
Response
Emergency response
. Information Security
Audit . W-19
Internal audit
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INDEX
ID
Proper information security workforce calculation hierarchy
High level Common Index Common association Individual Index
Index Index
H-1 | | H-2 | H-3 |
B Infor| (Num| ([Num| |[Num| |[Num| |[Num| (Infor| |Num| |[Num| [Num| [Num| |Num| [Com Impo Diffic|
mati | | ber | | ber | | ber | | ber | | ber | mati| | ber | | ber | | ber | | ber | | ber | |plian rtanc| ulty
on on ce e
of of of Oof of of of of of of of
secu secu Deg Of
rity | [Servi| |Cust| [Empl| |Quts| (Infor| | rity | |Servi| |Cust| Empl| |Quts| |Infor| | ree Work|
ce | jomer| (oyee| lourci| |mati ce | |omer| |ovee| jourci| mati Work
bud Infor S ng on bud Infor s ng on
get | [chan| (mati work| |syste| | get | |chan| |mati work| |syste|
Sub level nels| | on force| | ms nels| | on force| | ms
Index Poss| Poss|
essio| essi0)
n n
H-| H-||H-|(H-|{|H-||H-| |[H-||H-||H- | H-||H-||H-| |[H- H- H-
L=y =213 1-5/|1-6| 2—-1||2-2|[2-3| 2-4| 2-5| 2-6| 3-1 3- 3-3
Fig. 2. Hierarchy for proper information security workforce calculation
4.2 SREELS0I AFWA| Aot g3to] A= shalet.
w3k AHP $4¢ 918 A% 2AES sl
JERHES 7} o5 <™ A4S 98l AHP #4 o AE e AR E A7 $AEYE A=
7S desslen, ol §13 Fig. 2.9 22 7 3% ASAE W SIAE e $AEE A
STEE et s 33w seIXEel @8] AA(High',
A7) B Axe O 834 e 2 "‘Medium”, "Low" 394 WSS AHsle TR
dehe FEAR(H-D, @ 24 ARRs AT sle] & 43880 FAskgith AERAE T o
TEAES] SAA R W AFR dWEES S 3 F4aF KE$aEe 10 AGAe] ARes
tPEAE QUE ARH2), O 4 ARES4T  AvAA 118 oo At o5
AEYS fRshs AEARH-3)2 PRSI,
FTEAE Y YA FE ABRBRIA(H-1-1), o 1) 3HP:H /416& 2 " };L_‘E};é% $g 45?:]’Sfaty
- o] 94 HLE L35} W FALEY FHrixlg s
N 3 A _1_ N s u == < S =
e A D), e R Fihe WyoRE A% AEUE olE AFA AL
(H-1-3), ¥ 924 (H-1-4), &+ o718 &+ 2 0l 9 CRE o)A xZggeos A
1= = A HA|AH 2= =] ol
(H-1-5), & AHBA~" £(H-1 6)1 gefstolet. (A measure of relative importance)
FEAE AE AR SN EE FEAE} B
ek, AEAE W sHeAEE ASeleldds Score Define
1 Equally important
(H-3-1), {¥58%=(H-3-2), §Ftol=(H-3-3) : :
7<4 o 3 Slightly important
= /]6}""% . 5 Strongly important
Zr A E W SRR RS SR A5y & 7 Obviously important
7k} ololl wpE Q1A Y] FrtR oloizivty 71A 9 Extremely important
skl ZF A xEH $A159lE AHP #4714 D S A} 2,4,6.8 The median of the values
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Table 7. Detailed description of each index in the hierarchy

High level Index

Sub level Index

Measure the

Information security
budget

Establish and operate an annual information
protection infrastructure total cost to spend

Number of
service channels

Number of customer service channels such as
branches, etc.

Number of customer

Total customer information the company holds

‘ information
Common size of a : (Based on number of people)
. . possession
Index financial
company |Number of employees Total number of employees
Number of
outsourcing Total number of outsourcing workforce
workforce
Number of Total number of information systems operated by
information systems the company (Based on number of servers)
Information security | Impact of workload by the increase or decrease the
budget information security budget
Measures Number of Impact of workload by the increase or decrease the
the relevance| Service channels number of service channels
of individual | Number of customer .
Common information information Impact of workload by increase or decrease the
association security possession number of customer information possession
Index Wor‘kb%ds by Number of employees Impact of workload by increase or decrease the
1n01eas1n.g or number of employees
decreasing Number of
common . Impact of workload by increase or decrease the
. outsourcing ;
index number of outsourcing workforce
workforce
Number of Impact of workload by increase or decrease the
information systems number of Information systems
Measures . The deree of compliance regarding each information
. Compliance degree .
the inherent security work
characteristi Relative Importance of between individual
. Importance of work . . .
Individual cs of information security work
Index individual
information . Relative difficulty of between individual information
- Difficulty of work .
security security work
work
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Table 8. Result of the weighting calculation in
high level index

Cy. 1D H-1 H-2 H-3 CR

Holdings 0.571 | 0.096 | 0.333 | 0.021
Bank 0.209 | 0.240 | 0.551 | 0.016
Card 0.146 | 0.083 | 0.770 | 0.016

Securities 0.670 | 0.088 | 0.242 | 0.006
Insurance 0.444 | 0.111 0.444 | 0.000

Asset Magt. | 0.582 | 0.109 | 0.309 | 0.003

Capital 0.540 | 0.163 | 0.297 | 0.008
Credit.I.F | 0.620 | 0.114 | 0.266 | 0.064

Real est.Tr | 0.682 | 0.102 | 0.216 | 0.002

Savings Bank| 0.571 | 0.143 | 0.286 | 0.000

Investment | 0.658 | 0.092 | 0.250 | 0.064

Gathering

Weight? 0.511 | 0.127 | 0.362 | 0.000

2 5 slok= Zleleh(21].

AHP 71elre A Agel A=5ng fdal]
93 2 AEx}e] o ALE =AF 5
4 ¥1&(Consistency Ratio: CR)2% AbEgich.
Saaty(22)el w=w dxAdulgoe] 0.1 |3ty
Aoju| . PE-S d3tdo] slcka A Askedth

ojeld] B AT E AdEAzle] A stn
(CR 7+ 0.1 ol3h= 94 AP AEajolA AF9
A7k gy, aela felakae Fs) dnstel 4
=5 zs)steich.

o] Grtel g Aas F3hsbr] S A=
A4S Saaty(22)7)F A P d54L

A& )81 (geometric mean)S

2) CI(Consistency Index): H7}x7} dvh} d3Ade-
Az A APeA BodF= AR, F7PRA S5l
=23 ZedE A5 Foh

(19).
Table 8.2 AR B IPF AHAA] AlEFxe] A
AAE A= A 3~73ﬂr°1t} 114 Aol AvA
3 CR & =7 0.1 ol3k= vgta, 259 I+
(7131984) CR 7 0 00022 A = glc}.
AL 19 FEAE(H-1,0.511), 291+= 7K
WA % (H-3,0.362), 391+ #+5A% AFx= Ax
(H-2,0.1271) & A=t 2= 72 AlgA ARR
T @AES ARRss iy lHAA el ololA &
T3] et Al Festoha A Aol
Table 9 = 15]] W AR A 7 HEx
Aot}
R %A% 2% 0.1 ol3tz
) CR % 0.003°-%
/\1-245]041:} AP A 2 IH—‘C— %_ ARA2EH F
(H-1-6, 0.315), 291+ AR BH5(H-1-3,
0.280), 3%+ ARRZIAN4H(H-1-1, 17.1%), 4%
= dzA Au)a Ad4(H-1-2, 0.084), 5%1+= =
9153918 #(H-1-5, 0.079), 691= &= 9=

4>o

Table 9. Result of weighting calculation of the
sub level in common index

D 1o 114 15/H-1-6) CR
Cy.
Hoglgm 0.079(0.143[0.155(0.100{0.154]0.369(0.067

Bank [0.242]0.043]0.340{0.045|0.048]0.283{0.009

Card [0.230{0.044]0.342]0.047{0.048]0.288{0.008

Securit
ies
Insu
rance
Asset
Magt.

Capital|{0.242|0.048]0.302(0.054]0.054]0.302{0.011
Credit.

0.23410.045]0.331]0.049{0.050{0.291{0.009

0.097(0.158{0.155]0.076{0.154]0.360{0.095

0.056(0.095]0.095]0.305{0.211]0.238{0.056

0.27210.043]0.303]0.046{0.048{0.287{0.004

CI = (>max - n) / (n-1) I.F.
CR FCOHSlstency Ratio) = CI /RCI(Random Real 0.03910.36810.36310 032/0.048(0.145/0 070
Consistency Index) est.Tr.
Random Consistency Index Saving
1~9 7p7] A2 el 2Zshe] daade el s Bank 0.242]0.049(0.302]0.054|0.052(0.302{0.012
5 o] ZHE :TLQ}E} Invest
o 12 3 115 5 7 P 9 ment 0.296]0.048|0.268(0.052/|0.047|0.289{0.032
RCI| 0| 0 [0.58/0.9(1.12|1.24|1.32|1.41|1.45 Gatheri]

3) 7+ Awale] AREPY SRGL VTR Tk
2 7|3 e Z thA] AHP 71X S A3 Ax)

ng [0.171]0.084/0.280(0.071]|0.079(0.315{0.003
Weight
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(H-1-1, 0.071) & A= %ict,

AERAES %
1

B 7Huﬂ o
= Ax W 5}%’4213% A3 7r
ol 119 ko] d34s

2 sty 259 A ()sd
2 A A A 19

Table 10. Result of weighting calculation of the
sub level in common association index

1D
Cy.

Holdin
gs

H-2-1|H-2-2|H-2-3|H-2-4|H-2-5|H-2-6| CR

0.063]0.200{0.159]0.087{0.132{0.359{0.062

Bank |0.300{0.054{0.304|0.041{0.044|0.257{0.061

Card {0.038]0.263]0.298{0.062|0.173]0.166|0.046

Securit

los 0.299]0.055{0.295]0.043{0.046{0.261{0.063

Insu
rance

0.036{0.269|0.301{0.061{0.169|0.163(0.058

Asset

0.314]0.056|0.275]0.044|0.045|0.267]0.045
Magt.

Capital|0.058]0.099|0.099|0.248|0.248|0.248|0.033

Credit.

I F 0.082]0.245|0.417{0.065|0.152(0.039]0.077

Real

0.298(0.046|0.289]0.049]0.050/0.269(0.021
est.Tr.

Savings

0.354(0.043|0.255]0.048]0.046|0.255[0.026
Bank

Invest
ment
Gatheri

ng |0.140|0.120/0.282(0.080(0.116{0.262{0.012
Weight

0.048(0.076{0.123]0.080{0.195]0.478{0.066

(H-2-3, 0.282), 2%]= & AHHA~" $(H-2-6,
0.262), 3%l= AFRBI4H(H-2-5, 0.140), 451
< WA Aule Ad (H-2-2, 0.120), 59=
% o599 (H-2-5, 0.116), 651 & 9L+
(H-2-4, 0.080)= A=}, FEAE dd= %
Wl AR A 1909 2919 91 HAE
Aloleta FEAE W AR AT} S

2= 9o},
Table 11.-= /WEA% W A% 437 HE
2} Aol e S AL

11\31 71—71—,] /\4‘37&31,} CR %k
vsty, 2859 i ()EEd) CR 2 0.009%
e AT 1¢
0.490), 291= ¢ deol=(H-3-3, 0 332
AZeolodx FE(H-3-1, 0.178) 2 vepgr}.

AHP 4 A7 Bz, 2% A9A% 4 89l
2% ¥ 71Ex A A3E Table 12.9F 7). 3
T A AAARY A At s9AE A
7t 7FeA AE st AbEslelt

SHL

Table 11. Result of weighting calculation of the
sub level in individual index
D s | ms2 | g3 | cr

Cy.

Holdings | 0.429 | 0.429 | 0.143 | 0.000
Bank 0.328 | 0.414 | 0.259 | 0.046
Card 0.069 | 0.653 | 0.277 | 0.057

Securities 0.083 0.648 0.269 0.047
Insu 0.168 | 0.388 | 0.444 | 0.016
rance
Asset 0.078 | 0.555 | 0.367 | 0.075
Magt.

Capital | 0.333 | 0.333 | 0.333 | 0.000
Clre}f“ 0.551 | 0.240 | 0.209 | 0.016
Real

0.083 | 0444 | 0.472 | 0.003
est.Tr.

Savings | gee | 0584 | 0.348 | 0.028
Bank

Investment| 0.168 | 0.444 | 0.388 | 0.016

Gathering

Weight | 0-178 | 0.490 | 0332 | 0.009
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Table 12. Final weight analysis results for each

index

High
level
Index

Weight

Sub level
Index

Weight

Final
Weight|

Priorit
ies

Common
Index

0.511

Information
Security
budget

0.171

0.0873

Number Of
Service
channels

0.084

0.0427

Number Of
Customer
Information
Possession

0.280

0.1433

Number Of
Employees

0.071

0.0365

Number Of
Outsourcing
workforce

0.079

0.0403

Number Of
Information
systems

0.315

0.1609

Al abdel| gk o
AE 7 24 AdE 2R 191 PEAE W
ArFL=(H-3-2,0.1774), 291= F&A% W &
ARA 2" 4(H-1-6,0.1609), 39l= F&A% W
AP ES 42(H-1-3,0.1433), 4%= /BEA%
W o] =(H-3-3,0.1202), 59l +&4% W
AR B 5 AAHH-1-1,0.0873) =22 =ZFH3Ih

Table 13.& FEA % W 3R %
ot} FEAE W YR Ee] WY AAL A
24 (“High”, "Medium’, “Low)22 119 M+

Hel A A

24 A3 AERe] obd, 11%e] A¥EA AN
isieln. JEUE LA e AT £
Aol siFe] As] el HAUgo R A
7o) ehgstela gasiect.

7 Auns AIYRS FEARS FHo e
P 24 el TEAE Q9w AR 4
B Z4 e FEAR W) SR B 44
3} sl 39 24 9 ARzl Huges

Common
associati
on
Index

0.127

Information
Security
budget

0.140

0.0178

12

Number Of
Service
channels

0.120

0.0152

13

Number Of
Customer
Information
Possession

0.282

0.0358

10

Number Of
Employees

0.080

0.0101

15

Number Of
Outsourcing|
workforce

0.116

0.0148

14

Number Of
Information
systems

0.262

0.0333

11

Individu
al Index

0.362

Compliance
Degree

0.178

0.0644

Importance
Of Work

0.490

0.1774

Difficulty

0.332

Of Work

0.1202

Table 13. Result of measurement range in
common index
Index Name Criteria of Calculation
Information | High : )= 10 billion
Security Medium : 1 billion =¢ &
budget { 10 billion
(H-1-1) Low : < 1 billion
Medium : 10 =¢ & ¢ 50
channels L S (10
(H-1-2) ow
Number OF | 53043~ 10 million
Customer . . e
Inf ] Medium : 1 million =¢
Co ;orma 1901 & ¢ 10 million
mm ossession Low : ( 1 million
on (H-1-3)
nd Number Of High : »= 1000
ex Medium : 100 =¢ & ¢
Employees
(H-1-4) | 1000
Low : < 100
Number Of | High : >= 3000
Outsourcing | Medium : 1000 =( & ¢
workforce 3000
(H-1-5) Low : ¢ 1000
Ilfl‘fmﬁertigi High : ) =500
S‘;Ist;n J | Medium : 100 =¢ & (500
(H-1-6) Low : < 100
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Table 14. Adjustment coefficient according to
the relation between importance and difficulty
of work

Difficulty Of Work

Strategic .
s Strength|Strategic/|Subsidy Mainte
Division . nance
ening | Work | Work Work
Work
A B C D

Work |_High | 1.20 | 1.05 | 1.03 | 1.00
Import/Medium| 1.05 | 1.00 | 0.95 | 0.85

ance | Low 0.95 0.90 0.85 0.70

7FEAe] 66.6%, Low'd A% ¥ Ax 7FEA 9
33.3%=2 At} HEHo2 7 ARBRIPTE
AR AR A x| ARA Ao} PR
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Table 15. Result of measurement value in common association index and individual index by each

information security work

Index - Individual
o 1D Common association Index
Division Work Index
D H-2-1|H-2-2 | H-2-3 | H-2-4 | H-2-5 | H-2-6 | H-3-1 | H-3-2 | H-3-3
W-1 M M M M M M H H A
Policy Part W-2 M L L L M M M H A
Security W-3 L L L L M M H H C
planning W-4 H H L L L H M H B
Planning Part W-5 M M L L L H H H B
W-6 L M H H H H H M C
Diagnosis Part W-7 L H L L L H H H B
W-8 L H L M M H H M C
Security Operation Part W-9 L M L L M H M H B
Operation| W-10 L L H M M L M L D
W-11 L L L H H H L H C
Control Part W-12 L M M M M H L M B
Policy & Planning W13 L L M M M M H M A
Privacy Part W-14 L M H H H M H M D
W-15 L L H H H L L L D
Trust, Affiliate Part| W-16 L L H L L L H M C
New Technology W-17 L L L L L L L L C
Ete Incident Response W-18 L L L L L L M M C
Audit W-19 L L L H H H H H C
B A EAe AREAe] Gz A8d) wo @

Table 16. The number of required workforce
according to the final score

Number of
Score range required Remarks
workforce
Score »= 95 1.90
90 =< Score { 95 1.75
85 ={ Score ¢ 90 1.60
80 =( Score ¢ 85 1.45
75 ={ Score ¢ 80 1.30 Based on
the score of
70 =< Score ¢ 75 1.15 65. the score
65 =( Score ¢ 70 1.00 is increased
or decreased
60 =¢ Score { 65 0.85 by 0.15 in
5-point
55 ={ Score ¢ 60 0.70 increments
50 ={ Score ¢ 55 0.55
45 ={ Score ¢ 50 0.40
40 =<{ Score ¢ 45 0.25
Score ¢ 40 0.10

-

o KEaE o Adke 9 A9Eee T

29190 A=A, A 20149 19 BT E

Agska gund ek gskeha gt sl
AFEAE FEAEE T B

OEEEE T R SR

@ WAz A 307

@ 3AR WS 11,2008

@ F dH 5 0 1,500%
© F 9514 = : 3,000%
® F Al=" 5 5004 (A¥ 7]1E)

A RdR Asbd AZEARY] AEE S EA
A 650z AR =) o= AT
3.75% Mt} 22.9%¢]

9)Fqlel 3 30MoE XK
$-o3 Zo]r}(Table 18).

12
FUG PO Kagage BFEAHSR), C
FEAHERD, DEFHASARAD), BRAHCHE
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Table 17. A financial company information security appropriate workforce

Work
Division

Index - ID

Common Index

Common association Index

Individual Index

H-
1-1

H-|H-
1-2|1-3

H-
1-4

H-
1-6

Su

tot
al

H-2
-1

H-2
-2

H-2
-3

H-2
-4

H-2
-5

H-2
-6

Sub
tot
al

H-2
-1

Adj
ust
me

H-2
-2

H-2
-3

Sub
tot
al

Tot
al

Nu
mbe
r of
req
uire

Final

eight 8

%)

Work-1D

34

4.2|14.
72328

3.6
47

16.
094

51.
100

3.5
7

12.
700

nt
coef]
fici
ent

17.
738

12.
027

36.
200

100
.00

wor
kfor
ce

Policy
Part

Secul
rity

W-1

Grade

Score 5

2.8(14.
45 1328

3.6
47

16.
094

46.
756

2.3
82

17.
738

12.
027

42.
153

97.
367

W-2

Grade| M | M

Score

2.8|14.
45 1328

3.6
47

4.0
25

16.
094

46.
756

0.5
07

17.
738

12.
027

40.
003

93.
183

1.75

Grade| M | M

Score

2.8|14.
451328

3.6
47

4.0
25

16.
094

46.
756

0.5
07

17.
738

30.
899

83.
485

1.45

plan
ning

Planni
ng
Part

Grade

Score

2.8(14.
451328

47

4.0

16.
094

46.
756

0.4
92

17.
738

32.
382

87.
793

Grade

Score 5

2.8|14.
451328

3.6
47

4.0
25

16.
094

46.
756

0.4
92

17.
738

34.
531

88.
839

Grade| M | M

Score

2.8|14.
45 1328

3.6
47

4.0
25

16.
094

46.
756

11.
813

23.
371

81.
129

1.45

Diagno
sis
Part

Grade| M | M

Score

2.8|14.
45 1328

3.6
47

4.0
25

16.
094

46.
756

0.5
94

0.3
36

17.
738

34.
531

88.
753

Secyl
rity |Operat
Ope| ion
rati| Part
on

Grade| M | M

Score

2.8|14.
451328

47

4.0
25

16.
094

46.
756

0.5
94

0.6

11.
813

23.
371

78.
421

Grade| M | M

Score

14.
451328

3.6
47

4.0
25

16.
094

46.
756

0.5
94

0.3
36

17.
738

32.
382

86.
587

Grade| M | M

Score

2.8(14.
45 1328

3.6
47

4.0
25

16.
094

46.
756

0.5
94

0.6
73

5.9
07

10.
525

64.
725

0.85

Grade| M | M

Score

2.8|14.
451328

4.0
25

16.
094

46.
756

0.5
94

17.
738

26.
607

81.
472

1.45

Control
Part

Grade| M | M

Score

2.8|14.
451328

4.0

16.
094

46.
756

0.5

2.3
82

11.
813

22.
976

78.
709
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Work
Division

Index - ID

Common Index

Common association Index| Individual Index

H-|H-|H-
1-1/1-2|1-3

H-
1-4

H-|H-
1-5|1-6

Su

tot
al

_ Sub
A o e T 2 e | tot
1{-2|-3|-4|-5|-6 al

Adj
ust
me

H-2

H-2

Sub
tot
al

al

Nu
mbe
r of
req
uire

Final

eight

Work-1D

(%)

8.7/4.2|14.
34172328

3.6

4.0/16.
25094

51.
100

1.7/1.513.5|1.0(1.4|3.3]12.|6.4
84122 |77|10| 77|31 |700] 36

nt
coef|
fici
ent

17.
738

12.
027

36.
2001

100
.00

wor
kfor
ce

Priv
acy

Policy
&
Planni
ng
Part

Grade

Score 2

. 14.
171451328

4.0/16.
251094

46.
756

0.5(0.5(2.3(0.6(0.9(2.2]7.3]6.4

11.
813

.131.
468

85.
581

1.6

W-14

Grade

Score

5.8|2.8|14.
171451328

47

4.0/16.
251094

46.
756

11.
813

19.
033

75,
678

1.3

Grade| M | M

Score

5.8/2.8|14.
171451328

3.6
47

4.0/16.
251094

46.
756

0.5/0.5/3.5]1.0/1.4|1.1]8.2|2.1
9410777110 77109 |74]43

5.9
07

63.
412

0.85

Trust/
affiliat
e
Part

Grade

Score

5.8/2.8|14.
171451328

3.6
47

4.0/16.
251094

46.
756

0.510.5/3.510.3|10.4/1.116.6/6.4
94107 |77136(92]09|15]36

11.
813

23.
371

76.
742

1.3

etc

New
Techn
ology

W-17

Grade

Score

5.8/2.8|14.
171451328

3.6
47

4.0/16.
251094

46.
756

0.5/0.5/1.110.310.4|1.114.2|2.1
94107191(36|92|09 (29|43

8.8
69

14.
793

65.
778

Incide
nt
Respo
nse

Grade

Score

5.8|2.8|14.
171451328

3.6
47

4.0/16.
25094

46.
756

0.5/0.5/1.110.3|0.4|1.1|4.2|4.
94107191|36|92|09 29|86

11.
813

21.
221

72.
207

audit

W-19

Grade

Score

5.8|2.8|14.
171451328

4.0/16.
25094

94|07|91|10|77(31(09 |36

17.
738

30.
899

85,
765
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Table 18. Information security workforce

calculation result by company

Company| A B C D E

Comm 11| Credi I
Index Card | Bank S‘(siceus CI.(}d.teie.’EIl‘r.
I“g;rcﬁttw“ 8 | 17 | 28 | 02 | 05

v billion|billion|billion|billion |billion
budget
Number Of
Service 30 [1,064| 115 17 2
channels
Number Of

Customer 12 40 4 0.25 | 0.07
Information millionmillionmillionmillionmillion|
Possession

Number Of

1,500 {19,513] 2,760 | 137 148
Employees

Number Of
Outsourcing | 3,000 | 4,000 | 325 500 10
workforce

Number Of
Information | 500 | 1,200 | 250 16 16
systems

Legal
required 3.75 49 7 0.3 0.4
Workforced)

Current

Workforced) 30 41 15 2 2

New
Calculation | 26.65| 29.2 | 20.2 | 11.2 | 10.2
Workforce
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