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Abstract

Implementation of faster pairing calculation is the basis of efficient pairing-based cryptographic protocol implementation.
Generally, pairing is a costly operation carried out over the extension field of degree k > 12. But the twist property of the
pairing friendly curve allows us to calculate pairing over the sub-field twisted curve, where the extension degree becomes
k/d and twist degree d = 2,3,4,6. The calculation cost is reduced substantially by twisting but it makes the discrete
logarithm problem easier if the curve parameters are not carefully chosen. Therefore, this paper considers the most recent
parameters setting presented by Barbulescu and Duquesne [1] for pairing-based cryptography; that are secure enough for 128-
bit security level; to explicitly show the quartic twist (d = 4) and sextic twist (d = 6) mapping between the isomorphic
rational point groups for KSS (Kachisa-Schaefer-Scott) curve of embedding degree k = 16 and k = 18, receptively. This
paper also evaluates the performance enhancement of the obtained twisted mapping by comparing the elliptic curve scalar
multiplications.

Index Terms: Isomorphic mapping, KSS curve, Pairing-based cryptography, Quartic twist, Sextic twist

[. INTRODUCTION Implementation of a pairing requires special elliptic curve

usually known pairing-friendly curves. This paper considers

Development of optimized implementation of the
underlying mathematical operations in cryptographic
techniques is an integral part of information security. Among
the public key cryptographic techniques, pairing-based
cryptography is comparatively a new branch of cryptographic
research which generally deals with a specific algorithm with
some certain characteristics. In general, pairing is a bilinear
map from two additive rational point groups G, and G, to
a multiplicative group G; [2], typically denoted by
G, X G, » G3. In practice, pairing is realized by the elliptic
curves defined over the extension field.

a well-studied non-supersingular pairing-friendly curve
named Kachisa-Schaefer-Scott (KSS) curve [3] of the
embedding degree k > 16. It means pairing needs to be
calculated in extension field of degree k > 16. Thanks to
the isomorphic twist property of the KSS curve which
allows to calculate the pairing and the related operations in
lower degree extension field that makes calculation more
efficient. This paper focuses on the explicit derivation and
implementation of this twist property for KSS curve of
embedding degree k = 16 and k = 18 named KSS16 and
KSS18, respectively throughout this paper.

Received 05 June 2017, Revised 08 June 2017, Accepted 13 June 2017

*Corresponding Author Yasuyuki Nogami (E-mail: yasuyuki.nogami@okayama-u.ac.jp, Tel: +81-86-251-8127)
Department of Information and Communication Systems, Okayama University, Okayama 700-8530, Japan.

http://doi.org/10.6109/jicce.2017.15.2.97

print ISSN: 2234-8255 online ISSN: 2234-8883

©This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/licenses/by-
nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.

Copyright (© The Korea Institute of Information and Communication Engineering



J. Inf. Commun. Converg. Eng. 15(2): 97-103, Jun. 2017

The advantage of the derived isomorphic twisted mapping
is examined by performing elliptic curve scalar
multiplication on G, < E(F,«) rational point, since scalar
multiplication is required repeatedly in cryptographic
calculation. Three well-known scalar multiplication algorithms
are considered for the comprehensive experimental
implementation named as binary method, Montgomery
ladder and sliding-window method.

The experimental result in Section IV shows that a scalar
multiplication of rational point in G, point is accelerated by
10 to 20 times by applying the mapping technique given in
Section Il for both KSS16 and KSS18 curve. The result
also shows that the sextic twist of KSS18 is faster than the
quartic twist of the KSS16 curve (In CRYPTO’16, Kim and
Barbulescu [4] proposed a new ECDLP attack which
requires to update pairing-friendly curve parameters.
Therefore, this paper uses the most recent parameters
proposed by Barbulescu and Duguesne [1]).

II. BACKGROUND

The background studies required for the system model is
briefly discussed in this section.

A. Elliptic Curve [5]

Let E be the elliptic curve defined over the prime field
FF, as follows:

E/F,:y* =x*+ax+b, @)

where 4a®+27b*# 0 and a,b € F,. Points satisfying
Eqg. (1) including the point at infinity O are known as
rational points on the curve, forms an additive Abelian
group denoted by E(IF,). The total number of points on E
is denoted as #E(IF,). When the definition field is the k"
degree extension field F,«, rational points on the curve E

also forms an additive Abelian group denoted as £(JF,«).

1) Point Addition
Let’s consider two rational points L = (x;,y;),M =

(Xm, ¥) and their addition N=L+ M, where N =
(% ¥y,) and L,M,N€E(F,) . Then the x and
y coordinates of N are obtained as follows:
(xn' yn) = ((AZ —X;— xm)‘ (xl - xn)/1 - YL); (28.)
— {(ym - Yl)(xm - xl)_1 L+M, (Zb)
3x? +a/2y, L=M.

Here A is the tangent at the point on the curve and O is the
additive unity in E(FF,). When L # M, then L + M s called

elliptic curve addition (ECA). IfL = M, then L + M = 2L,
which is known as elliptic curve doubling (ECD).
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Let r be the order of the target rational point group
and sbe the scalar such that 0 < s < r. Scalar multiplication
of rational point M, denoted as [s]M can be calculated by
(s — 1)-times additions of M as,

s—1

0<s<r.

©)

If s=r, where r is the order of the curve then
[rIM = 0. When [s]M = N and s is unknown, then the
solving s from M and N is known as elliptic curve
discrete logarithm problem (ECDLP). The security of
elliptic curve cryptography lies on the difficulty of solving
ECDLP.

This paper has considered left-to-right binary scalar
multiplication for evaluating the efficiency of the given
mapping operation. From the view point of security, binary
method is vulnerable to side channel attack [6]. Therefore,
this paper has also experimented with Montgomery ladder
[7] and sliding-window method [8] for scalar multiplication
evaluation.

B. Kachisa-Schaefer-Scott (KSS) Curve

In [3], the authors proposed a family of non-super-
singular Brezing-Weng pairing-friendly elliptic curves of
embedding degreek = {16,18,32,26,40}, using elements
in the cyclotomic field. Like other pairing-friendly curves,
characteristic p, Frobenius trace t and order r of these
curves are given systematically by an integer variable
known as mother parameter. As mentioned earlier this paper
considers KSS16 and KSS18 curve as follows:

KSS18

E/Fps : Y2=X3+b, b€
F, and b # 0.

KSS16

E/Fpe: Y2 =X*4aX, a€
F,anda # 0.

Here X,Y € F,1s in KSS18 and X,Y € F,16 in KSS16
curve respectively. The curves are parametrized by an
integer variable u as follows:

p(w) = (u® + 5u” + 7u® + 37u’ + 188u* + 259u°
+343u2 + 1763u + 2401) / 21

KSSI8  1(w) = (u + 370 + 343) / 343
t(w)=@*+16u+7)/7
p(w) = (W'® + 2u® + 5u® + 48u’ + 152u’ + 240u*
+ 625u? + 34 + 2398y + 3125)
/980
KSS16

r(u) = (u® + 48u* + 625)/61550

t(uw) = (2u® +41u +35) /35
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Table 1. Vector representation of Q = (xq,¥o) € Fpis

1 i i? v iv v 6 i@ i’ v vl i’v e 62 i0? i? 92 v6? ivh? i?v6?
X% 0 0 0 0 0 0 0 0 0 0 0 G Gz Gy 0 0 0
Yo 0 0 0 a a a O 0 0 0 0 0o o0 0 0 0 0

The necessary condition for u in KSS18 is u =
14(mod 42) and whereas for KSS16 curve it is u=
25 or 45(mod 70).

C. Extension Field Arithmetic

In [9], the authors have explained optimal extension field
towering by using irreducible binomials. Since this paper
uses two curves of different extension degree, therefore, the
towering process of F,is and [F,:1s are represented as

follows:

KSS18 towering KSS16 towering
Fp2 = F,[al/(a* - 2),
Fpe = Fpz [B1/(B% — @),
Fpe = Fpe [y]/(v* = B),
Fpis = Fps [w]/(w® = y).

Fps = le[l']/(i3 —0),
Fps = Fys [v]/(v* = 1),
lels = IFps [9]/(93 —-v),

Here the necessary condition of KSS18 towering is 3|(p —
1), where p is the characteristics of KSS18 curve and c is
the cubic non-residue. For KSS16 curve, 4|(p — 1) and z
is the quadratic non-residue. For both towering, ¢ = 2 and
z =2 will be best choice for efficient calculation since
multiplication by 2 can be done by 1 bit left shifting
operation.

D. G;, G, and Gz Groups

In the context of pairing-based cryptography, especially
on KSS curves, two additive rational point groups G,, G,
and a multiplicative group G5 of order r are considered.
From [10], G,,G, and Gz are defined as follows:

G, = E(F,)[r] nKer(m, — [1]),

G, = E(IFpk)[r] n Ker(np — [p]), (4a)
Gs = Fou/(F )",
&Gy X Gy — Gy, (4b)

where m, is the Frobenius mapping and ¢ denotes Ate
pairing. In the case of KSS curves, the above G, is just
E(F,) . In what follows, rest of this paper considers
P€ G, cE(F,) and Q € G,, where G, is a subset of
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E(F,s) and E(F,s) for KSS16 and KSS18 curves
respectively.

E. Twist on KSS Curves

There exists a twisted curve with a group of rational
points of order r which are isomorphic to the group where
rational point Q € G, c E(F,x) belongs to. This subfield
isomorphic rational point group includes a twisted
isomorphic point of Q, typically denoted as Q' € G, c
E'(F,k/a), where k is the embedding degree and d is the
twist degree. Since points on the twisted curve are defined
over a smaller field than ]Fpk, therefore ECA and ECD
becomes faster. However, when required in the pairing
calculation, such as for line evaluation they can be quickly
mapped to a point over F k. Defining such mapping and re-
mapping techniques is the focus of this paper. Since the
pairing-friendly KSS16 curve has CM discriminant of
D =1 and 4|k, therefore quartic twist is available. For
sextic twist, the curve should have D = 3 and 6|k, which
exists in KSS18.

Ill. SYSTEM MODEL AND METHODS

This section introduces the target mapping procedure of
G, rational point group to its twisted (quartic and sextic)
isomorphic group G, for Ate-based pairing over the
considered KSS curves.

A. Sextic Twisted Mapping of KSS18

Let £ be the KSS18 curve in the base field F,s as
follows:

E:y? = x3+b, 5)
where b € F,; x,y,€ Fps. In the context of KSS18 curve,
let us consider a rational point Q € G, c E(F,z). This Q
has a special vector representation with 18 IF,, coefficients
for each x, and y, coordinate. Table 1 shows the structure
of the coefficients of Q € [F,1s. Among the 18 coefficients,
there are 3 continuous nonzero F, coefficients. The other

coefficients are zero. However, the set of these nonzero
coefficients belongstoa F,s element.

http://jicce.org
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Table 2. vector representation of @ = (x,, yQ) € Fu

1 a B aff 14 ay By afy w aw Bw afw Yo ayw Lyw afyw
X 0 0 0 0 Ny ng Ng n, 0 0 0 0 0 0 0
Yo 0 0 0 0 0 0 0 0 0 0 0 0 Ny, Nny3 Ny N5

(1) moups L 1ORenius map

Y :
skew Frobenius mgp 0 \ /o
B o als H
TN

sextic twisted curve E' (FpS)

1/6 :sextic twist

Fig. 1. sextic twist of KSS18 curve.

]FPS

Q: (x,y) = ((0,0,00, a0), (5?‘ b,0,0,00)) x,y € ]F(( )
p

Q:(x"y")=(ab) x'y' €F,
Easily map and remap between Q and Q'

Fig. 2. Mapping and remapping of Q and Q'.

This paper considers parameter given in [1] for KSS18
curve. In such consideration, @ is given as
Q= (x'6%,y'v), showed in Table 1, where x' =
(a1 + agzi+ a14i%), ¥' = (a3 + a4i + asi®) € F s ,
where v and 6 are the basis elements of F,e and F,s
respectively. Here x' and y' are the coordinates of Q'
and Q' = (x',y') e G, cE' is the sextic twisted
isomorphic subfield rational point of @ shown in Fig. 1.

Now from Eqg. (5), let us find the twisted curve E’ shown
in Fig. 1 as follows:

'v)? =('6%)°+D,
y'?0% = x'°0° + b,
y'%i= x"%i+b,
multiplying i~ in both sides.
y?=x%+bi, (6)

where ¢ = v? = i. The twisted curve of E’ is obtained as
y? =x%+bi™", where i is the basis element in F,s and

i~ is the quadratic and cubic non-residue over F,s.

http://doi.org/10.6109/jicce.2017.15.2.97

The mapping from Q € F1s to Q' € F,s can be easily
achieved by selecting the 3 nonzero [, coefficients of each
coordinate of Q and placing them in Q" = (x',y") € Fs
respectively. No arithmetic operation is required for this
mapping operation.

The reverse mapping, that is mapping from Q' =
(x",y')EF,s to Q= (x'6%y'v) €EF,s can also be
obtained easily by just placing the x’ and y’ in the correct
basis position in Q = (x'8,y'v). It this case it also needs
no extra arithmetic operation. Fig. 2 shows the scenario.

B. Quartic Twisted Mapping of KSS16

For quartic twisted mapping at first it is required to obtain
certain rational point Q of subgroup order r in E(F,us).
Let us consider the rational point Q € G, < E(IF,1s) and
its quartic twisted rational point Q' € Gj < E'(FFp4) .
Rational point Q has a special vector representation given
in Table 2. From Table 2, co-ordinate of Q = (xq,y,) €
G, c E(F,s)is obtained as Q = (xg, o) = (¥xg, w¥Yy')
where x,r, yor are the co-ordinates of the rational point
Q' in the twisted curve. Now let’s find the twisted curve of
KSS16in F,s as follows:

(@rye)” = (rx’) + alyxe),

YByy = VB x5 +ayxy,

Yor = Xgr +aB ' xy, (7
multiplying (yB)~* both sides.

The twisted curve of E’ is obtained as y* =x3+
aB~'x where B is the basis element in F,.. There is a
tricky part that needs attention when calculating the ECD in
E'(FF,+) presented in the following equation.

1= (3% +a)(2ye) ®)

where a € F,«, since a=af™ and B €F,. The
calculation of a = af~! is given as follows:

af™*=(a+0a+ 0B+ 0ap)p7?,
=z laap,

©)

where a? = z. Now let’s denote the quartic mapping as
follows:

Q = (xo.¥0) = (rxgn wyyy ) € G, € E(Fpyis)
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- Q’ = (er’le) € GZ’ C E’(]Fp4 )

It means for quartic twisted mapping it requires no
calculation except selecting the coefficient and placing them
in correct basis position same as KSS18 curve.

IV. RESULT ANALYSIS

The focus of this paper is to derive twisted mapping and
obtain experimental results to show the effectiveness of the
isomorphic mapping over KSS16 and KSS18 curves. To
determine the effectiveness, this paper has implemented 3
well-known elliptic curve scalar multiplication methods
named as the binary (BIN) method, Montgomery ladder
(ML) method, and sliding-window (SW) method using the
derived mapping and without mapping.

For the experiment first the authors have applied the
mapping technique shown in Section Il to map rational
point Q € G,  E(F,x)to its isomorphic twisted point
Q' € Gy c E'(Fpk/a) in both KSS curves. After that the
scalar multiplication of Q' is calculated. Then the resulted
points are re-mapped to G, < E(F,x). Let’s define this
strategy as with mapping. On the other hand, scalar
multiplication of Q without mapping is also calculated
which is denoted as w/o mapping.

In the experiment, the authors have considered most
recent parameters of their knowledge till date given by
Barbulescu and Duquesne [1]. These parameters are said to
be secure enough against the recent development of ECDLP
attack by Kim and Barbulescu [4].

Table 3. Computational environment

PC iPhone6s
CPU 2.7 GHz Intel Core  Apple A9 Dual-core
i5 1.84 GHz
Memory 16 GB 2GB
oS 0S X 10.12.3 i0S 10.2.1
Compiler gcc4.2.1 gcc4.2.1
Programming c Objective-C, C
anguage
Library [11] GNU MP 6.1.1 GNU MP6.1.1
Table 4. parameters used in the experiment
KSS18 KSS16
u=2%+4222 - u=-2%427 -
Mother parameter 2942 223 4 920 _ 11 4 q
Obtained curve y:=x*+3 yr=x3+x
Order r size 256-bit 263-bit
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Table 3 shows the experiment environment. Table 4
shows the parameters used in the experiment. The
comparative results are shown in Figs. 3 and 4. In the
experiment 100 random scalars 0 < s < r is generated and
the average is execution time is obtained in millisecond.
Analyzing Figs. 3 and 4, we can find that scalar
multiplication on the sextic twisted KSS18 curve using the
given mapping is more than 20 times faster than without the
mapping. In the case of quartic twisted KSS16 curve, scalar
multiplication becomes at most 10 times faster after
applying the given mapping than no mapping. Another
important difference is, sextic twisted mapped rational
points take less time in both environments since it has one
less coefficient than quartic twisted KSS16 curve points and
the random numbers size for in KSS18 curve is smaller than
KSS16 case.
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In the experiment, execution environments, such as PC
and iPhone, have different CPU clock frequencies. In both
environments, single processor core is utilized. The ratio of
CPU frequencies of iPhone and PC is about 1.84 /2.7 =
0.68. In KSS18 curve, the execution time [PC: iPhone] ratio
without mapping for is around 0.62 to 0.66, which is close
to CPU frequency ratio. On the other hand, with mapping
case for KSS18 curve, the ratio is also around 0.6. For
KSS16 curve, the ratio with no mapping case is more than
0.8 and for mapping case it is around 0.7 to 0.9. Since PC
and iPhone has different processor architectures therefore
it’s frequency ratio has modest relation with the execution
time ratio. The ratio may also be effected by the other
processes, running in certain environment during the
experiment time.

V. DISCUSSION AND CONCLUSION

This paper explicitly shows the isomorphic mapping
procedure of G, rational point group to its sextic and
quartic twisted sub-field isomorphic rational point group G5
and its reverse mapping for KSS18 and KSS16 curves in the
context of Ate-based pairing. The authors have evaluated the
effectiveness of such mapping by implementing 3 different
scalar multiplication methods on twisted rational points in
G3. The result of scalar multiplication in G/, accelerates the
scalar multiplication in G, by 10 to 20 times than scalar
multiplication of G, rational point directly in E(IF,16) and
E(F,18). The authors would like to make pairing based
protocol and apply this technique as a future work.
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