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[Abstract]

Because cyber attacks on industrial control systems can lead to massive financial loss or loss of lives, the standardization and
the research on cyber security of industrial control systems are actively under way. As a related system, the industrial control
system of social infrastructures must be equipped with the verified cryptographic module according to the e-government law and
appropriate security control should be implemented in accordance with the security requirements of the industrial control system.
However, the industrial control system consisting of the operation layer, the control layer, and the field device layer may cause
a problem in performing the main function in each layer due to the security control implementation. In this paper, we propose
things to check when performing security control in accordance with the security control requirements for each layer of the

industrial control system and proper application.
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Table 1. Cyberthreats of critical infrastructures with
Industrial Control System at OCIA Sector Risk Snapshots

Infrastructures with ICS Cyberthreats

Cyberattacks or intrusions for remotely
manipulating network-based systems
designed to control chemical
manufacturing processes or process
safety systems

Chemical

Unauthorized on-site or remote intrusion
Critical Manufacturing | into industrial control system and SCADA
system of Critical Manufacturing Sector

Cyberattacks and intrusions for taking
authority of control directly, due to
increasing use of standardized industrial
control systems technology on Dams.

Dams

Cyberattacks and  intrusions  using
structure that connects with Internet
through organization's internal network

Energy — Electricity, Oil
& Natural Gas

Cyber attack and intrusions for taking
authority of control on industrial control
system

Nuclear Reactors,
Materials, and Waste

Water and Wastewater| Cyber attack and intrusions for taking
Systems authority of control on SCADA system
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Table 2. Critical infrastructures with Industrial Control
System and related Infrastructures at OCIA Sector Risk
Snapshots

Infrastructures with ICS Related Infrastructures

Water and Wastewater Systems
Critical Manufacturing

Defense Industrial Base

Emergency Services

Food and Agriculture

Healthcare and Public Health
Nuclear Reactors, Materials, and
Waste

Chemical

Communications

Information Technology

Defense Industrial Base

Nuclear Reactors, Materials, and
Waste

Critical Manufacturing

* Energy
Dams ¢ Transportation Systems — Maritime
¢ Food and Agriculture

Chemical

Dams

Communications

Emergency Services

Financial Services

Commercial Facilities

Critical Manufacturing
Information Technology
Defense Industrial Base

Water and Wastewater Systems
Food and Agriculture
Government Facilities
Healthcare and Public Health
Transportation Systems — Auviation,
Rail, Maritime, Highway

Energy — Electricity, Oil
& Natural Gas

Nuclear Reactors,

Materials, and Waste Energy

Chemical

Commercial Facilities
Communications

Critical Manufacturing
Defense Industrial Base
Energy

Information Technology
Emergency Services
Financial Services

Food and Agriculture
Government Facilities
Education Facilities
Healthcare and Public Health
Nuclear Reactors, Materials, and
Waste

Water and Wastewater
Systems

o] F Toke] AIAOA| AELE 2ol = 2R 2RSS 1)
A& sf=glo] FEje] ARl E A @xﬂlﬁioﬂ 2 o)
7}&38F PLC(Programmable Logic Controller) #|o17] e =2 vt
At FomA AbdAlolr|=gle] A4 B 94 A2
e T3 aEHQ AEE FE T Al=EE AXIA R
TEFAA PRI =F Aol Bl 92 7]E IT Al&H

LIAROJA|AR(ICS) S 2E Mot o7

o] 7}A|= Aol B Q1 j el 71078
A A A =B e] Alo]H QL STl A o] FHepd e A

Axke] Fopd, FHEe] F ok, VIEA A

F =%

A gl AAE 488kl o R s ALg, YES A F4

P53t T oSS HteAlE A8 mA HoRe Al

4= JTH8]. 471 “Sector Risk Snapshots']]

AA g Fo7WAA Ao A =81 0] Alo]H ERl 917
S YA Bk A U Ax} vhekdt Hol &

-go] dasti ol fleiMe S e A8o] 4

[e)

2 Y
=
olo
g
L

-{>fé_{_\‘rj_oﬁﬂﬁ>tlﬁ
o Ol
= 23

v

e,

o

>,

mﬂ

_l

¥

)
o
o

FO

Il LHAMO{AILE] = A HOIRTAL

0

A AN RS [ 9] 1] 22 e Y EYaR F
Auw [19] 2]9F o] F=9] AlA, dFoolE Fo] AH
tolHE A%, FHshks AFX A5 (Field device layer) 7t
AZ, 3% vlolHE L@ AT ddaAL B=o] FA =
S AloJ3k= Alo] A= (Control layer), T= Xﬁ]-o/] BHE B
YA #lo] MEE AoATd dgste 234
(operation layer) & 3Al5 0.2 31—{%3}[8] wel ge 2]
Aol 715& FHshE st=dlo] e A2FRE Alo] ATl
AL o5 B AITONA SCADA VEA AR A4 1L
IT A28} AAE o] &

T 7 ASS 1
?F ¥ Ak Ao A =8
A3, Aulz 254
3 ol& 7+ AlFollx
oh[9] whEbA, 2t 74]%—0 :FL/‘o A A AT 540 o
2} A3het Bkl 9 A7} E g sl

B 3. MUAMOIAAR ZF ABE Y5
Table 3. Major role of each layer of Industrial Control
System

Layer Role

Measuring and collecting state data
of field devices such as sensors,
actuators

Field device layer

Controlling field devices and
transferring the collected data to
operation layer

Control layer

Monitoring the status of field devices
and transferring control commands
to the control layer

Operation layer
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Fig. 2. Security reference model for Industrial Control
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Table 4. Security Requirements for Industrial Control
System

Security Requirements Explanation

Industrial control system components
must provide industrial control system
essential services such as command,
control, reporting and monitoring,
even if abnormal communication data
or excessive amounts of
communication data are flow into
industrial control system.

Network Robustness

Industrial control system components
must provide functionality to ensure
business continuity. This includes
ensuring the availability of resources
used by industrial control systems
such as power, storage, and
protection against physical attacks.

Service Continuity

Industrial control system components
must provide security functions to
ensure the protection of industrial

Security Functions control system components such as

identification and authentication,

access control, transmission and

storage data protection.
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Table 5. Effects of Crypto-module application to each
layer

Security Requirements | Effects of Crypto—module application

Prevention of communication data

Field device layer forgery, tampering and leakage

Prevention of communication data
forgery, tampering and leakage

As the application of various
security controls such as
authentication and access control
becomes possible, it is possible to
control field devices secure.

Control layer

Prevention of communication data
forgery, tampering and leakage

As the application of various
security controls such as
authentication and access control
becomes possible, it is possible to
protect the control right to the
lower layer(Field device layer,
Control layer)

operation layer
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CPU : Intel i5 7500, 3.4 GHz
Memory : 16 GByte

Word Size : 64-Bit

Endianness : Little-Endian
Operating System : Windows 10
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MEXI(Byoungjin Seok)

20129 ~ 20171 8¥ : A& riedigu HAFHT T A}
20129 9¥ ~ #A : A& risdgta Ankd g HFE E e A4
WA EoF: AWK S (Personal Information), %3 8HCryptography, TUIAE Xl

/. (Digital Forensic) %

A 2(Yeog Kim)

19924 1 Aol Aok AAkebat (o] sta)
2003 : ;e vhshm AR er (FEHAAD
20104 : ;e vhskm ARAGARNGA (Fehupab

20051 3¢ 20071 89 : kvl st A A}
20173 ~ & A A7 ga A7 HR)EATFA A7
#A ok : KX B % (Personal Information), t A8 X #2)(Digital Forensics), Y252 E37} &

0|&HZ(Changhoon Lee)
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