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ABSTRACT

As cyber threats using malicious code continue to increase, many security and vaccine companies are putting a lot of effort
into analysis and detection of malicious codes. However, obfuscation techniques that make software analysis more difficult are
applied to malicious codes, making it difficult to respond quickly to malicious codes. In particular, commercial obfuscation tools
can quickly and easily generate new variants of malicious codes so that malicious code analysts can not respond to them. In
order for analysts to quickly analyze the actual malicious behavior of the new variants, reverse obfuscation(=de-obfuscation) is
needed to disable obfuscation.

In this paper, general analysis methodology is proposed to de-obfuscate the software used by a commercial obfuscation tool,
Themida. First, We describe operation principle of Themida by analyzing obfuscated executable file using Themida. Next, We
extract original code and data information of executable from obfuscated executable using Pintool, DBI(Dynamic Binary
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Instrumentation) framework, and explain the implementation results of automated analysis tool which can deobfuscate to original

executable using the extracted original code and data information. Finally, We evaluate the performance of our automated

analysis tool by comparing the original executable with the de-obfuscated executable.

Keywords: De-obfuscation, Program Analysis, Software Protection, Automatic Analysis Tool
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Table 1. Implementation of the functions included in the our analysis tool
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loading of an dll
Full path, IMG_StartAddress(dll) Retmg:)st‘;lf;ed}ﬁnnter
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8 export IAT - PP the dll
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original.exe deobfus:ted.exe pUSH | MOV SUB CALL
. 5 | PUSH 3 0 0
Extract instruction . S
each of the .exe | NOM 2 ..... | . 2
3 SUB 1 1 1 0
> | me=mm.i= o x| CALL 0 0 2 0
:7IV| isi. ) P - o | L4
= e PUSH | MOV | SUB | CALL
B i | PUSH | 3/3 0 0 0
= & MOV | 2/4 0 0 278"
5 ‘ & TR T T <
' ' CALL | © 0 2/2 0
2 2
Opcode Similarity Algorithm |
N-1 2 © =
!
SCOre(A, B} = F Z |al'j = bul .
ij=0 Opcode1 array Opcode?2 array
4
Similarity
Score
Fig. 11. Process of opcode similarity algorithm

The Original Program’s Opcode Array

MOV POP RET_MEAR CALL_MEA LEA PUSH SUB
MOV 0.299212 0.056574 0.00722 0.024436 0.039828 0.138474 0023376
POP 0.126859 0.424329 0.251163 0.007009 0.002189 0.032119  0.00199
RET_MEAR 0327115 0.083814 0.079108 0.013399 0.0142803 0.048596 0.001081
CALL_MEA 0757053 0 0007006 0001312 0000221 0.13159 0.002808
LEA 02787032 0007755 0.000006 0074574 001217 0.23604 0065212
PUSH 0.387366 0.012354 0014377 0.135273 0.042761 0.347836 0.000347
SUB 0.174411 0.017065 0.000014 0000272 0007954 0199141 0.007651
,
The Deobfuscated Program's Opcode Array
MOV POP RET_MEAR CALL_MEA LEA PUSH SUB
MOV 0.300579 0.05219 0.007419 0.024287 0.040389 0.123002 0.022682
1 cale.bet B POP 0.12972 04356193 0243338 0007337 0001787 00356137 00016056
- N - RET_MEAR 0.3718047 0.083114 0.088349 0.013231 0.014595 0045858 0.000968
| calc_deob.txt 127 CALL_NEA 0.748307 0 0.000766 0.001044 0.000384 0.151272 0.003741
- LEA 0.293247 0.008186 0.000007 0057268 0.008596 0.210204 0.068844
"J calc_all_Re_Deob.exe PUSH 0.384644 0.011392 0.016547 0.132503 0.041462 0.352788 0.00025
_J calc.exe sSUB 0160062 0018995 0000017 0000171 0007252 0183367 0005559
Fig. 12. Verification result of opcode similarity
3} 71e] A8x =2 e JudE3)er A3 E), verifier(Zglel el ZZ @), winmine
Lol o (<] )y = ) = - 9 o 2] =] 5 O
el Ak AE AAR}. 1 AR Table (A=27]) 2ol dek =3t 3 F fAb
1 fe) =) 57 I~ =
2. 1 Adslelas odEsie Adsielel A = A5 AN 23s weld
2= MR = 3N 51 5 =
T 42, calculator(AA7]), emd(Hs ZE=Z F A url e 2= Aldiulele] Fro) o] BE
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Table 2. Opcode similarity score of files Ao FARRE Aol 38 s &Feld = qledt}
file name opcode similarity score (a)= S ARP] Aol EHE]- Al sE 1
calculator 0.018280 2o, (b)= d=shd Ao, (o= 53t

-~ S 010020 L) A s, (b
winmine 0.001255 Alguldo]l 22 packing Helgle], Z2awle
verifier 0.000298 Fol Holx ssgkevd, o] Agupalel dia| o=

F S Fol Adsale ) 4B sl
agj=E Eqls] ®okrl IDA Pro 6.6 WASZ A s eS Held 5 sl

stels) ¥ IDA View A Fig.13.3+ o] Alas} thre, e shdd ohdEs Ade) 2=

ghlal A7 Fig.14.9F o] Adgfele] 3=

I . . .

— = __n_'_u _k_p_u4t_|_n#l_m_u_l_ul_u#L_n_u_m_P|_1\4L_h_1
(a) Original calc.exe
(I
—
—
(b) Obfuscated calc.exe
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(c) Deobfuscated calc.exe

Fig. 13. Control flow graph of original calc.exe and de-obfuscated calc.exe

[ IDA View=A 04 view-BE (3] Hex View=1 (&) Swuchures (£ Enums. 1l kmposts
Stext @10 7L T oK, [eax]
Sbext : 810N 745 test CH, CX
.bext 01001748 jnz short loc_1801720
Lbext 1010 748
L bext :O1001788 Loc 1081740 PagseCndl ine{char
_text DM 74A push
Lbext : 0100174F push D
Ltext 101750 call Ttol{ushort &,long «)
Stext 81001755 may I long nRadix
Lbext 101001758 cnp
Sbext 8B TSE jle slwrt loc 1881760
Lext 110760 mov  [ToRadlx@Eaun,] 100 ; long nRadix
Stext i@ TR jop short loc_1001763
text :010M76E ;
Lbext 101001 76
Lbext :B10M76C Loc_1081760: ; CODE XREF: ParseCndLibe(char
Ltext 1@ BN 76T onp ecx, edi
Ltk 10 B THE jge  short loc 1881783
Ltext: 010770 mov  [(EnRadlwesin, Jedl ; long nRadix
Ltext 01001776 jop  short loc_1081783
Ltext:@10M778 ;
Stext 01001778
.text:@10M778 loc_1081778: ; CDDE XREF: ParseCndLing(char
Stext iR ITE cnp cX, FAh
_bext 10100770 jz short loc_1001780
Lbext 1010 77E cnp ©x, 20h
Stext @10 7ez jz snort loc_188178A
Lbext 010 784 cnp o,
Sbext @100 788 jaz shor\ lac_18@1705
(a) Original calc.exe /
; unsigned __int32 nRadix ./
.data:p1nise1n ?nRadix@@3Ja dd AN

(104 View-A MminAviewSE [ Hex View=! A Stuctures. 1 Enams 1) Imports
T oy €x, [eax]
_tMOaTas test  cx, ox
_smanyes jnz short loc_18M720
___ saei7eR
___sMOBI7AR loc_100174A: ﬂ HREF: sub_1001645+ D87 §
I s d 1814010
_tHOE7AF push
T :moerrse call %
tMea7ss oy ecx,
__tMOmIsE o ecx, 100
_:man7sE jle 760
___sooiFan oy 1m
___smaaiven jmp short loc_10@1763
T
__ rosFsc
___:MO0I7EC loc_1001760: ; EODE XREF: sub_1B01645+F97§
MO FEC (2] ecx, edi
___sManTeE joe short_loc 1001783
AT oy edi
___tHMOmETe inp short loc_1001703
___smamFre i
__ raezFre
T iMO0IFTE loc_100178; ; EODE XREF: sub_ 1001665+ 12E4]
L MAeFTe cp ©x, JAn
T iz short loc_1RM78A
T smeenrrE cp cx, 200
T iz short loc_10M784
T oy ox, ¥
L jnz short loc 180795
(b) Deobfuscated calc.exe

%

data:@ieiuee

(c) Original calc.exe function(?nRadix@@3JA) address

Fig. 14. Control flow graph of original calc.exe and de-obfuscated calc.exe
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(a) Original cmd.exe

(b) Deobfuscated cmd.exe

Fig. 15. Control flow graph of original cmd.exe and de-obfuscated cmd.exe

(a) Original verifier.exe
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(b) Deobfuscated verifier.exe

Fig. 16. Control flow graph of original verifier.exe and de-obfuscated verifier.exe
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(b) Deobfuscated winmine.exe

Fig. 17. Control flow graph of original winmine.exe and de-obfuscated winmine.exe
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Table 3. Comparison of file's size

SRR
SIEEC R RES

e, FEe

File name File type File size
Original 112 KB

calculator Obfuscated 2,451 KB
Deobfuscated 127 KB

Original 474 KB

emd Obfuscated 2,452 KB
Deobfuscated 485 KB
Original 96 KB

verifier Obfuscated 2,436KB
Deobfuscated 110 KB

Original 117 KB

winmine Obfuscated 1,995KB
Deobfuscated 129 KB

Helz Bqs) Baiole wul

Tl A= 68KB Ato]=9] whsslsl Algislale] ot
=3} =S o IMB oAz 3 Ale]=r} =7}
391 9-S Bl (14) AFelrE £ =F3) v
g A AuEst Ik afe]=E FY3lg o
API &7 SAld ds|Mar 75 Adgsie] 71&
A7} 7= FAAS 2R 73 Qi)

VII. 7IZ ¢7ete| H|

2 =R ThemidaZ W53 A
aflA ¥4 T8 Themida®l &2 WA ‘% o] &
slar, o]& A EA Z=7F pintoold E3 HLE
ARG FEle] A st Je 2 EY3oc). 7|E
o] AutEsl wye) Ao odub=mst B4 F 9
ATES AolHe 71d3] Table 4.5 %Eﬂ ol

ot

(13) o

Table 4. The comparison of related work and restoration levels

Restoration levels
L. Restore levels and
Extract Extract | Extract | Restore to Descrlptlon limi .
trace | original [ original | working imitation
code data |executable
Themida + * Deobfuscate target as
W1r21L1[c§]nse @) @) 0 0 *Find  specific instruction %nD\gogitingoixe%l‘lﬁsrkﬁfda
X patterns and unpack them. .p
s Tk * Themida sections for version and = protect
WinLicnese ) . option applied
1t protection remain after . .
Ultra 0 0 0 0 unpackin Increase output file
Unpacker b & size due to Themida
1.409] sections remained
* Extracts only the | «The goal of these
instructions related to I‘esearches is to extract
[11] (@] system call among the entire or Sjmphfy the speciﬁc
trace using dynamic slicing | instructions to be
method analyzed
» Failed to extract data
+ Propose semantic-preserving | and restore to working
trace simplification techniques | executable forms
(12) O and apply them into whole | * There approaches are
trace to extract simplified | not suitable for
code extracting only original
code section in Themida
* Define unpacked code as the
region at which the target | *Extract only original
performs memory write and | code section
(13) @) then is executed + Failed to extract data
* Find unpacked code regions | and restore to working
using taint analysis and | executable forms
dump them
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Restoration levels .. Restore levels and
Extract Extract | Extract | Restore to DeSCTlpthH .. .
Xt original | original | working limitation
trace code data |executable
 Perform .th‘?” research | -, Inherits limitations of
based on existing researches L ) i
and unpacking tools existing researches and
(14) ) 0] 0 0 , . unpacking tools
* Perform deobfuscation as an
. * Only deobfuscate
working executable for the certain obtion
API wrapping option only p
) * Deobfuscate target as
* Propose a general an working executable
deobfuscation method based 8 .
on Themida's operation that * Our method 18
Ours (0] (0] O O . . .. . " | independent of
it is similar with other L1 .
.. Themida's version and
packers to protect original ] . .
. protection options
code and data regions .
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