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ABSTRACT

Software automatic technology research recently focuses not only on generating a single path test-case, but also on finding
an optimized path to reach the vulnerability through various test-cases. Although Dynamic Symbolic Execution (DSE) technology
is popular among these automatic technologies, most DSE technology researches apply only to Linux binaries or specific
modules themselves. However, most software are vulnerable based on input files. Therefore, this paper proposes an input file
based dynamic symbolic execution method for software vulnerability verification. As a result of applying it to three kinds of
actual binary software, it was possible to create a test-case effectively reaching the corresponding point through the proposed
method. This demonstrates that DSE technology can be used to automate the analysis of actual software.
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Table 1. Sample source code for KLEE

1: int main() {

2: int i, j, ret:

3: klee_make symbolic(&i):
4: klee_make symbolic(&j):
5:

6: if(i==0) {

7: ifG==0)

8: ret=1:
9: else

10: ret=2;
11: }

12: else {

13: ifG==1)

14: ret=3:
15: else

16: ret=4;
17: }

18: return ret;

190}
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Table 2. Detect Process Idle Algorithm

1+ INPUT s : Process Name
gf DECLARE p: Process ID
4 h : Process Handle
5: d,,d, : DISK State
6: C1,Cy - CPU State
7 C' : CPU Usage

Fig. 6. Navigation Path Selection g D : DISK Usage
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