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ABSTRACT

A side-channel attack is a method of attacking a cipher based on physical information of a cryptographic device. The
masking method, which is a typical method overcoming this attack, is a method of calculating an arbitrary masking value at the
round intermediate value through rounds. Thus, it is difficult to guess the intermediate value by the side-channel attack, but if
the masking operation is applied to all rounds of the encryption algorithm, the encryption process may become overloaded.
Therefore, it is practical to use a reduced-round masking technique that applies a masking technique to only a part of the cipher
for lightweight equipment such as Internet of Things(IoT) and wearable devices. In this paper, we describe a Hamming weight
filtering for SIMON family with reduced-round masking technique and it is shown that first round key recovery is possible
through actual programming.
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Table 3. Parameters according to SIMON
algorithm version
.BlOCk Key size Word Round
size(2n) size(n)
32 64 16 32
72 36
48 9% 24 36
96 42
64 128 32 44
96 52
% 144 48 54
128 68
128 192 64 69
256 72
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Table 4. Differential characteristics of SIMON32 and cumulative probability to pass hamming weight

filtering
round differential characteristic Pty B, P;;f,‘

0 021000 024400 - - N

1 020400 021000 92 91924 91158
2 020000  0z0400 94 9~ 4761 o~ 3:365
3 020400 020000 94 94761 03365
4 021000 0z0400 9=6 9~ 3849 o~ 3575
5 04400 021000 9—8 93401 93348
6 020001 024400 912 93401 93307
7 024404 020001 9 14 9—3159 93158
8 021010 0z4404 920 92711 92711
9 020444 021010 924 92711 92711
10 020100 020444 930 93159 93159
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Fig. 2. The first and second round (left and
right) differential paths to SIMON32
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Table 5. Plaintext pairs and complexity required for SIMON32 analysis(two bits of round key)

o genereted filtering plainte'zxt' pairs . rgl\ivr?d
filtering rapdom pass §atlsf1efi data . time . key bits
round plaintext plaintext differential complexity complexity
pairs pairs characteristic f;f;f;s)
1 _ _ _ _ _ _
2 30 9 9 91907 91907 79
3 25 9 1 o644 91644 75
4 180 19 8 7492 01492 75
5 1700 201 46 210731 97731 72
6 4500 482 123 12136 29136 71
7 15000 1630 441 Q13873 10873 73
8 190000 29114 7419 17536 14536 71
9 600000 92302 23279 21919 1019 7
10 6300000 707068 177562 Q22581 Q10587 71
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Table 6. Hamming weight filtering probability of SIMON32 and plaintext pairs for attack (two bits of

round key)
hamming weight hamming weight
filtering round filtering probability filtering probability plaintext pairs for
P;;,V(theoretical) P;;tv(practical) attack (V)
1 - - Z
2 9—3365 9—3907
3 9 3:365 o611
4 9= 3575 9—3244 16
5 93348 93080 166
6 9—3:307 9—3223 198
7 93158 9—3.202 1630
- 2 2~ 29024
9 9= 2711 52701 o160
= 2 27 705241
(MZJ’%@LE)Z o] SAbEte wlwd 4 ok 1gher 7] F A n)
(BT B % 3HE) ¢ (71 35 % HE) < (e =% 2 749 €4 N Table 6.3 vk,
(=)

SIMON32 o]¢]e] vw#] WA= o} 22w
WoR FAo] 7hsdet. A A H4 vhad)e]
285 SIMON32¢l gk 54 elo] o} wzl9]
SIMON <& w3 Zgadws 3 43}
Aok 2 WA H F4 75 2 £F Table 7.

of Aelstsict. vbA] HAel diste] deiAle WE

xel . s
;a NGAE o8l A T e g o o o appendixel A
g HE NFE AR o] BE e AeE F 4.4 7] HA HE =27 ah
7IAFIEA ARE A7) wikel Table 5.°l
vhel JEls] 3 s Ao b AAl A 28 B Ao 4,340 wpaS ujelo 2 (eler 7]
g G 4] Ao} oE ook sk <l 2 ol wpye AWl step 2914 alE 2
BE A F Nx(B,,) el7] de] A o B& 2 s B 5 gl 719 vE 937t
o] P& o] e} o] 2 P;;n% o] 43 o= depzlch & o Akl wel 47 719 F o v
qoz Ao Gat BE 4 Ae Mg ooz o o A b UK RS e o
AR AR Ash AT SAlst olgAal Ne| g o Lo WHE BY wAshd, A el
FPACR AL 7] 7] HIEE o&d 1=
E 7] MES B9 4 glh SIMON32¢| 4%
Tablle 7. Attacked masking rounds on SIMON 7] B|E 225 93§ Fas AA =5 239 3tz
family o] 2 7] ¥]E BT 9|3 Table 8.3 2k,
family attacked masking round o] W XE 7| H|E B AIES T0%UE =
SIMON32 < 10 round ol7] flald= A vlE 5 gl of 96%7F
SIMON4S8 < 11 round Hofop ek o2 fsiM A e e 7=
SIMON64 ~ 12 round B e e oF buivt Bagks ZRadgS
SIMON96 < 15 round
SIMON128 < 18 round 4) (0.96)° = 0.72
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Table 8. SIMON32 input differential
characteristics and key bit recovery location
input differential key bit recovery
characteristic location
021000 024400 1, 3
022000 028800 2, 4
020001  0x4004 5 7
020002 028008 6, 8
020010 020044 9, 11
020020 020088 10, 12
020100 020440 13, 15
020200 020880 0, 14
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Table 9. Probability calculation results for hamming distance

Alex Biryukov, Arnab Roy, Vesselin
Velichkov, ‘Differential Analysis of Block
Ciphers SIMON and SPECK,” FSE, LNCS
vol. 4727, pp.450-466, Mar. 2007.
Stefan Mangard, Elisabeth Oswald, and
Thomas  Popp. “Power  Analysis
Attack(Revealing the Secrets of Smart
Cards),” pp. 105-107, 2007.

J Probability

k=16 k=24 k=32 k=148 k=64
0 92838 93125 93331 93622 93820
1 91925 92184 92276 92652 92851
2 92188 92361 92500 92741 92918
3 9= 2630 92657 9231 9 2:890 9= 3030
4 93208 93072 93043 93008 93187
5 o 4433 93610 93446 93367 93388
6 96560 o~ 4293 9—3939 o~ 3.696 93635
7 910480 o522 o= 4525 94085 93027
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B. SIMON48 &2 &t

Table 10. Differential characteristics of SIMON48 and cumulative probability to pass hamming weight
filtering

round differential characteristic de,ff, Phwn Ph,um
0 02100000 02440000 - - -
1 02040000 02100000 272 27218 91269
2 02000000 02040000 271 95310 9353
3 02040000 02000000 274 95310 93587
4 02100000 02040000 276 94369 93988
5 02440000 02100000 278 273878 93808
6 02000001 0440000 2 12 93878 93873
7 02440004 02000001 2 1 93586 9398
8 02100010 02440004 272 27309 2 30%
9 02040044 02100010 o K 9309 2309
10 02000100 02040044 2~ 9 3586 2 3586
11 02040444 02000100 2732 973409 93409

Table 11. Plaintext pairs and complexity required for SIMON48 analysis(two bits of round key)

genereted filtering plaintext pairs Two round
filtering random pass satisfied data time key bits
round plaintext plaintext differential complexity complexity success
pairs pairs characteristic rate(%)
’I — - — — - —
2 30 6 3 24.907 21,737 72
3 20 3 2 24.322 214152 74
4 120 16 7 26.907 23.737 74
5 1000 87 31 99966 93474 74
6 2100 162 49 911036 97866 75
7 5100 465 162 12:316 99-146 75
8 40000 4803 1273 915-288 12118 75
9 100000 11763 2986 916610 913440 74
10 750000 62888 15828 Q19517 16:347 70
11 3000000 281869 70509 924838 018-347 71
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Table 12. Hamming weight filtering probability of SIMON48 and plaintext pairs for attack (two bits of

round key)
hamming weight filtering . . . .
filtering probability hamming weight filtering plaintext pairs for
round P;;tl (theoretical) probability £, (practical) attack(V)

1 - - -

2 03537 92322 4

3 93537 92737 9

4 93983 92907 8

5 93803 93523 79

6 93873 93696 144

7 93585 o~ 3455 426

8 93095 93058 4682

9 93095 93,088 11704
10 93586 93576 62448
11 93409 93412 289480

Table 13. SIMON48 input differential characteristics and key bit recovery location

input differential characteristic

key bit recovery location

02100000 02440000 1, 11
02200000 02880000 2, 12
02000001 02400004 5, 15
02000002 02800008 6, 16
02000010 02000044 9, 19
02000020 02000088 10, 20
02000100 02000440 13, 23
02000200 02000880 0, 14
02001000 02004400 3, 17
02002000 02008800 4, 18
02010000 02044000 7, 21
02020000 02088000 8, 22
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Table 14. Differential characteristics of SIMON64 and cumulative probability to pass hamming weight
filtering

round differential characteristic Pdi,ff, Phwtl P/m,-f,,

0 0210000000 044000000 - - -

1 0204000000 0210000000 272 97 2376 g 132
2 0200000000 0204000000 274 9 o707 2 3636
3 0204000000 0200000000 274 9 o707 2 3636
4 0210000000 004000000 276 94752 g~ 420
5 0244000000 0210000000 278 97428 g 41l
6 0200000001 044000000 2712 9428 g 422
7 0244000004 000000001 g 1 93918 o 397
8 0210000010 0244000004 272 973405 Q3405
9 0204000044 0210000010 2~ 973405 273405
10 0200000100 0204000044 2~ 93918 23918
11 0204000444 000000100 2732 97371 o 3T
12 0210001010 0204000444 274 9 2878 9 28™8

Table 15. Plaintext pairs and complexity required for SIMONG64 analysis(two bits of round key)

genereted filtering plaintext pairs Two round
filtering random pass satisfied data time key bits
round plaintext plaintext differential complexity complexity success
pairs pairs characteristic rate(%)
1 _ - _ - _
2 30 7 4 94907 o147 74
3 20 4 2 94322 90862 71
4 120 10 3 96907 93447 val
5 900 79 27 29814 26-354 74
6 1500 112 39 10551 7091 73
7 3100 248 95 QL1598 28139 74
8 12000 1109 324 13551 10091 74
9 30000 2837 741 Q14873 gli413 76
10 170000 11306 2889 Q1737 13916 71
11 400000 30923 7855 218610 15150 73
12 7500000 1021718 255583 22838 19379 73
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Table 16. Hamming weight filtering probability of SIMON64 and plaintext pairs for attack (two bits of

round key)
hamming weight filtering . . . .
filtering probability hamming weight filtering plaintext pairs for

round P;;tl (theoretical) probability Phw,’(practical) attack (V)
! - - -
2 o 3.636 92100 4
3 93636 92322 9
4 94261 93585 8
5 g 4141 93510 59
6 91232 93743 80
7 93917 o364 204
8 93405 93436 1134
9 93405 93403 28392
10 93918 g 3910 11244
11 93711 93693 30544
12 92878 92576 1020263

Table 17. SIMON64 input differential characteristics and key bit recovery location

input differential characteristic

key bit recovery location

0210000000 0244000000 1, 19
0220000000 0288000000 2, 20
0200000001 0240000004 5, 23
0200000002 0280000008 6, 24
0200000010 0200000044 9, 27
0200000020 0200000088 10, 28
0200000100 0200000440 13, 31
0200000200 0200000880 0, 14
0200001000 0200004400 3, 17
0200002000 0200008800 4,18
0200010000 0200044000 7, 21
0200020000 0200088000 8, 22
0200100000 0200440000 11, 25
0200200000  0x00880000 12, 26
0201000000 0204400000 15, 29
0202000000 0208800000 16, 30
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Table 18. Differential characteristics of SIMON96 and cumulative probability to pass hamming weight

filtering

round differential characteristic Pdiff, Phwfi P;;.f,’
0 0100000000000 0440000000000 - - -
1 0040000000000 0100000000000 972 92652 g~ 1437
2 0000000000000 0040000000000 274 9627 g 344
3 0040000000000 0000000000000 94 96274 93744
4 02100000000000 0040000000000 276 95308 g 462
5 02440000000000 0100000000000 98 94767 94626
6 0000000000001 0440000000000 2 12 94767 Q478
7 02440000000004 0000000000001 914 94418 94416
8 0100000000010 0440000000004 2% 93881 93881
9 0040000000044 0100000000010 9~ 93881 93881
10 02000000000100 0040000000044 9730 g 4418 Q4418
11 0040000000444 0000000000100 932 94176 Q4176
12 02100000001010  02040000000444 940 93290 93290
13 02440000004404 0100000001010 946 9—3121 9~3121
14 02000000010001  02440000004404 956 93470 93470
15 02440000044400 0000000010001 900 93470 93470

Table 19. Plaintext pairs and complexity required for SIMON96 analysis(two bits of round key)

genereted filtering plaintext pairs Two round
filtering random pass satisfied data time key bits
round plaintext plaintext differential complexity complexity success
pairs pairs characteristic rate(%)
1 - — — - — -
2 70 3 96.129 92374 74
3 40 2 25.322 21.567 73
4 160 19 7 7322 93567 73
5 900 88 34 99814 0059 74
6 1600 108 40 10644 0889 72
7 2900 225 63 211502 Q74T 73
8 7000 578 159 Q12773 9018 74
9 11000 876 236 913425 29670 73
10 25000 1301 363 914610 10-855 73
11 48000 2824 723 215551 11796 74
12 130000 13536 3444 16.988 Q13:233 73
13 380000 44172 10987 218:536 Q14781 73
14 3000000 271704 68273 921517 Q17762 72
15 10000000 902576 226509 23.253 219499 73
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Table 20. Hamming weight filtering probability of SIMON96 and plaintext pairs for attack (two bits of

round key)
hamming weight filtering . . . .
filtering probability hamming weight filtering plaintext pairs for
round P;;t, (theoretical) probability £, (practical) attack(V)

1 - - _

2 9~ 3744 o 3.807 6

3 9~ 3744 93 4

4 o~ 4624 3074 8

5 9~ 4626 93354 38

6 2~ 4.758 273.889 60

7 9~ 4416 93688 136

8 9™ 3.881 273.598 476

9 273.881 2734650 748

10 9—4418 o426 1170

11 9~ 4176 o 4087 2656

19 9—3200 93264 13286
13 273.121 2734105 43688
14 9= 3470 93465 270714
15 273.470 2734470 902576

Table 21. SIMON96 input differential characteristics and key bit recovery location

input differential characteristic

key bit recovery location

02100000000000 0440000000000 1, 35
0200000000000  02880000000000 2, 36
02000000000001  02400000000004 5, 39
02000000000002 0800000000008 6, 40
02000000000010  02000000000044 9, 43
02000000000020  02000000000088 10, 44
02000000000100  02000000000440 13, 47
02000000000200  02400000000880 0, 14
02000000001000  02000000004400 3, 17
02000000002000 0000000008800 4,18
02000000010000  02000000044000 7, 21
02000000020000  0z000000088000 8, 22
02000000100000  02000000440000 11, 25
02000000200000  02000000880000 12, 26
02000001000000  02000004400000 15, 29
02000002000000  0z000008800000 16, 30
02000010000000  02000044000000 19, 33
02000020000000  02000088000000 20, 34
0000100000000  02000440000000 23, 37
0000200000000  0z000880000000 24, 38
02001000000000  02004400000000 27, 41
0002000000000  02008800000000 28, 42
0010000000000  02044000000000 31, 45
0020000000000 0088000000000 32, 46
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Table 22. Differential characteristics of SIMON128 and cumulative probability to pass hamming weight

filtering

round differential characteristic Pty B, P;;f,
0 01000000000000000  0:4400000000000000 - - -
1 020400000000000000  02:1000000000000000 972 9281 9~ 1498
2 020000000000000000  0z0400000000000000 94 9~ 6:679 93803
3 020400000000000000  00000000000000000 94 9~ 6:679 93803
4 021000000000000000  020400000000000000 96 95102 94856
5 024400000000000000  021000000000000000 978 95153 94970
6 020000000000000001  024400000000000000 912 95153 95141
7 024400000000000004  02:0000000000000001 g~ 94189 Q4786
8 021000000000000010  024400000000000004 9~ 20 94240 94240
9 020400000000000044  021000000000000010 9~ 94240 94240
10 020000000000000100  020400000000000044 9—30 94789 94789
11 020400000000000444  0z0000000000000100 932 94529 94529
12 021000000000001010  020400000000000444 9—40 9~ 3616 93616
13 024400000000004404  021000000000001010 946 973426 93426
14 020000000000010001  024400000000004404 956 93790 937190
15 024400000000044400  020000000000010001 9~ 60 93790 937190
16 021000000000101000  02:4400000000044400 9~ 93426 93426
17 020400000000440400  021000000000101000 976 93616 93616
18 020000000001000000  020400000000440400 984 94529 94529

Table 23. Plaintext pairs and complexity required for SIMON128 analysis(two bits of round key)

genereted filtering plaintext pairs Two round

filtering random pass satisfied data time key bits

round plaintext plaintext differential complexity complexity success

pairs pairs characteristic rate(%)
1 - — — - — —
2 30 8 5 244907 20,737 73
3 20 3 3 24,322 20.152 71
4 120 16 9 26.907 22.737 71
5 800 74 29 29‘644 25.474 74
6 1400 81 26 10451 906-281 73
7 2700 219 59 11399 27229 75
8 6000 496 133 12551 98381 74
9 10000 831 236 013.288 99118 74
10 20000 911 265 914288 10-118 73
11 25000 1352 338 914610 910-440 75
12 40000 3610 954 15-288 gH-118 76
13 65000 6413 1626 15988 11818 75
14 130000 9633 2435 16.988 Q12818 73
15 250000 18231 4682 17932 913.762 75
16 900000 84269 21430 219-780 915:610 71
17 2400000 196272 49171 921195 Q17025 72
18 21000000 912264 229123 924324 920-154 75
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Table 24. Hamming weight filtering probability of SIMON128 and plaintext pairs for attack (two bits of

round key)
filtering hamming weight filtering hamming weight filtering plaintext pairs for
round probability Ph,m, (theoretical) | probability Ph,m, (practical) attack(/V)
0 - -
9 9~ 3.803 9~ 1907 4
3 o~ 3.803 Q2137 2
4 94836 9= 2:907 6
5 94970 93434 26
6 o 5141 g~ 41 40
7 94786 93624 98
8 9—4:240 93597 318
9 94240 93589 530
10 94789 94456 724
M 54529 9—4:209 1084
12 9~ 3616 2—3.470 3264
13 93426 93341 6050
14 93790 93754 9396
15 9= 3790 93777 18068
16 93426 93427 83765
17 53616 93612 195792
18 94529 94525 909657
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Table 25. SIMON128 input differential characteristics and key bit recovery location

input differential characteristic key bit recovery location
021000000000000000  024400000000000000 1, 51
022000000000000000  028800000000000000 2, 52
020000000000000001  024000000000000004 5, 55
020000000000000002  028000000000000008 6, 56
020000000000000010  020000000000000044 9, 59
020000000000000020  020000000000000088 10, 60
020000000000000100  020000000000000440 13, 63
020000000000000200  020000000000000880 0, 14
020000000000001000  020000000000004400 3,17
020000000000002000  020000000000008800 4, 21
020000000000010000  020000000000044000 7, 21
020000000000020000  020000000000088000 8, 22
020000000000100000  020000000000440000 11, 25
020000000000200000  020000000000880000 12, 26
020000000001000000  0200000000044000 00 15, 29
020000000002000000  020000000008800000 16, 30
020000000010000000  020000000044000000 19, 33
020000000020000000  020000000088000000 20, 34
020000000100000000  020000000440000000 23, 37
020000000200000000  020000000880000000 24, 38
020000001000000000  020000004400000000 27, 41
020000002000000000  0z0000008800000000 28, 42
020000010000000000  020000044000000000 31, 45
020000020000000000  020000083000000000 32, 46
020000100000000000  020000440000000000 35, 49
020000200000000000  0z0000880000000000 36, 50
020001000000000000  020004400000000000 39, 53
020002000000000000  020008800000000000 40, 54
020010000000000000  020044000000000000 43, 57
020020000000000000  020088000000000000 44, 58
020100000000000000  020440000000000000 47, 61
020200000000000000  020880000000000000 48, 62
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