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Abstract The Purpose of this Study is to find out the Implications of the Information Security
Activities of Financial Companies on the Confidence of the Information Security Officers and to
find Academic and Practical Implications to Supplement the Insufficiencies. As a Result, it was
Confirmed that the Information Security Officer's Confidence in Information Security for
Companies and the Level of Information Security Awareness of the Employees are Increased when
Financial Companies Conduct Information Protection Activities Focusing on Information Security
Education, Security Incident Responses and In/Out Security.
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Table 1 Operational Definition of Variable and Measurement Question
. . .. . Number of
Variable Operational Definition Previous Research .
Question
Information Compliance with Information Security | - K-ISMS(2016)
Security Polices and Regular Checks and | - IT based Managerial Performance Evaluation(2016) 5
Policy Problem Improvements - SUN, H. G(2004)
oo | e Bt of oo S | bt st e D |
Workforce Organization and Officer - In on v t Perf A6
iomtion [T Tt it Pt Btz |
Budget Organization’s Information - Inf on ty Prf 216)
Information Regular Conduct of Information | - IT based Managerial Performance Evaluation(2016)
Security Security Training for Employees and | — Informmation Security Management Perfarmmance(2016) 10
Education Management - Gyeon, E. K(2015)
Information Security Accident Detection,
Cyber Security Response and Recovery and Security | — IT based Managerial Performance Evaluation(2016) 6
Incident Response | Measures Prepared by Analysis of | — Infommtion Security Managemrent Perfammance(2016)
the Cause of the Accident
Qutsourcing Preventu'lg the Outflow of Cor{qpan}f S| qp - Paf Freluation016)
Company Information Assets through Security | Iformetion S e ity M Peri 016) 6
Security Management of Outsourcing Companies on =
Control and Management of Computer | - IT based Managerial Performance Evaluation(2016)
In/Out Security Center and Office Access for People, | — Infommation Security Managenent Performance(2016) 7
PC, Notebook and Mobile Phone - K-ISMS(2016)
The Grade of Employees and
Secumity mportanee of Information. Security | ~ Buluren and Cavusogle(2000 14
v portal PECUIY Kim, J. K. and Kang, D. Y(2008)
Awareness and their Concerns about Information
Security Activities
The Confidence of Information
I‘nfom.latlon Security Profgsswngls \ivho ca’n ~ Kim, J. Y(2010)
Security Protect a Financial ~Company's | K-ISMS(2016) 7
Confidence Information Assets from Hackers or .
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Table 2 Characteristics of Research Subjects
Factor Frequency (person) Percentage(%)
male 250 89.3
Sex
female 30 10.7
twenties 18 6.4
thirties 103 36.8
Age
forties 114 40.7
fifties 45 16.1
bank 69 24.6
financial investment 63 22.5
?2;1312?:; insurance 46 16.4
non banking 62 22.2
financial related institution 40 14.3
under 5 years 89 31.8
from 5 years under 10 years 61 21.8
Worl.ﬂng from 10 years under 15 years 35 125
Period
from 15 years under 20 years 35 125
over 20 years 60 214
security planing 92 32.9
security system operation 83 314
authority management 21 75
Specialty
program security 28 10.0
security check 24 8.6
personal information security 27 9.6
SUM 280 100.0
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Table 3 The Analysis Results of Validity and Reliability on Information Security Activity

_ F: i
Factor Items Commu actor loading
nity 2 3 4 5 6 7

information security education 1 731 .800 023 161 158 124 122 0%
information security education 2 695 84 165 115 116 148 063 -009
information security education 3 750 779 025 159 128 168 071 .260
Tnformtion information security education 4 665 721 196 136 187 151 169 049
Security information security education 6 713 07 029 220 158 180 212 248
. information security education 8 711 691 036 246 153 203 157 287
Education information security education 5 673 653 201 074 359 AT 063 027
information security education 7 583 642 202 037 152 134 187 229
information security education 10 572 560 110 215 068 24 328 04
information security education 9 481 503 .268 062 072 283 255 048
infout security 7 97 110 834 187 200 033 123 048
infout security 5 802 183 328 -.003 09 118 -.049 226
In/Out infout security 6 717 110 824 14 147 078 238 -018
Secur infout security 4 79 128 84 017 125 129 =074 217
ecurty infout security 3 729 | 14 6% 209 126 105 4% | -13%
in/out security 2 740 123 644 244 125 141 450 -108
in/out security 1 550 069 570 081 101 23 383 -030
outsourcing company security 1 701 117 163 770 214 08 069 -.098
Qutsourding outsourcing company security 2 650 109 -3 760 073 153 122 122
Sectrity outsourcing company security 3 126 134 0% 47 198 194 074 208
outsourcing company security 5 781 217 155 721 239 023 178 317
Company outsourcing company security 4 64 182 236 710 177 117 219 091
outsourcing company security 6 719 251 259 633 201 .060 140 344
cyber security incident response 2 | .853 212 222 228 164 264 214 085
Cyber | cyber security incident response 3 | 818 272 212 217 b1 135 257 062
Security | cyber security incident response 4 | 731 218 119 239 743 137 031 200
Incident | cyber security incident response 1| .799 253 329 199 701 209 197 113
Response| cyber security incident response 5 | 776 225 113 334 611 234 336 184
cyber security incident response 6 | 674 212 156 223 591 280 327 .143
information security budget 2 807 211 208 186 149 793 126 135
Infommtion]  information security budget 3 316 317 151 168 146 779 14 116
Security information security budget 4 728 293 087 005 215 755 107 083
Budget information security budget 1 755 223 061 206 158 750 196 181
information security budget 5 751 .260 198 120 .268 712 201 107
information security policy 3 713 224 303 198 208 179 663 101
Infometion|  information security policy 1 731 323 269 105 206 224 64 149
Security information security policy 5 625 289 270 04 256 227 616 144
Policy information security policy 2 672 262 102 2% 26 151 59 241
information security policy 4 677 .239 023 262 211 149 533 294
Informetion] information security workforce 3 | 754 202 050 266 069 137 157 795
Security | information security workforce 2 164 251 178 102 196 196 204 735
Workforce| information security workforce 1 | 643 223 024 292 228 208 09 634
Eigenvilue 6.298 4917 4.429 4.107 4,081 3616 2617
Variance % 1499 | 11.708 | 10545 | 9.779 9.717 8609 6.231
Cronbach’s a 928 909 891 934 921 336 343
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Table 4 The Analysis Results of Validity and Reliability on Information Security Awareness

Factor Items Community lF actor loadmg2
information security confidence 6 321 825 375
information security confidence 3 818 819 385
Information Security information security confidence 2 810 810 391
. information security confidence 7 137 770 .380
Confidence information security confidence 1 739 765 393
information security confidence 5 708 157 367
information security confidence 4 32 710 277
Information security awareness 4 727 284 804
Information security awareness 2 137 338 789
) ) Information security awareness 1 742 .362 782
Information Security Information security awareness 5 738 376 773
Awareness Information security awar;eness 8 708 443 716
Information security awareness 6 572 309 690
Information security awareness 3 656 456 .669
Information security awareness 7 466 305 610
Eigenvilue 5.323 5.137
Variance % 35.485 34.912
Cronbach’s a 941 927
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Table 5 Correlation Analysis

Factor 1 2 3 4 5 6 7 8
1. Information Security Education 1
2. In/Out Security 307 1
3. Outsourcing Company Security 5057 | 4047 1
4. Cyber Security Incident Response | 6217 | .362""| 615" 1
5. Information Security Budget 628" 191 4407 | 6117 1
6. Information Security Policy 6517 | 3637 | 5567 | 689" | 5917 1
7. Information Security Workforce 5607 | 2437 | 525" | B3T | 497" | B40™ 1
8. Information Security Awareness 636 | 319" | 5017 | 657 | 583 | 7117 | 424 1
9. Information Security Confidence 6537 | 3127 | 484™ | 7417 | 64677 | 6607 | 4917 | 779
“p<01, T p<001
FEAI Aasdsel At v 249 B9 IBE A2 52, Y

A dFs EAe7] Yl TEA
EAWSE sl ARHTE % =g
AA A FARA S AASAT VIF ghe
Al A= 1.209-3.167, 29 A9 A= 1.30
A 10082 YEY Ao EAls ‘Q’*gé
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o] MAE FFe BUE drE Table 67
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drgee] 84%9 AuE BATh ATEATH
S AE(B-170, t=-2635, p<ODe] A4
Bugode] ()9 gFL MAL A, 3
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Table 6 Effects of Information Security Activity on Employee’s Information Security Awareness

Dependent variable Phase 1 Phase 2
Independent variable B t P Yl t P
sex” -.170 -2.635" .009 -.058 -1.483 139
age -.034 -.380 705 082 1.518 130
company industryb)
company industryl .044 511 610 -.107 -2.023" .044
company industry?2 -.038 -.454 .650 -.074 -1.377 170
Population company industry3 185 2.320" 021 -.082 -1.596 112
Statistical |__company industry4 .080 952 .342 -.074 -1.423 156
a - employment period .079 906 .366 -.026 -.496 620
specialty®
specialtyl 119 1.148 .252 048 789 431
specialty?2 .086 829 408 075 1.187 .236
specialty3 .024 318 751 -.022 -.479 632
specialty4 .031 .386 700 053 1.092 276
specialty5 .038 484 629 .066 1.392 165
information security policy 263 4.522" .000
information security workforce -.027 -.562 575
Information | information security budget 092 1.790 075
Security |information security education 218 4017 .000
Activity |cyber seauity inddent response 134 2.335" .020
outsourcing cormpany Security -.009 -.192 848
in/out security 342 6.684 .000
F 2.047" 30.659"
R’ 084 691
ARZ 607

p<05 “p<ol, " p<OOl

Ysex(M=0, F=1), Pcompany industry(financial related institution=0), company industryl(bank=1),
company industry2(financial investment=1), company industry3(insurance=1), company industry4
(nonbanking=1), “specialty(personal information security=0), specialtyl(security planning=1),
specialty2(security system operation=1), specialty3(authority management=1), specialty4(program
security=1), specialtyb(security check=1)

2 86%AE AFEATAE EAAME IAYFT o HAEEIAAZ H(H)e FFS mAL Q)
36256, t=3214, p<O0DT THE717HB=174, At webA F§3ALY AR B F o Aol AR K
t=2.002, p<.05)°] HHEHEIZAAZE] AH(+)e] o  FAAIF] Fodt JdFS v oz HFY
TS v A o] BEFFoAA ST Q.  AF7HAE 2% AEE A

HLFE ARB T i 2alztko] %o}ﬁﬁ}ﬂ

& Ak ARRTOS FrtE FQE 2 443 AHERBEIZETFO ARBIAAZ
A 3 A REFL F=35.824, p<.001] A &2}, e 9%

AA) Ay o] 636%=A 1HA R 55.0% A%

O

o

i

shATh QS A A F—Mﬂ%ﬂi A F 3B TEIAY ARRTEFo] HHE I AT
=113, t=2.053, p<.05)3 LF717H(B=113, t=2.053, nu]x= J&FS BA317] Ya < TFEASTEH EA
p<.05)°] Xéiiix}_%%ﬂ A9 FFE WA & BANSFRE i REZTES SPHFE
AR, JREEA (G775, t=20.067, p<.001) &= YAA FAEAS AANSYL. 1 A=
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Table 7 Effects of Information Security Awareness on Information Security Confidence

Dependent variable Phase 1 Phase 2
Independent variable B P B t P
sex? -.095 -1.474 142 .037 892 373
age -.114 -1.269 205 -.088 -1.542 124
company industryb)
company industryl .096 1.114 .266 .062 1.135 258
company industry?2 042 503 615 072 1.354 177
) company industry3 256 3.214™ .001 113 2.214" 028
gf;’?s?:a? company industry4 067 801 424 005 098 922
q .. employment period 174 2.002° .046 113 2.063" .041
specialty”
specialtyl .090 .870 .385 -.002 -.033 974
specialty?2 .039 374 709 -.028 -.426 670
specialty3 .082 1.063 289 .063 1.292 197
specialty4 -.051 -.631 529 -.076 -1.472 142
specialtyb .014 180 857 -.015 -.310 57
Information Security Awareness 775 20.067°" .000
F 2.097" 35.824™"
R’ 086 636
ARZ 550
p<05 “p<o1, " p<OOl
Ysex(M=0, F=1), "company industry(financial related institution=0), company industryl(bank=1),

company industry2(financial investment=1),
(nonbanking=1), “specialty (personal
specialty2(security system operation=1),
security=1), specialtyb(security check=1)

Table 8 3} Zow VIF 3o 4% 1A =
1.209-3.167, 29 Aol 4 &= 1.300-3.3312 4 100°] 3}
2 Yehy geadaAde EAe SASA &2
q__ Al EA A EAL

FAT 19A 37 2F
F=2.097, p<.05°14 reolatdiaL, dA dxe
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Table 8 Effects of Information Security Activity on Information Security Confidence

Dependent variable Phase 1 Phase 2
Independent variable B t P B t P
sex” -.095 -1.474 142 025 642 521
age -.114 -1.269 .205 .006 .108 914
company industryb)
company industryl .096 1.114 266 -.054 -1.027 306
company industry?2 .042 503 615 -.024 -.452 652
Population company industry3 256 3.214™ .001 -.008 -.150 881
Statistical company industry4 .067 .801* 424 -.050 -972 332
q . employment period 174 2.002 .046 .044 845 399
specialty®
specialtyl .090 .870 .385 026 432 .666
specialty?2 .039 374 709 071 1.132 .259
specialty3 082 1.063 .289 046 989 323
specialty4 -.051 -.631 529 .007 143 886
specialty5 014 180 857 073 1.547 123
information security policy .053 915 361
information security workforce 025 507 612
Information | information security budget 184 3.604™ .000
Security |information security education 201 3.734™ .000
Activity |cyber security incident response .360 6.313™ .000
outsourcing conpany security -.063 -1.308 192
in/out security 258 5.087"" .000
F 2.097° 31.253™
R’ 086 695
AR’ 609

*p<05 “p<0l, ***p<001

Ysex(M= 0, F=1), company industry(financial related institution=0), company industryl(bank=1),
company industry2(financial investment=1), company industry3(insurance=1), company industry4
(nonbanking=1), “specialty(personal information security=0), specialtyl(security planning=1),
specialty2(security system operation=1), specialty3(authority management=1), specialty4(program
security=1), specialty5(security check=1)

U HA Aoz AAY AT 3e 9R A Ao Mode I, A, SeAEe Anns
o5 9l o, FE} ARSI G el o] Juu s
2l

DAY e AR Model 1.
444 REEZBER FREIANZE 2 uANSE T3 HARGelA E5u5 1)
Juusolae vjEs # SR dgHol dasu R L,

FolsA o gwlEvet Bestgon,

Fe3AY] ARRSEEY AR 7+ VIF #te] 4 Model I 3 Model I oA+
Annsoae] wAEse 2ass] o8 ohE  1300-3331, Model T o] A= 1.311-3349%A
AARAS AAsa, 2 A= Table 9 3} olst= ety e A= TS
2ok AA, EPWE AEREdFo] mus ¥ }D}

A AREFTNA WA= FFS B TE3AM AR ST ARR S I
(Model D), B4, S8 JunRsdgo] F HREIN w/lants 43 AadM=
£W e ARBEANG nX Ggs B ARESAH, JHRSQY, FPAEche v
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MNEF7F gided ole 5 ARRSEFo] JH =3399A4 HRHIAA JTFS vjx]= Zo
B34S B3 ARRIAAT &S FA 2 YERgth oA Deld, ARRSA ARE
7] Wiolth AREs gLy AHEENS F SuS FARYS F Y/EPEY ARE
AL, Y/EQYEAA ARBE S A wl  SAAIZE ThellE AR RSO e R E Tt
NE7E BEAEdY. ARBETA0] ARRE  dou & ¢ vk wgs AREISF g
AA 7ol X = ko]l B=18404 =148 FF  RHIAAZ 7 AERBIF A ujyfEHRE B4
28R, ARHEI US| ARBIAAZ N 1 sz} st AT 45 A A E AT

2= Ggo]l p=201004 p=11622 st e
o, At &o] ARREAA ] B A= P
ol =360°91A B=308= FAaFATE A/EY 5 EHE L AALH

Boto] AR WH A e 1= Oé%k% £=.258

oA p=125% HAFFoW, FEHHEHFTALS B B oA s G834 ARREdFo] A
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Table 9 Mediation Effects thru Information Security Awareness between Information Security
Activity and Information Security Confidence

Model Model I Model II Model III
Independent variable B t P B t P B t P
sex” -.058 -1.483 | .139 025 642 521 .048 1.321 188
age 082 1518 130 .006 108 914 | -.026 -.525 600
company industryb)
company industryl -107 | -2.023" | 044 | -.054 -1.027 | 306 | -.012 -.253 801
company industry?2 -.074 -1.377 | 170 | -.024 -.452 652 005 .094 925
Population company %ndustryS -.082 -1.596 112 | -.008 -.150 881 024 512 609
Statistical company mdustryél -.074 -1.423 156 | -.050 -.972 332 | -.021 -.448 655
q .. employmfent LC))erlod -.026 -.496 .620 .044 845 399 .054 1.126 261
specialty
specialtyl 048 789 431 026 432 666 .007 134 894
specialty?2 075 1.187 .236 071 1.132 .259 042 721 471
specialty3 -.022 -.479 .632 046 .989 323 054 1.276 .203
specialty4 053 1.092 276 007 .143 886 | -.014 -.308 159
specialtyb .066 1.392 165 073 1.547 123 047 1.083 .280
information security policy | .263 4522 | .000 053 915 361 | -.049 -.893 373
information security workforce| —.027 -.562 575 025 507 612 .035 789 431
Information | information security budget| .092 1.790 075 184 3604 | .000 148 3.129™ | .002
Security |information security education| 218 4.0177" | .000 201 3734 | .000 116 2.274° 024
Activity |cyber secunity inddent resporse | 134 2.335" .020 .360 6.313" | .000 308 5796 | .000
outsourcing company security | —.009 -.192 848 | -.063 -1.308 | .192 | -.059 -1.337 | .182
in/out security 342 6.684" | .000 258 50877 | .000 125 2.476" 014
Information Security Awareness .389 6.83477" | .000
F 30.659"" 31.253™" 32,274
R’ 691 695 742
Adj.R’ 669 673 722

“p<05, “p<0l, ***p<001

Ysex(M=0, F=1), "company industry(financial related institution=0), company industryl(bank=1),
company industry2(financial investment=1), company industry3(insurance=1), company industry4
(nonbanking=1), C>Specialty(personal information  security=0), specialtyl(security planning=1),
specialty2(security system operation=1), specialty3(authority management=1), specialty4(program
security=1), specialty5(security check=1)
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