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Abstract

Despite the Openflow’s switch migration occurs after the channel was established in secure manner

(optional), the current cryptography protocol cannot prevent the insider attack as the attacker

possesses a valid public/private key pair. There are methods such as the certificate revocation list

(CRL) or the online -certificate status protocol (OCSP) that tries to revoke the compromised

certificate. However, these methods require a management system or server that introduce additional

overhead for the communication. Furthermore, these methods are not able to mitigate power abuse of

an insider. In this paper, we propose a role-based identity-based cryptography (RB-IBC) that

integrate the identity of the node along with its role so the nodes within the network can easily

mitigate any role abuse of the nodes. Besides that, by combining with IBC, it will eliminate the need

of exchanging certificates and hence improve the performance in a secure channel.
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[. Introduction

In the conventional network, network switch stores
their flow table in its memory to perform its tasks.
Openflow is the southbound protocol of
Software—-Defined Network (SDN) that tries to allow the

SDN controller to manipulate the flow table of the

de-facto

switches from the control plane. By doing so, it
centralizes and simplifies the network management.
However, this introduce the new communication channel
in SDN - southbound communication.

is used by the SDN

controller to issue the commands to the network switches

Southbound communication

such as the installation or removal of flow rules, the
mastership of the network switches and etc.
One of the concerns raised in this southbound

communication is the network switch migration in which

the SDN controller has the authority to migrate the
network switch that was under the control of another
controller to its control. If the southbound communication
is not secured, any device can actually try to issue this
command to the network switches and gain control of the
network.

Therefore, it is essential to secure the communication
channel in order to prevent the attacker to learn or even
manipulate the network topology.

This is an improved version of our previous work [1]
that the
cryptography (IBC) on distributed SDN. In this paper, we

described application of identity—based
proposed the role—based IBC to mitigate the role abuse of
the devices. To the best of our knowledge, this is the

first application of the role-based access control (RBAC)
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of IBC on SDN. The rest of the paper is organized as
follow, Section II explains the background knowledge of
switch migration, IBC and the related works. Section III
role-based IBC (RB-IBC) and the

discussions can be found in Section IV. The paper ends

describes the

with the conclusions in Section V.

[I. Background

1. Switch migration

As mentioned in the OpenFlow specifications [2], a
switch migration is initiated by controller by sending the
OFPT_ROLE_REQUEST command to the switch. There
are three possible roles of a controller to a switch,
namely, OFPCR_ROLE_MASTER(Master), OFPCR_ROLE _
EQUA(Equal) and OFPCR_ROLE_SLAVE (slave).

The default role of a controller to the switch is Equal.
The controller can request for the role change to either master
or slave from then. The master and equal roles both have
full access to the switch. By default, the controller with the
role equal or master can receive all of the switch asynchronous
messages which include the packet_in, flow removed
messages. Besides that, they can also send controller—switch
commands to modify the state of the switch.

The only difference between the master and equal role
is that there is only 1 master for a switch at a time but
multiple controllers with the equal role can exists for a
switch. Due to this criteria, whenever a controller requests
for its role to be changed to master for a particular switch,
the switch needs to send the OFPT_ROLE_STATUS
message to its current master controller to inform it about
this role change. Then, the current master controller will
be switched to a slave controller.

A slave controller has read-only access to the switch and
do not receive switch asynchronous messages except the
port status message. Besides that, it also cannot execute
controller—switch commands with the data query commands
being the exceptions, this includes OFPT_ROLE_REQUEST,
OFPT_SET_ASYNC, OFPT_MULTIPART_REQUEST
messages.

Typically, a switch migration is required under a few
circumstances as stated below,

* Congested controller

* Controller down time

¢ Change of topology

When the controller is overloaded, the switch migration
will be triggered to move one or more network switches
under its control to a controller which is less busy. This
is part of the load balancing process to distribute the load
between the controllers in a distributed SDN network.

The second scenario where a switch migration will
happen is when the master controller of the network
switch is down. An online controller will be notified of the
controller that went down and initiate the switch migration
process by sending a OFPT_ROLE_REQUEST command to
the switch for the master role.

The third scenario is when the network administrator
changes the network topology, it can be for optimization,
segregation or any other purpose that the network
administrator deems fit for such changes. In this case, the
network administrator will trigger the switch migration
manually through the controllers.

As per the OpenFlow specification, the southbound
communication can be secured by Transport Layer
Security (TLS). By doing so, it can prevent the attacker
from manipulating the network switches through this
communication channel. However, even if the channel is
secured with TLS, the network is not able to mitigate the
identity abuse by the node.

For example, if the attacker managed to obtain a
public/private key pair of any device within the network
even if this compromised device is not controller, it can
disguise itself as a controller by using the stolen key.
The network is not able to mitigate this attack and allows
the attacker to establish a “secure” channel despite its
role abuse. Hence, a compromised switch or even a
compromised host will compromise the entire SDN

network with the conventional security.

2. ldentity—based Cryptography (IBC)

Shamir introduced an identity-based signature scheme [3]
in 1984and it became the basis of IBC research thereafter.
His idea of IBC was then implemented by Sakai et al. [4]
and Boneh et al. [5] for the encryption scheme with pairing
in the year 2000 and 2001 respectively.

Similar to the Public Key Cryptography (PKC) of TLS,
IBC requires a Trusted Authority (TA) to act as a Private
Key Generator (PKG) that generates keys for the users.
In the SDN environment, controllers can also act as PKGs
for the switches that are located within its domain.

In PKC, CA is used to generate the public and private key
pairs whereas the PKG of IBC generates only the private
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keys. In IBC, public keys will be derived from the identity
of the user; in this case, the user’s identity can be in the
form of the Media Access Control (MAC) address or any
other network identities of the controllers and switches.
With IBC, the users, or in this case, the controllers,
switches or data stores, do not need to store every single
public key of every user in the domain it communicates to
or obtain a particular public key from the TA on demand
because it will be able to derive it from the identity
information. This in turn saves storage space and network
bandwidth that otherwise can decrease the network
performance or translate into high system setup costs.
Smart [6],

implementation of Boneh and Franklin, initiated the usage

whose research was based on the
of IBC in key establishment protocol. Chen et al. [7]
improved on Smart’s protocol by solving the key escrow
problem, allowing the communication between users of

multiple TAs and providing forward secrecy.

3. Role-Based Access Control (RBAC)

As described by F.F. David et al. [8], RBAC policies
are managed in terms of users, subjects, roles, role
hierarchies, operations and protected objects. Network
administrator will have the capability to place constraints
on the jurisdiction and operation that can be executed by
each user by assigning the role to each user.

Certain roles might have overlapping authorities and
operations and hence role hierarchies can be useful by
creating new roles by inheriting from the top role
hierarchy of such role. This works similar with the
inheritance in object-oriented programming. For example,
in SDN network, basic operation such as reading flow
information should be allowed on most nodes and hence a
parent role with reading access of flow information can
be added at the top of the hierarchy and inherited by
derived roles such as the controller, network switches,

network applications and etc.

4. Related Works

J.S. Park et al. [9] proposed to secure the web with
RBAC, it organizes the roles to reflect the organization’s
lines of authority and responsibility. They also secure the
cookies with authentication, integrity and confidentiality
so it can verify the owner of the cookies, protect cookies
from unauthorized modification and having its content
revealed to unauthorized entity. However, these access

control is not applicable for the network management.

D. Nali et al. [10] proposed to use a mediated IBC to
support RBAC. The advantage of their proposal is that it
allows online user revocation but this can also be a
disadvantage especially for the IBC protocol because it
introduces an additional communication overhead for the
user to retrieve the revoked user frequently.

Besides that, this method also tries to integrate the identity
information as part of the "public key"of the mediated IBC
that created an additional step for the user to retrieve the
other part of identity with the role information from the
mediator. This in turn creates the additional communication
overhead and reduces the performance significantly.

Since network performance is not that important for the
human-based user, this method can provide an efficient
role-based management with revocation ability. However,
this method is not suitable for the device’s roles
management where network performance is one of the
most important issue to consider.

S. Shin et al. [11] proposed AVANT-GUARD to
mitigate the scanning and denial-of-service (DoS) attacks
by adding intelligence back to the data plane or they
called it the connection migration that allow the data
plane to differentiate the sources that will complete a
TCP connection from sources that do not. Besides that,
they also introduced actuating triggers that automatically
insert flow rules when the network is under duress.

They also proved that their proposal is able to mitigate
such attacks with minimal impact on the network
performance. However, this proposal violates the plane
separation of SDN where the data plane should be

stripped off its intelligence.

[Il. Role-based IBC

Our proposal, the role-based IBC (RB-IBC) protocol
makes use of the IBC protocol that uses the identity
information to replace the certificate/public key. This is
that

mitigate the possible threat of southbound communication.

an improved version of our previous work [1]

In this protocol, a PKG will issues the private key for a
particular identity. Our proposal modifies the way the
PKG generates the private key by inserting the role to
the identity information prior the private key generation.
Hence, the private key generated by the PKG to the

devices will be integrated with the role information.
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Any device that tries to perform any action that is not
within its role’s jurisdiction will not be able to complete
the handshake process during the session establishment.
This is simply because the attacker does not have the
private key that is needed to decrypt the FINISHED
handshake message and respond accordingly.

Without being able to complete the handshake, it mitigates
the attack that abuse its identity information to perform any
activities that is not within its jurisdiction. Unlike the CRL,
OCSP or mediator-based solution, this method neither
introduce an additional server to distribute this information
nor overhead for the channel establishment.

In SDN environment, there are four roles information that
are publicly available for the "public key" derivation along
with the identity information and they are listed as below,

¢ Network applications

* SDN Controllers

* Network switches

¢ Hosts

1. IBC Key Establishment

The IBC key establishment protocol is based uponour
previous work [9] and added the RBAC to mitigate the
role abuse of the nodes. The system setup and protocol

are illustrated as below.

1.1 System setup
Supposing there are two PKGs, PKG, and PKG,, that

generate the private keys for the controllers of the SDN.
Each has a public/private key pair, (P, s,PEG,5,Ep Z;)
and (P, 5,PE G, 5, 5 Z;) respectively, where P and G,

have been globally agreed on.

Controller A, controller , is registered under PKG, with
Sy =510,
Controller B,

its private key, where

Q, = H, (controller /s ID| RBAC,,

ntmller) .

controller, is registered under PKG, with S = s,(); where

Qp = H, (controllerB's ID|RBAC,, . The "public key"

nitroller )

will be derived by using the A, function of the concatenation

of the controller’s identity and RBAC,, the role

ntroller

information of a controller that is publicly available. H, is
a cryptographic hash function, #, :{0,1} - G,.

Since the PKG is the only entity that is able to derive
the private key to the controller, it is not possible for the
adversary to imitate a controller with a stolen private key

which does not belong to a controller.

1.2 Key establishment
If controller A wants to communicate with controller B,
the RB-IBC will be initiated to establish the shared

session keys. Controller A and B each picks a nonce at

random, a and b&E, Zq* and computes 7, =aP,
W‘l = aPpub,crlr? and TB = bP’ WB = prub«,crlrl’
respectively, where P, 4 = 8:2 and P, 4 = 52

These computed values will then be exchanged between
the two controllers.

At the end of the protocol, controller A computes the

shared key, K,;=e(S, Ty)e(@y W,), and controller B

computes the shared key, Ky, = (S Ty)e(Qy Wp).
o Ky = K,y (1)
Then, the shared session key can be generated by
hashing the key, SK=h,(K,), where h, is a secure

hash function for the purpose of key derivation.

V. Security analysis and discussions

In the current SDN southbound communication, TLS
secure channel is only an optional feature in OpenFlow.
Network administrators also tend to avoid using it since
most SDN network is deployed for internal use only. By
implementing TLS for the southbound communication, it
impacts the performance as well as the troublesome
certificate management. IBC manages to ease the
certificate management but it still affects the performance
like any other secure channel. However, the expected
performance degradation should be much lower than TLS
as it does not require to exchange certificates between
the communicating devices.

In conventional switch migration, a controller will issue
the OFPT_ROLE_REQUEST command to a switch and
migrate its role on the switch to Master/Equal in order to
gain control of the switch. However, this mechanism can be
exploited even if the network is secured with TLS. The
adversary can attack any device within the network (even
if it is not a controller since controller will be well protected
as it is the core of a SDN network) and use the stolen key
pairs to initiate connection as a disguised controller.

This role abuse renders the protection to the controller
useless as an attack to any device within the network can

compromise the entire network when the adversary uses
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the credential, disguise as a controller and then gain
control of the entire network. Figure 1 illustrates the
attacks on the management plane or data plane to obtain
the key (This scenario assumes that the network
administrator protects the control plane and it will be

more difficult to penetrate the control plane).

Management plane
l Network

Network
App

App App

[ Network ]

Atack

Malidous control plane \1

Q

Compromised Compromised Compromised

Control plane (Heavily protected)

Controller Controller Controller

Switch Host App
‘ Data plane
Attack—m
B9 Pt >
Malicious. / \/
User Network Switch Network Switch Network Switch
/
‘ Host | | Host | ‘ Host |~—/

Fig. 1. Possible attack on the management plane or data plane
to take control of the instances and disguise as controllers

As illustrated in Figure 1, even though the nodes within
the management plane, control plane and data plane

appears to be different; In most cases, they are
practically a compute node that runs different software
(network application software, SDN controller software,
virtual network switch software or simply a compute node
host). Hence, the malicious user can simply run a SDN
controller software on any compromised node regardless
of its existing role and disguised itself as a controller.

Therefore, securing the core of SDN, the control plane
alone is insufficient to secure the network as a whole.
The instances in the management plane or data plane
cannot differentiate the genuine control plane from the
malicious control plane that was formed with the
compromised compute nodes. This allows the attacker to
manipulate or take control of the network with the
malicious control plane. Integrating the role-based
information to the security protocol can however allow
such limited protection to securely protect the entire
network as it can prevent the role abuse of the compute
nodes to disguise itself as a controller. It also simplifies
the entire protection mechanism as it can emphasize the
security on the control plane alone.

The RB-IBC is not perfect in solving the security
issues in SDN. It can mitigate this role abuse of the

devices that a knowledgeable adversary can exploit. By

integrating the role information into the key pairs, the
adversary cannot use the stolen key pairs of any devices
other than a controller to initiate a connection as a
controller. Hence, the protection of the control plane is
still intact as long as the controllers are well protected.
Compromise of any data plane devices do not expose the
control plane to the attacker.

Despite the advantages of RB-IBC, it also comes with
some shortcomings. It is not able to revoke the any node
without having the PKG being online. There is also a
delay for the nodes to receive the revoked list of devices
from the online PKG that the adversary can exploit.
These are the two remaining issues to be resolved by
RB-IBC.

In order to allow the revocation to take place swiftly, the
identity information has to be unique. The Media Access
Control (MAC) address is one of the best example. One
might argue that the adversary can spoof the MAC address
and disguise as one of the node within the network.However,
even if the adversary is able to get the other devices within
the network to initiate a connection, it cannot complete the
handshake as it does not possess the private key needed
to decrypt the messages.

Lastly, the performance degradation is expected just like
any other security protocols. However, it should be much
lower compared to TLS as the certificate exchanges are not
required in IBC. Besides that, the overhead of the role
information is minimal because the additional length of the
information were offset by hashing to the same length.

However, in most SDN use cases, these are not
actually the main concerns as they are mostly use in a
closed/internal network. Even the roleabuse can be rare
but possible and hence, we tried to minimize the risk of
the network with the proposal of RB-IBC.

V. Conclusion

Our proposed RB-IBC is able to mitigate the role abuse
of the node or the attacker that tries to use the stolen
private key of the other nodes (even if it is not a
controller) within the network and disguise as a new
controller. This in turns allow the network switches to
migrate In a more sSecure manner by knowing the
migration target has the actual role of a controller.

Besides that, by combining the RBAC with IBC, it also
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simplifies the certificate management and the client; In
this case, the network switches are not required to
retrieve the role information from a management server
as a disguised controller is not able to decrypt the

message because it does not have the private key that

was integrated with the role of a controller
(RBA Ccontroller ) .

The communicating devices also do not require to
exchange the certificate information because IBC can
derive it from the identity information while TLS requires
the certificate for the identity derivation. Hence, it will
improve the performance as compared with TLS.

In a nutshell, the RB-IBC is able to mitigate the role
abuse of the nodes even when their private keys are
stolen. However, the protocol is not able to revoke such
nodes until the devices obtain the latest revoked nodes
from the PKG. This delay might be abused by the
adversary but not for long as the devices will be obtaining
this information after a preset interval by the network

administrator or even immediately if the network allows.
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