Journal of The Korea Society of Computer and Information
Vol. 22 No. 9, pp. 57-64, September 2017

www ksci.re.kr
https://doi.org/10.9708/jksci.2017.22.09.057

A SES Alarmed Link Encryption Synchronization Method Having Optimized

Threshold Value for High—Speed Video Data Encryption

Hyeong-Rag Kim*, Hoon-Jae Lee™,

ks

Ki-Hwan Kim***, Ju-Hyun Jung’

Abstract

CCSDS Standard is widely used in the international space telecommunication area. But standard

recommendation of CCSDS is not restrictive, so, we can select an appropriate encryption protocol

among the layer. For synchronization, encryption sync is attached in the beginning of the encrypted

data. In the exceptional environmental condition, although the receiver can not decrypt the normal

data, the sender have no conception of that situation.

In this paper, we propose a two-stage SES alarmed link encryption synchronization method having

optimized threshold value necessary to decide whether the receiver has a correct decryption or not.

first, through the experiment of mutual relations between error rate and encryption synchronization

detection error,

we can predict worst communication environment for the selected encryption

synchronization pattern. second, through the experiment for finding what number of consecutive frame

synchronization error is an appropriate reference value and analysis of that experiment, we suggest

an optimized threshold value for resynchronization request. lastly, through the output images we can

predict the probability error that should be guaranteed by channel coder.

» Keyword: CCSDS, Link encryption, Encryption sync, SES Alarm
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[l. CCSDS Protocol and Link
Encryption Synchronization Method

1. CCSDS Protocol and Security Structure
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Fig. 1. CCSDS Protocol and Security architecture[3]

2. Link Encryption Synchronization Method in
Accord with CCSDS

: " 10
1 i
: 1 s 1t
¥ Insertion '
— 1 Encryption of Encryption [—————+—
! Syng il
i | §
H -
'
HOLC | | ! i Coding
Frame ! | |y
Data | . ! icnannel
: 1
| ||
H 1
| i Detection | §
+————Decryption of Encryption  p————t++—
{ sync i
; !
y !
4 L

.......................................................................

Fig. 2. A Detailed Block Diagram for Link Encryption
Synchronization Method in Accord with CCSDS
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Fig. 3. HDLC Frame Structure
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Fig. 4. Attachment of Encryption Synchronization
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II. SES Alarmed Link Encryption
Synchronization Method

1. Environmental Causes of the Encryption
System Error in the Receiver Side
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Fig. 6. A Detailed Block Diagram for SES Alarmed
Encryption Synchronization Experiment
IV. Suggestion of Optimized SES
Alarmed Link Encryption
Synchronization Method
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Fig. 7. A Detailed Block Diagram for Optimized SES
Alarmed Encryption Synchronization Experiment
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Depending on Dectction of Frame Synchronization
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1. Experiment and Analysis for
Resynchronization Request Depending on
Error Rate of Encryption Synchronization
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Table 1. Number of ReSync Request Depending on Error Rate
Error Rate No. of ReSync Request
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2x107! 0.8
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Fig. 8. Number of ReSync Request Depending on

Error Rate

2. Threshold Detection and Analysis for
Optimized Resynchronization Request
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3. Decrypted Output Results Depending on
Error Rate
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Fig. 10. Decrypted Output Image Depending on Error Rate
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