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ABSTRACT

A lattice-based cryptography is known as one of the post-quantum cryptographies. Ring-LWE problem is an algebraic
variant of LWE, which operates over elements of polynomial rings instead of vectors. It is already known that post-quantum
cryptography has side-channel analysis vulnerability. In 2016, Park et al. reported a SPA vulnerability of the public key
cryptosystem, which is proposed by Roy et al., based on the ring-LWE problem. In 2015 and 2016, Reparaz et al. proposed
DPA attack and countermeasures against Roy cryptosystem. In this paper, we show that the chosen ciphertext SPA attack is
also possible for Lyubashevsky cryptosystem which does not use NTT. And then we propose a countermeasure against
CCSPA(Chosen Ciphertext SPA) attack and we also show through experiment that our proposed countermeasure is secure.
Keywords: Ring-LWE cryptosystem, Simple Power Analysis, countermeasure, lattice-based cryptography
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Algorithm 1 Decryption of Roy eryptosystem

Input: Ciphertext (71, 82), Secret Key 72
Output: Encoded message m

. &1 + Coefficient-wise Mul (&1, 72)

: &1 +— Coeflicient-wise Add(é;,63)
v INTT (&)

: m « Decode (m)

: return m

e S

Algorithm 2 Detail operation in Algorithm 1.

Input: Ciphertext (&1,¢2), Secret Key 72
Output: Encoded message m
fori=0ton—1do
e1[i] « 7a[i] - &1[d]
if #1[i] = ¢ then
é1[i] « é1[i] mod(q)
end if
end for
fori=0ton—1do
51[32] « t:fl[?;] } 52[1;]
9:  if &[i] = g then
10: c1[i] « é1[i] mod(qg)
11:  end if
12: end for
13: m « INTT (&)
14: m « Decode (m)
15: return m

NI

%

Algorithm 3 Chosen Ciphertext SPA (CCSPA)

Input: q.n
Output: fafi] where i € [0,n — 1]

l: fori=0ton—1do

2 &[]~ 1, &[] « Tt ki] —1

3: end for

4: Check the occurrence of the reduction operation

5: for t = 2 to [logy g| do

6:  if t # [log ] then

T fori=0ton—1do

8: if modular reduction operation didn’t occur then
9: k[i) — 2 x Kk[i] + 1, &[] — [ = K[i]]

10: else

11: k[i] «— 2 x K[i] — 1, E4[i] « [Z = K[4]]

12: end if

13: end for

14: Check the occurrence of the reduction operation
15 else

16: fori=0ton—1do

17: if modular reduction operation didn’t oceur then
18: ".[louq q]l-l "'“"”ql_lm +1

19: els
50, dlemalpy) _ dlesaal-1py _ 4
21: end if
22: Check the occurrence of the reduction operation
23: if modular reduction Upcmtlon didn't occur then
2U4; Fali] — g — &= 9[q) —
25: else
9 Fafi] — q— “["’H}qll ]
27 end if
28: end for
29:  end if
30: end for
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Z[1] Z[0] Table 1. Truth Table associated with Zflag and
' ' Zflag
AddResult 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
6144 0110 .D O 000 0O 0O OO Zflag 4flag 1__ Zflag | 1= Zflag AND | BVC
7167 olFN 1 o 1 1 [ENESEEEE N R S (=4) | = (B =9 =D
7168 0 1 1100 00000000 F F T T F T
7680 01 1 1 1 0 0000 O0O0TUO0OQ F T T F F T
7681 001 1 1 :1 O 000 0 0 0 0 1 T F F T T F
8291 o 1 1 1 1 1 1 1 1 1 1 1 T T F F F T
8292 1 o o 0 o 0O 0 0 o 0o 0o O O O
AN R=R= — —1o=
15360 1 11 1 00 000 0O0O0TO0SO T, BVCEF ] Z[H (quxffOO) 1

Fig. 1. The bit representation of addition result (¢ = 7681)

2[1] Z[0]
AddResult 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
12287 oSN EON 1 1 1 1 [ T T S BT
12288 01 1 0 0 0 0 0O0C 0 O0O0O0CO0 O
12289 0 1 1 0 0 0 0O 0 OO0 O0OGO0OO 1
24576 1 1 0 0 0 0O O O 0 0D O 0 O O O

Fig. 2. The bit representation of addition result (¢ = 12289)
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Algorithm 4 Secure Modular Addition

Input: A, Be [0,q— 1]

Output: 7 (= Z[1] || /[U] € [0,q—1]
1: Z « Addition (A, B)
2: Compute Zflag of Z and Zyflag of Z[0]
Zoflag <« zv v -+ v z1 v 2o
Zflag «— z13 v (212 A 211 A 210 A 20 A (28 v Zoflag))
30 Z[1] « (Zflag » (1 — Zoflag)) x (Z[1] — (g ~ 0z ff00) x Zflag — 1)
F((1— Zflag) v Zoﬂag (Z]1] — (g ~ Dz f fO0) x Zflag)
4: Z[0] « Z[0] — (g ~ 0z f f) x Zflag
5: return Z
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Algorithm 5 Decryption of Lyubashevsky cryptosystem

Input: Ciphertext (e, c2), Secret Key ra
Output: Encoded message m

1: 1 « Convolution Mul (1, 7r2)

2: m « Coefficient-wise Add (c1.c2)
3: m « Decode (m)
4: return m
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Fig. 3. Top: Power consumption trace of 16 non-secure modular additions. Bottom: Power
consumption trace of 16 secure modular additions

Table 2. Performance comparison on ATxmega128

Lyubashevsky cryptosystem (8)
Implementation .
without with
countermeasure | countermeasure
Cycle 85,510,088 95,109,369
Roy cryptosystem [(9)
Implementation - -
without with
countermeasure| countermeasure
Cycle 1,957,483 2,249,623
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